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Abstract

A hyperproperty is a set of sets of finite or infinite traces over some
fixed alphabet and can be seen as a very generic system specifica-
tion. In this work, we define the notions of holistic and incremental
hyperproperties. Systems specified holistically tend to be more intu-
itive but difficult to reason about, whereas incremental specifications
have a straightforward verification approach. Since most interesting
security-related hyperproperties are in the syntactic class of holis-
tic hyperproperties, we introduce the process of incrementalization
to convert holistic specifications into incremental ones. We then
present three incrementalizable classes of holistic hyperproperties
and a respective verification method.
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Abstract. A hyperproperty is a set of sets of finite or infinite traces over
some fixed alphabet and can be seen as a very generic system specifi-
cation. In this work, we define the notions of holistic and incremental
hyperproperties. Systems specified holistically tend to be more intuitive
but difficult to reason about, whereas incremental specifications have
a straightforward verification approach. Since most interesting security-
related hyperproperties are in the syntactic class of holistic hyperprop-
erties, we introduce the process of incrementalization to convert holistic
specifications into incremental ones. We then present three incremen-
talizable classes of holistic hyperproperties and a respective verification
method.

1 Introduction

The problem of verifying that a system adheres to some given security policy has
been an active research area for several decades. Substantial progress has been
made in the verification of security policies that can be expressed as properties—
first-order predicates over system execution traces. Well-known examples of such
progress include the abundance of logics for system specification and the success
story of automata-based model-checking [7, 12, 8, 18]. Unfortunately properties
are not expressive enough to capture a large class of security policies, such as
secure information flow and noninterference.

In an attempt to remedy this and provide a uniform theory of security poli-
cies, Clarkson and Schneider formalized security policies as hyperproperties [9].
A hyperproperty is a second-order predicate over system execution traces, or, in
other words, a set of sets of execution traces. Hyperproperties generalize prop-
erties and are expressive enough to capture not only secure information flow
and noninterference, but also many other interesting policies on systems [9]. In-
tuitively, a hyperproperty is the set of systems permitted by some policy. (In
contrast, a property is the set of runs a system must satisfy.) Although arising
in the context of security, hyperproperties are not necessarily limited to security
policies; they can be seen as very general and expressive system specifications.
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Quality of Service (QoS) and Service Level Agreement (SLA) properties can be
expressed as hyperproperties.

Clarkson and Schneider specify a class of security-related hyperproperties as
first-order predicates on sets of traces [9], using universal and existential quanti-
fiers over traces in a candidate set T , as well as relations on those traces. We call
the hyperproperties in this syntactic class holistic as they talk about whole traces
at once; their specifications tend to be straightforward, but they are difficult to
reason about, exemplified by the fact that no general approach to verifying such
hyperproperties exists, to the best of our knowledge. To address this problem,
we adopt a coalgebraic perspective on systems and hyperproperty specifications
and propose to model systems as coalgebras of the functor GX = 2× (1 +X)A;
this is useful as in their nature, coalgebras and coinductive predicates are “in-
cremental”. Our contributions are formal definitions of the classes of holistic
and incremental hyperproperties, the process of incrementalization and its ap-
plication to three classes of holistic hyperproperties, and an illustration of the
verification approach for incremental hyperproperties.

The rest of the paper is structured as follows. Section 2 provides some back-
ground material. Section 3 introduces and formalizes the notions of holistic and
incremental hyperproperties and Section 4 presents the incrementalization of
three classes of holistic hyperproperties. Section 5 presents a verification method
for incremental hyperproperties. Finally, Sections 6 and 7 are left for the related
work and conclusion, respectively.

2 Background

This section provides the necessary background. Fix a finite alphabet A of ab-
stract observations. A string is a finite sequence of elements of A. The set of all
strings over A is denoted A∗. A stream of A’s is an infinite sequence of elements
of A. The set of all streams over A is Aω = {σ | σ : {0, 1, 2, . . .} → A}. A stream
σ can be specified in terms of its first element σ(0) and its stream derivative,
given by σ′(n) = σ(n + 1). A trace is a finite or infinite sequence of elements
of A. The set of all traces over A is denoted A∞ = A∗ ∪ Aω. Let 2 be the two
element set given as 2 = {true, false}. A system is a set of traces. The set of all
systems is Sys = 2A

∞
, the set of infinite systems is Sysω = 2A

ω

.

Clarkson and Schneider present a theory of policies based on properties and
hyperproperties [9]. A property is a set of traces. The set of all properties is
Prop = 2A

∞
. A hyperproperty is a set of sets of traces or equivalently a set

of properties. The set of all hyperproperties is HP = 22
A∞

= 2Prop = 2Sys.
The satisfaction relation for hyperproperties |= ⊆ Sys× 2Prop is defined as C |=
H =̂ C ∈ H . Although Sys = Prop, we use both names for emphasis.

We now present an example hyperproperty, noninterference. Let τ /∈ A rep-
resent unobservable elements of a trace. Let Aτ = A∪{τ} and assume predicates
low and high on elements of A such that low is equivalent to ¬high. Coinduc-
tively define function evL : A∞ → A∞τ to filter out “high” events:
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evL(ε) = ε

evL(x) = y high(a)

evL(a · x) = τ · y
evL(x) = y low(a)

evL(a · x) = a · y
Next define weak trace equivalence ≈⊆ A∞τ ×A∞τ as:

ε ≈ ε
x ≈ y
τ · x ≈ y

x ≈ y
x ≈ τ · y

x ≈ y
a · x ≈ a · y

Predicate noH : A∞τ → 2 states that there are no high events in a trace:

noH (ε)

low(a) noH (x)

noH (a · x)

Finally define noninterference as

NI = {T ∈ Sys | ∀t0 ∈ T (∃t1 ∈ T (noH (t1) ∧ evL(t0 ) ≈ t1))}.
This definition of noninterference is similar to strong non-deterministic nonin-
terference (NNI ), originally proposed by Focardi and Gorrieri [13]. The major
difference is that NI does not distinguish between inputs and outputs, making
it more restrictive; in other words, any system that satisfies NI also satisfies the
definition of NNI (based on weak-bisimulation), but the converse need not hold.
Additionally, NNI is defined over elements of 2A

∗
, whereas NI over elements of

Sys; finally, NNI uses string equality whereas we use a form of weak-bisimulation.
For every trace t0 in a candidate set T our definition NI requires a low-equivalent
modulo weak-bisimulation trace t1 such that noH (t1) is in T .

Example 1 (Noninterference). Given A = {a, b, c}, where high(a), high(c),
low(b) hold. Consider system C = {σ, γ}, where σ = (abc)ω, γ = bω. Note
that noH (γ) = true, evL(σ) ≈ bω and evL(γ) = bω hold. From these we deduce:

1. for σ there exists t ∈ C s.t. noH (t) ∧ evL(σ) ≈ t, namely t = γ.
2. for γ there exists t ∈ C s.t. noH (t) ∧ evL(γ) ≈ t, namely t = γ.

Hence C |= NI : system C satisfies strong non-deterministic noninterference.

The former definition of noninterference is relatively abstract. In order to
additionally illustrate the practical significance of the proposed approach, we
also work with reactive noninterference [5], a variant of Zdancewic and Myers’s
definition of observational determinism [26] for reactive systems. Without loss
of generality, assume that A may be partitioned into Ai and Ao, corresponding
to input and output events. Following the original work [5], assume that systems
are input-total; moreover, assume that every input event produces some finite
or infinite output trace. The model assumes that a system waits for input in
some consumer state; whenever an input event is received, the system produces
a finite or infinite output trace; if the output trace was finite, the system returns
to a consumer state, waiting for further events; otherwise it diverges producing
an infinite output trace. For the sake of illustration, we consider deterministic
reactive systems. Formally, a deterministic reactive system RS can be modeled
as the set of traces produced by a function fRS : A∞i → A∞. Let fi : Ai → A∞o be
a function, taking one input event and producing some output trace. Formally,
function fRS can be defined coinductively as follows:
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fRS (ε) = ε

fi(a) = σ σ ∈ A∗ fRS (r) = σm

fRS (a · r) = a · σ · σm

fi(a) = σ σ ∈ Aω

fRS (a · r) = a · σ

Let FRS be the set of deterministic reactive systems that can be characterized
by a functional input-output relation. Let x≈L y denote evL(x) ≈ evL(y), and
≈Li

and ≈Lo
be analogous definition for input and output events, respectively.

Reactive noninterference [5] can be defined as a hyperproperty as follows:

RN = {Tf ∈ FRS | ∀t0, t1 ∈ Tf (t0≈Li
t1 → t0≈L t1)},

where Tf = {t ∈ A∞ | ∃i ∈ A∞i (f(i) = t)}. Note that the relation t0≈L t1 is on
the whole traces, not on output traces as it is typically defined. This is because
t0≈L t1 implies t0≈Lo

t1, as Lo is a subset of L and the way traces are generated.
Unlike batch-job program models, where all program inputs are available at

the start of program execution and all program outputs are available at program
termination, reactive programs receive inputs and send outputs to their environ-
ment during execution. RIMP [5] is a language geared towards writing reactive
systems, allowing agents to interact with the system by sending and receiving
messages. Messages are typically considered secret to certain agents and public
to others. Inputs in RIMP are natural numbers sent over channels and outputs
are natural numbers over channels or a tick (τ), signifying an internal action.
The channels model users or security levels in some security lattice; typically,
L and H model the low and high channel respectively. The detailed syntax and
semantics of RIMP are available in the original paper [5]. The following RIMP
program illustrates reactive noninterference:

1 input chH(x) {i := x;}
2 input chL(x) {if i <= x then output chL(0);
3 else output chL(1);}

Program 1.1: Simple program in RIMP

Let σin = [chiH(0), chiL(0)] and γin = [chiH(1), chiL(0)] be input strings.
Clearly σin≈Li

γin. The traces are σ = [chiH(0), τ, τ, chiL(0), τ, choL(0), τ ] and
γ = [chiH(1), τ, τ, chiL(0), τ, choL(1), τ ]; because they are not weak trace equiva-
lent at L, it follows that P is not secure, i.e. P 6|= RN .

2.1 Partial automata, coalgebras and languages à la Rutten [22]

A partial automaton with input alphabet A is defined coalgebraically as a 3-tuple
S = 〈S, o, t〉, where set S is the possibly infinite state space of the automaton,
the observation function o : S → 2 says whether a state is accepting or not,
and the partial function t : S → (1 + S)A gives the transition structure. Note
that 1 + S is notation used for the set {⊥} ∪ S: whenever the function t(s) is
undefined, it is the constant function mapping every undefined symbol from A
to ⊥; if t(s) is defined for some a ∈ A, then t(s)(a) = s′ gives the next state.
The symbol δ /∈ A is used to represent deadlock. An automaton is in a deadlock
state sδ if for all a ∈ A, t(sδ)(a) = ⊥ (the transition function is undefined).
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Let A∗ · δ = {w · δ | w ∈ A∗} be the set of finitely deadlocked words. The
collection of all languages acceptable by partial automata is A∞δ = A∗∪(A∗ ·δ)∪
Aω. Let the truncation of an infinite word w = a1a2a3 . . . to the first n (n ∈ N)
letters be denoted w[n] = a1 . . . an. For words w ∈ A∗ and sets L ⊆ A∞δ , define
the w-derivative of L to be Lw = {v ∈ A∞δ | w · v ∈ L}. Define a set L ⊆ A∞δ to
be closed if for all words w in Aω, w ∈ L ⇐⇒ ∀n ≥ 1, Lw[n] 6= ∅. Define a set
L ⊆ A∞δ to be consistent if for all words w in A∞δ , δ ∈ Lw ⇐⇒ Lw = {δ}. The
language of a partial automaton is a non-empty, closed and consistent subset of
A∞δ . The set of all such languages is

L = {L | L ⊆ A∞δ , L is non-empty, closed and consistent}.

The set L can be thought of as an automaton L = 〈L, oL, tL〉 [22]:

oL(L) =

{
true if ε ∈ L
false if ε 6∈ L tL(L)(a) =

{
La if La 6= ∅
⊥ if La = ∅.

A bisimulation between two automata S = 〈S, o, t〉 and S′ = 〈S′, o′, t′〉 is a
relation R ⊆ S × S′ s.t. for all s in S, s′ in S′ and a in A

s R s′ =⇒
{

o(s) = o′(s′) ∧
t(s)(a) (1 +R) t′(s′)(a).

Condition t(s)(a) (1+R) t′(s′)(a) holds iff either t(s)(a) = ⊥ and t′(s′)(a) = ⊥ or
t(s)(a) R t′(s′)(a). The maximal bisimulation ∼ is the union of all bisimulation
relations.

The automaton L = 〈L, oL, tL〉 satisfies the coinduction proof principle [22].
In other words, for all languages L and K in L we have that L ∼ K ⇐⇒ L = K.

Coalgebras of the polynomial functor G : Set → Set, given by GX = 2 ×
(1 +X)A, will be called G-coalgebras or G-systems. As partial automata are in
one-to-one correspondence with G-coalgebras [22], all the theory presented here
is applicable to G-coalgebras. A coalgebra 〈S, 〈o, t〉〉 together with a start state
x0 is called a pointed coalgebra and is denoted 〈S, 〈o, t〉, x0〉.

2.2 Systems — from sets of traces to G-coalgebras

This section shows that the model of systems as sets of traces can be converted
into a tree/coalgebra/partial automaton model; the latter model is more con-
venient and well-studied. This is not only necessary but also essential, as it
is a prerequisite to converting holistic hyperproperties into incremental ones.
In essence, we show how to convert the model of systems, as used for holistic
hyperproperties, to the model we use for incremental hyperproperties. Incre-
mentalization then is the conversion of system specifications on sets of traces to
specifications on trees.

Our approach is based on a switch of perspective on systems and hyper-
properties. This includes a transition from modeling systems as sets of traces
to G-coalgebras. A set of traces can be seen not only as a property or system,
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but also as a language, and as a G-coalgebra, which itself can be either seen as
a partial automaton or as a tree. These different perspectives are illustrated in
Fig. 1. Combined with Rutten’s observation [22] that the set of all languages is
a final automaton, this means that coalgebra and coinduction can be used as
tools for reasoning about hyperproperties. This section describes the transition
from sets of traces to G-coalgebras.

. . .

. . .

⇐⇒ ⇐⇒

a

a

b

b

c

c

a

b

b

c

c

. . .

. . . s0start

s1

s4

s2

s3

s6

s7

s5

a

b

c

b

c

a

b

a

c

Fig. 1: Equivalent representations of M = {(ab)ω, (ac)ω, bc} over A = {a, b, c}:
traces, trees and G-coalgebras (partial automata). The branches of the tree are
labelled with elements of the alphabet A, and its accepting nodes are marked
with a circle.

Let F be an arbitrary functor F : Set→ Set. An F -coalgebra is final if there
is a unique homomorphism from any other F -coalgebra to it. The functor G has
the final coalgebra L (see Section 2.1). The coinductive definition principle gives
a way to define maps from arbitrary G-coalgebras into the final G-coalgebra. We
use the principle to convert an arbitrary set of traces into a G-coalgebra. To this
end, take the state space to be the set Sys = 2A

∞
, the set of all possible sets of

traces.
Any pair 〈o, t〉 with signatures o : Sys→ 2 and t : Sys→ (1+Sys)A induces a

unique homomorphism h : Sys→ L that makes the following diagram commute:

Sys
∃!h

> L

2× (1 + Sys)A

〈o, t〉∨
G(h)

> 2× (1 + L)A

〈oL, tL〉∨

Thus the homomorphism h would map any set of traces s ∈ Sys to a unique
element in the final coalgebra L. Since the elements of the final coalgebra can
be seen as trees, we say that h maps a set of traces to the root of a unique tree
in L, corresponding precisely to the set of traces.

We now define a particular pair 〈o, t〉 allowing us to switch perspective from
seeing a system as a set of traces to seeing it as a G-coalgebra. Let C ∈ Sys,
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a ∈ A and σ ∈ A∞. Define an auxiliary function test : Sys→ (A→ 2) as follows:

testa(C) =̂ ∃ σ.σ ∈ C ∧ σ(0) = a.

The functions o and t can be readily defined as follows:

o(C) =̂ ε ∈ C

t(C)(a) =̂

{
{σ′ | σ(0) = a} if testa(C)
⊥ if ¬testa(C).

This function pair induces a unique element of the final coalgebra L, correspond-
ing to the inclusion of Sys in L. Clearly every set S ∈ Sys is closed and consistent.
As a result we may conclude that Sys ⊆ L.

Thus any system defined as a set of traces can be uniquely seen as an element
(without deadlock states) of the final G-coalgebra, defining its behaviour.

3 Holistic and incremental hyperproperties

One of the crucial steps towards verification is finding the class of incremental-
izable holistic hyperproperties. To that end, we need a formalism for reasoning
about holistic and incremental specifications. In this section, we give syntactic
definitions of holistic and incremental hyperproperties. The logical languages
used are based on Least Fixed Point Logic (LFP) [6] — an extension of first or-
der logic by addition of least and greatest fixed point operators. The new logical
languages are holistic hyperproperty logicHL, in which most interesting security
hyperproperties are expressible, and incremental hyperproperty logic IL. The
key difference between the languages is that the former has only coinductive
predicates over streams, whereas the latter has only coinductive predicates over
systems. In both cases hyperproperties are defined over systems.

3.1 Holistic hyperproperty logic HL
Clarkson and Schneider specify hyperproperties as first-order predicates on sets
of traces [9], using universal and possibly existential quantification over traces
(∀t ∈ T , ∃t ∈ T ) in a candidate set T , as well as relations on tuples of traces. The
hyperproperty NI (Section 2) is one example of such a hyperproperty. Next, we
propose the logical language HL to formalize hyperproperties specified in this
style.

First, we give a grammar for coinductive predicates over streams, a substan-
tial part of HL. Let x range over a set of variables, a over elements of A, pi
over predicates in some set P and X over predicate variables. To define the logic
we use standard, trace-manipulation primitives, having the following signatures:
(−)(0) : A∞ → A + 1, (−)′ : A∞ → A∞ + 1, cons : A × A∞ → A∞. The predi-
cates in P have signatures: pi : Ani → 2 and = : A × A → 2. Terms are given
as

t ::= x | ε | cons(a, t) | t(0) | t′
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and coinductive predicates have the following syntax:

φ0 ::= p(t) | X(t) | ⊥ | ¬φ0 | φ0 ∧ φ0,

where X can occur only positively in φ0. As usual > = ¬⊥, φ∨ψ = ¬(¬φ∧¬ψ)
and the implication φ→ ψ is ¬φ ∨ ψ.

Second, define holistic hyperproperty logic HL with the following syntax:

φ1 ::= ⊥ | ¬φ1 | φ1 ∧ φ1 | ∃x.φ1 | x ∈ X | νX(x).φ0.

As usual ∀x.φ = ¬(∃x.¬φ). It is well-known that each coinductive predicate in
this language corresponds to a final coalgebra in a category of relations [20]. A
holistic hyperproperty is a set of sets of traces expressible in HL.

For example, consider defining hyperproperty FLIP , assuring that for every
stream in a candidate set, its element-wise opposite is also in the set. Start by
defining the predicate flip ⊆ Aω × Aω, relating each stream over A = {0, 1} to
its element-wise opposite:

flip =̂ νX(x, y).(¬(y(0) = x(0)) ∧X(x′, y′)).

Then, the simple hyperproperty FLIP can be given in HL as:

FLIP(X) =̂ ∀x0 ∈ X ∃x1 ∈ X.flip(x0, x1).

The proposed logic is fairly general as it captures most security-related hyper-
properties from the original hyperproperties paper [9]; the noteworthy exceptions
are service level agreement polices: mean response time, time service factor and
percentage uptime. Formal verification of systems with respect to Service Level
Agreement (SLA) policies is an inherently difficult problem [9]: for instance, it
is generally not clear how to find the mean of an infinite number of response
times because the series might be diverging. We do not address SLA policies in
this work.

Next, we present three illustrative examples. First, consider McLean’s for-
mulation of a policy called generalized noninterference [19] for non-deterministic
systems. Informally, the policy states that any high-level behavior is compatible
with any low level view of the system. The definition of GNI in HL is

GNI (X) =̂ ∀x0 ∈ X ∀x1 ∈ X ∃x2 ∈ X.x2≈H x0 ∧ x2≈L x1.

Note that ≈H and ≈L can be defined coinductively and are based on the coin-
ductively defined functions evH(−) and evL(−) respectively (see Section 2); the
latter are not in HL. However, note that combining evH(−) and evL(−) with the
coinductive predicate ≈ gives coinductive predicates; this is relatively straight-
forward and hence omitted here.

Second, consider the definition of termination insensitive observational de-
terminism [26]:

OD(X) =̂ ∀x0 ∈ X ∀x1 ∈ X.x0(0) =L x1(0)→ x0≈L x1,
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where =L is an indistinguishability relation on initial program states. Note that
the alphabet A is abstract and except events its elements may also be states,
as is the case in this example. Third, note that the former definition of OD
implies a batch-job model, where all variables are initialized before the start of
execution. This is not the case for reactive systems; to illustrate the logic, we
give a reformulation to RN from Section 2:

RN ′(X) =̂ ∀x0 ∈ X ∀x1 ∈ X.x0≈Li
x1 → x0≈L x1.

Note that this is one particular definition of termination-insensitive observational
determinism. By modifying the definitions of the relation on traces, other defi-
nitions, such as termination-sensitive, time-sensitive observational determinism
may be obtained.

3.2 Incremental hyperproperty logic IL

Incremental hyperproperties can be expressed in a fragment of LFP , called IL
logic. Let y range over a set of tree variables, a, b over alphabet elements and I
over predicate variables.

To define the logic, we use the system manipulation primitives o(−) : Sys→
2, (−)a : Sys → Sys + 1 and testa(−) : Sys → 2 for each a ∈ A: these are
the observation, transition (taking the a derivative) and auxiliary test function
(see Section 2.2) in the final G-coalgebra. The predicates are pi : Ani → 2 and
= : A×A→ 2. The terms are

T ::= y | a | Ta.

Formulae in IL have the following syntax:

ψ ::= νI(y).φ φ ::= I(T ) | ⊥ | ¬φ | φ ∧ φ | ∃a.φ | a ∈ A | p(T̄ ),

where I can occur only positively in φ and all occurrences of Ta must be
guarded by testa(T ). As an example, consider the coinductive tree predicate
FLIP i(X,Y ), giving the incremental version of FLIP defined as:

FLIP i =̂

νI(X,Y ).(∀a ∈ A.testa(X)→ (∃b ∈ A.testb(Y ) ∧ ¬(b = a) ∧ I(Xa, Yb))).

An incremental hyperproperty is the greatest fixed point of a monotone function
over Sysn, expressible in IL. In other words, it is a coinductive tree predicate.
A hyperproperty H ∈ HL is incrementalizable iff there exists an Hi ∈ IL such
that H(T ) ≡ H(T̄ ) and H(T̄ ) ≡ Hi(T̄ ), for all T .

The logic is general enough to capture the incremental hyperproperties we
are aware of. The long term goal of this work is to characterize the class of incre-
mentalizable hyperproperties. As a first step towards this goal, we incrementalize
three classes of hyperproperties.
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4 Incrementalization of holistic hyperproperties

In this section, we outline and illustrate a syntactic approach to incrementaliza-
tion for three classes of holistic hyperproperties. We give a detailed explanation
of the process for the first class.

At a high level, incrementalization of a holistic hyperproperty H, based on
trace predicates ci (i ∈ N), amounts to finding a functional Ψ such that H is
the greatest fixed point of Ψ , i.e. H = Ψ(H) = νΨ. In essence, we lift the fixed
point operator, defining coinductive trace predicates in a holistic specification, to
the outermost level in an incremental specification. The techniques used include
generalizing the definition of H to n parameters, unfolding H and rewriting it
using derivatives, unfolding the coinductive definitions ci, swapping quantifiers,
rearranging expressions and folding the holistic definition. This process results
in an incremental definition equivalent to H. An incremental hyperproperty,
based on a monotone function, corresponds closely to a bisimulation-like notion,
from which a verification methodology immediately suggests itself (illustrated in
Section 5).

4.1 Incrementalization of PHH

Let c be a pointwise, coinductive predicate [20] defined as follows: for x, y ∈ A∞
and some functional R ⊆ A×A

c =̂ νX(x, y).(x = y = ε) ∨ ((x(0) R y(0)) ∧X(x′, y′)).

Let PHH be the class of pointwise, holistic hyperproperties defined in HL:

PHH(X) =̂ ∀x ∈ X ∃y ∈ X.c(x, y).

Generalize PHH to take a pair of systems as a parameter as follows:

PHH2(X,Y ) =̂ ∀x ∈ X ∃y ∈ Y.c(x, y).

Clearly, we have that for all T ∈ Sys, PHH(T ) iff PHH2(T, T ).

Each of the following lemmas is one or more steps of the incrementalization
process. First, unfold the holistic definition of PHH2.

Lemma 1. The predicate PHH2(X,Y ) holds iff

ε ∈ X → ε ∈ Y
∧

(∀a ∈ A ∀w ∈ A∞. aw ∈ X →
∃b ∈ A ∃u ∈ A∞.bu ∈ Y ∧ a R b ∧ c(aw, bu)).

Second, rewrite the definition using derivatives and unfold the coinductive defi-
nition of c once.
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Lemma 2. The predicate PHH2(X,Y ) holds iff

o(X)→ o(Y )
∧

(∀a ∈ A. testa(X)→ (∀w ∈ A∞. w ∈ Xa →
∃b ∈ A. a R b ∧ testb(Y ) ∧ ∃u ∈ A∞. u ∈ Yb ∧ c(w, u))).

Third, swap the quantifiers ∃b and ∀w. This can be done as b depends only on
a.

Lemma 3. The predicate PHH2(X,Y ) holds iff

o(X)→ o(Y )
∧

(∀a ∈ A. testa(X)→ (∃b ∈ A. a R b ∧ testb(Y ) ∧
(∀w ∈ A∞. w ∈ Xa → ∃u ∈ A∞. u ∈ Yb ∧ c(w, u)))).

Fourth, rearrange the resulting expression and fold the definition of PHH2.

Lemma 4. The predicate PHH2(X,Y ) holds iff

o(X)→ o(Y )
∧

(∀a ∈ A. testa(X)→ ∃b ∈ A. testb(Y ) ∧ a R b ∧ PHH2(Xa, Yb)).

Finally, define the incremental hyperproperty PIH2 as follows:

PIH2 =̂

νI(X,Y ). (o(X)→ o(Y )
∧

(∀a ∈ A. testa(X)→ ∃b ∈ A. testb(Y ) ∧ a R b ∧ I(Xa, Yb))).

Theorem 1 (Incrementalization of PHH2). For all non-empty X,Y ∈ Sys,
we have that PHH2(X,Y ) iff PIH2(X,Y ).

Corollary 1. For all non-empty T ∈ Sys, we have that PHH(T ) iff PIH2(T, T ).

4.2 Incrementalization of SHH

As illustrated in Section 4.1, there are security policies, such as noninterference,
based on coinductive predicates on traces. We present the incrementalization of
SHH — another class of such security-related, holistic hyperproperties defined on
infinite systems in Sysω. This is a very interesting class, as this type of definitions
claim that a system is secure if the set of traces is closed under addition or
removal of high events (see, for instance, [19]). Let p : A→ 2 be a predicate and
f : A→ A a function. Define a coinductive predicate ∼p : Aω × Aω → 2 that is
useful in security:

p(a) p(b) x∼p y b = f(a)

a · x∼p b · y
¬p(a) p(b) x∼p b · y

a · x∼p b · y
p(a) ¬p(b) a · x∼p y

a · x∼p b · y
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Define a coinductive predicate ps : Aω → 2, generalizing noH from Section 2:

p(a) ps(x)

ps(a · x)

Let T,X, Y range over Sysω. Define SHH as follows:

SHH(X) =̂ ∀x ∈ X ∃y ∈ X. ps(y) ∧ x∼p y

In order to work with only one predicate, we combine ps and ∼p into a new
coinductive predicate c1:

c1 =̂ νX(x, y).

((p(x(0)) ∧ p(y(0)) ∧ f(x(0)) = y(0) ∧X(x′, y′)) ∨ (¬p(x(0)) ∧X(x′, y)))).

Lemma 5. For all s, t ∈ Aω, we have that (ps(t) ∧ s∼p t)→ c1(s, t).

To define this class, we need to place an additional restriction on Sysω. We
work only with systems satisfying the property P�♦ = {t ∈ Aω | t |= �♦p},
based on temporal logic modalities eventually (♦) and always (�) [21].

Lemma 6. For all s, t ∈ P�♦, we have that c1(s, t)→ (ps(t) ∧ s∼p t).

Now, we will work with an equivalent definition of SHH by Lemmas 5 and 6:

SHH(X) ⇐⇒ ∀x ∈ X ∃y ∈ X. c1(x, y).

Property SHH can be generalized as follows:

SHH2(X,Y ) =̂ ∀x ∈ X ∃y ∈ Y. c1(x, y).

Clearly, for all T ∈ Sysω, it is the case that SHH(T ) iff SHH2(T, T ). Incremen-
talization allows us to derive the following version of SIH2:

SIH2 =̂ νI(X,Y ). (∀a ∈ A. testa(X) ∧ p(a)→ testf(a)(Y ) ∧ I(Xa, Yf(a))∧
∀a ∈ A. testa(X) ∧ ¬p(a)→ I(Xa, Y )).

Theorem 2 (Incrementalization of SHH2). For all X,Y ∈ P�♦, we have
that SHH2(X,Y ) iff SIH2(X,Y ).

Corollary 2. For all T ∈ P�♦, we have that SHH(T ) iff SIH2(T, T ).

Next, we give some intuition about the restriction for systems to be in the class
P�♦ and argue that it is reasonable. First, note that the predicate p : A → 2
could be thought of as denoting the visibility of events to agents at a certain secu-
rity level. Let us call events for which p evaluates to true p-events, dually there are
¬p-events. Intuitively, many security-relevant systems (e.g. reactive systems such
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as servers) have infinite traces and can be characterized as follows: each trace has
some p-event appearing eventually, and that happens infinitely often. These are
the type of properties we expect from a server, for instance: each request needs
to be eventually serviced and that should happen infinitely often. The latter is
captured by the property P�♦. P�♦ is a liveness property (informally always
possible and possibly infinite), as defined by Alpern and Schneider [3]: formally,
such a liveness property is given as follows: ∀α ∈ A∗ ∃β ∈ Aω.αβ |= �♦p.

Thus, the restriction on systems to be in the P�♦ class is not severe as
it actually captures a large class of interesting systems. These are indefinitely
running systems in which security is a concern at any point in time. Actually,
such a restriction may be considered useful and one may argue that these are
the interesting systems from the point of view of security.

One more interesting restriction is that systems in P�♦ have to be infinite,
whereas we have no such requirement for systems in Sys. One way to work
around this is to append infinite suffixes to the finite traces in order to generalize
the problem and in effect only consider Sysω; this is the approach proposed by
Clarkson and Schneider [9].

4.3 Incrementalization of OHH

There are other security policies (such as timing-sensitive, termination-sensitive
noninterference [2]) based on coinductive predicates on traces. We present the
incrementalization of OHH, a class of security-related, holistic hyperproperties
defined on systems in Sys. Recall that p : A→ 2 is a predicate and f : A→ A a
function. Define ∼pt : A∞ ×A∞ → 2 on finite or infinite streams:

ε∼pt ε

p(a) p(b) x∼pt y b = f(a)

a · x∼pt b · y
¬p(a) ¬p(b) x∼pt y

a · x∼pt b · y

Let ∼pti be the natural restriction of the relation on input elements in Ai. Let
T,X, Y range over Sys. Define OHH as follows:

OHH(X) =̂ ∀x ∈ X ∀y ∈ X. x∼pti y → x∼pt y.

Again, we can generalize OHH to take a pair of systems as a parameter as follows:

OHH2(X,Y ) =̂ ∀x ∈ X ∀y ∈ Y. x∼pti y → x∼pt y.

Incrementalization allows to derive the following version of OHH2:

OIH2 =̂ νI(X,Y ). (o(X)↔ o(Y )
∧
∀a ∈ Ai. testa(X) ∧ p(a) ∧ testf(a)(Y )→ I(Xa, Yf(a))

∧
∀a ∈ Ao ∀b ∈ Ao. testa(X) ∧ p(a) ∧ testb(Y ) ∧ p(b)→

b = f(a) ∧ I(Xa, Yf(a))∧
∀a ∈ A ∀b ∈ A. testa(X) ∧ ¬p(a) ∧ testb(Y ) ∧ ¬p(b)→ I(Xa, Yb)).
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Theorem 3 (Incrementalization of OHH2). For all non-empty X,Y ∈ Sys,
we have that OHH2(X,Y ) iff OIH2(X,Y ).

Corollary 3. For all non-empty T ∈ Sys, we have that OHH(T ) iff OIH2(T, T ).

An interesting, security-related hyperproperty in OHH is weak time-sensitive
noninterference [2]. To formalize it, first define its key ingredient ∼ts:

ε∼ts ε

x∼ts y low(a)

a · x∼ts a · y
x∼ts y high(a) high(b)

a · x∼ts b · y

Note that this definition guarantees that both traces terminate in an equal num-
ber of steps and are low-view indistinguishable, or both diverge and are still low-
view indistinguishable. Thus, the definition is also termination sensitive. Let ∼tsi

be the same as ∼ts, but restricted to inputs. Finally, define weak time-sensitive
noninterference as follows:

WTSNI (X) =̂ ∀x ∈ X ∀y ∈ X.x∼tsi y → x∼ts y,

5 Verification of incremental hyperproperties

First, recall some fixed point theory. Let Ψ : P(X1×. . .×Xn)→ P(X1×. . .×Xn)
be a monotone operator over the complete lattice of set-theoretic n-ary relations
on the cartesian product of sets Xi, i ∈ 1..n, and gfp(Ψ) be the greatest fixed
point of Ψ . For any x = (x1, . . . , xn) ∈ X1 × . . . ×Xn and R ⊆ X1 × . . . ×Xn

the following principle is sound:

R(x) R ⊆ Ψ(R)

gfp(Ψ)(x)

This is the Tarski coinduction principle [17], generalised to an n-ary relation.
Verification hinges on finding a bisimulation-like relation on the state space

of a system ζ ∈ Sys; the kind of relation corresponds to the hyperproperty H of
interest, via theory established by Niqui and Rutten [20].

For a coinductive predicate H ′, they introduce H-simulations, which are to
coinductive predicates as bisimulations are to equality. An H-simulation corre-
sponds closely to a monotone operator Ψ (see Section 3.2) whose greatest fixed
point is effectively H ′. Thus, finding an H-simulation for the system of interest
will be sufficient for showing that the hyperproperty holds.

Verification of an incremental hyperproperty would typically have two steps.
First, find an appropriate notion of H-simulation. Second, find a specific H-
simulation for the system of interest. Showing that there is no H-simulation
implies that the predicate does not hold. The second step can be automatic,
adapting techniques from automata-based model-checking. The soundness of this
verification methodology follows directly from Tarski’s coinduction principle [17].

Theorem 4. The predicate H ′(x1, . . . , xk) on G-systems 〈Si, αi, xi〉 for i ∈ 1..k
holds iff there exists some H-simulation Q s.t. the k-tuple of the start states
〈x1, . . . , xk〉 ∈ Q.



Towards incrementalization of holistic hyperproperties: extended version 15

In practice, automata-based model-checking techniques give us practical means
to obtain the greatest fixed pint of a monotone operator. We believe that these
techniques can be modified and reused for practical verification of hyperproper-
ties in incrementalizable classes.

5.1 Sample hyperproperties in PHH

Consider the holistic hyperproperty FLIP from Section 3.1, which is in the class
PHH. Therefore, we can instantiate the incremental definition of PIH2 and find
the appropriate notion of FLIP -simulation (using the fact that there is a unique
map from G-coalgebras to trees): a relation Q is a FLIP -simulation whenever,
if y1 Q y2, then

o(y1)→ o(y2)
∧
∀a ∈ A. testa(y1)→ ∃b ∈ A. testb(y2) ∧ b = ¬a ∧ t(y1)(a) Q t(y2)(b).

Now, take the system ζ1 represented by the automaton in Fig. 2a. Relation Q =
{(s0, s0), (s0, s1), (s1, s0)} is the needed FLIP -simulation and thus ζ1 |= FLIP .

s0start s1

s0start s1

1

0

0 1

1

0

0 1

Q Q Q

(a) ζ1 and Q

. . .

. . .

. . .

. . .

c

a

d

c
b

d

c

a

d

c
b

d

(b) ζ3 and Q

Fig. 2: Illustration of FLIP -simulation in (a) and NI -simulation in (b)

Let ζ2 be the system resulting from removal of the transition from state s1 to it-
self (gray transition in Fig. 2a). We show that there is no FLIP -simulationQ such
that 〈s0, s0〉 ∈ Q. To that end, assume there were such Q. By this assumption
and the definition of FLIP -simulation it follows that the pair 〈t(s1)(1), t(s0)(0)〉
should be in Q (and in every FLIP -simulation). This is not the case as t(s1)(1) =
⊥, whereas t(s0)(0) = s0. This is a contradiction and thus there is no Q such
that Q is a FLIP -simulation and 〈s0, s0〉 ∈ Q. Thus ζ2 6|= FLIP .

5.2 Sample hyperproperties in SHH

Consider NI from Section 2 on systems satisfying P�♦, which is in the class
SHH. Hence we can instantiate the definition of SIH2 and get an incremental
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definition of NI , corresponding to an NI -simulation: a relation R such that if
y1 R y2, then

∀a ∈ A. (testa(X) ∧ low(a)→ testa(Y ) ∧ t(y1)(a) R t(y2)(a))
∧
∀a ∈ A. (testa(X) ∧ high(a)→ t(y1)(a) R y2).

Next, consider alphabet A = {a, b, c, d} and define predicate high as high(a),
high(b), low(c), low(d). Take the system ζ3 = {(acbd)ω, (cd)ω} (see Fig. 2b).
Let Q = {(T, T ), (Ta, T ), (Tac, Tc), (Tacb, Tc), (Tacbd, Tcd), (Tc, Tc), (Tcd, Tcd)}. Q
is an NI -simulation such that 〈T, T 〉 ∈ Q and thus we conclude that ζ3 |= NI .

5.3 Sample hyperproperties in OHH

Recall hyperproperty WTSNI from the class OHH. We can get an incremental
definition, corresponding to a WTSNI -simulation: a relation Q s.t. if y1 Q y2

o(y1)↔ o(y2)
∧
∀a ∈ Ai. testa(X) ∧ low(a) ∧ testa(Y )→ t(y1)(a) Q t(y2)(a)

∧
∀a ∈ Ao ∀b ∈ Ao. testa(X) ∧ low(a) ∧ testb(Y ) ∧ low(b)→

a = b ∧ t(y1)(a) Q t(y2)(a)
∧
∀a ∈ A ∀b ∈ A.testa(X) ∧ high(a) ∧ testb(Y ) ∧ high(b)→

t(y1)(a) Q t(y2)(b).

To illustrate the applicability of our abstract notions to programs, consider
the RIMP Program 1.1, also called P . Two copies of the program (P0 and P1)
are presented visually in Fig. 3. We show that there is no WTSNI -simulation
Q such that 〈P0, P1〉 ∈ Q; to that end assume there were such a Q; states
that should be related in any WTSNI -simulation are connected by the dashed
line. By the assumption and the definition of WTSNI -simulation, it follows that
〈t(P0)(chiH(1)), t(P1)(chiH(0))〉 ∈ Q. This process continues until the pair 〈s0, s1〉
is reached. The definition requires that choL(1) = choL(0), by the rule for low
outputs. This is a contradiction and thus there is no Q that is WTSNI -simulation
and 〈P0, P1〉 ∈ Q. Hence P 6|= WTSNI . Note that Program 1.1 is also insecure
with respect to other, less strict definitions, such as RN , as shown Section 2.

To illustrate that this definition is termination-sensitive, consider Program
1.2, also called P2, which is termination-insensitive noninterferent. To see this, let
σin = [chiH(1)] and γin = [chiH(0)] be input strings. Clearly, σin≈L γin and the
resultant traces are σ = [chiH(1), τ, τ, τ, choL(0), τ ] and γ = [chiH(0), τ, τ, τ, . . .].
Because σ≈L γ, and these are all traces, it follows that P2 is secure. The appli-
cation of the theory to this example is relatively straightforward and left to the
reader.
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P0

P1

chiH (0)

chiH (1)

τ

τ

chiL(0) τ

choL(0) τ

chiL(1) τ

choL(0) τ

τ

τ

chiL(1) τ

choL(0) τ

chiL(0) τ

choL(1)

τ

chiH (0)

chiH (1)

τ

τ

chiL(0) τ

choL(0) τ

chiL(1) τ

choL(0) τ

τ

τ

chiL(1) τ

choL(0) τ

chiL(0) τ

choL(1) τ

s0

s1

Fig. 3: Illustration of the lack of WTSNI -simulation for Program 1.1

1 input chH(x) {i:=x; if i = 0 then while 1 do skip};
2 output chL(0);

Program 1.2: Termination-sensitive interferent program in RIMP

6 Related work

Clarkson and Schneider show that labelled transition systems can be encoded
as sets of traces [10]. They argue that bisimulation-based hyperproperties, no-
tably Focardi and Gorrieri’s BNDC (bisimulation nondeducibility on composi-
tion), can be converted into trace sets. This is in effect opposite to what we
suggest. We propose going from trace sets to state-based systems because the
latter are well-understood and enjoy well-established verification techniques, as
well as numerous, mature verification tools. It is arguable, but we believe that
such an approach is more natural and generic enough to work for a large number
of applications.

That incrementalization is useful can be seen from recent work on noninter-
ference for reactive systems [5]; Bohannon et al. start with a holistic definition
of reactive noninterference and convert it into a relation on program states that
they call ID-bisimulation; they effectively make the definition incremental. The
authors use that latter incremental definition in order to prove that well-typed
RIMP programs are secure. They also show that an ID-bisimulation implies the
high level, holistic policy.
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At first sight, incrementalization is somewhat similar to unwinding [15]. As
Goguen and Meseguer describe it, unwinding is the process of translating a se-
curity policy first into local constraints on the transition system that inductively
guarantee that the policy is satisfied and second in a finite set of lemmas; any
system that satisfies the lemmas is guaranteed to satisfy the policy. The main
difference to our work is that unwinding is still a trace based property, whereas
incrementalization results in coinductive predicates and reasoning on trees. In
addition, incrementalization gives an equivalent definition of the hyperproperty,
whereas unwinding gives a logically sufficient condition.

There has been a substantial amount of work on verifying specific hyperprop-
erties, most notably of secure information flow from both the language-based
security [25] and process calculi security [13, 23] communities. Language-based
secure information flow has traditionally relied on information flow type systems,
with a recent trend to incorporate program logics or a combination of both [25,
4, 11, 16]. There have also been attempts to address noninterference using results
from process algebra [24, 13, 14]. Common for this line of work is formalizing dif-
ferent definitions of noninterference and showing that they all depend on some
notion of equivalence of processes such as strong, weak, power bisimulation etc.

7 Conclusion

This work motivates the shift from a holistic to an incremental approach to
specifying hyperproperties, dictated by the fact that incremental hyperproper-
ties have a clear verification methodology. We argue that identifying the class
of hyperproperties that are incrementalizable and finding a generic methodol-
ogy for incrementalization of holistic hyperproperties are important problems.
We propose a fairly generic framework and techniques to explore the process of
incrementalization and the usefulness of the resulting incremental hyperprop-
erties. We identified three small classes of incrementalizable hyperproperties.
Future work will explore the problems presented here as well as techniques for
model-checking incremental hyperproperties.
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A Proofs

A.1 Proofs for PHH2.

Lemma 1. The predicate PHH2(X,Y ) holds iff

ε ∈ X → ε ∈ Y
∧

(∀a ∈ A ∀w ∈ A∞. aw ∈ X →
∃b ∈ A ∃u ∈ A∞. bu ∈ Y ∧ a R b ∧ c(aw, bu)).

Proof By mutual implication.
(⇒) Straightforward unfolding of the holistic definition PHH2.
(⇐) By folding the resultant formula, we get the original definition of PHH2. �
Lemma 2. The predicate PHH2(X,Y ) holds iff

o(X)→ o(Y )
∧

(∀a ∈ A. testa(X)→ (∀w ∈ A∞. w ∈ Xa →
∃b ∈ A. a R b ∧ testb(Y ) ∧ ∃u ∈ A∞. u ∈ Yb ∧ c(w, u))).

Proof By mutual implication.
(⇒) Start with the result of Lemma 1 and lift the definition from sets of traces
to trees. An important fact is that trees have to be well-formed, so as to match
the requirement on languages of partial automata to be nonempty, closed and
consistent (see Section 2).
(⇐) Convert back the definition lifted on trees to sets of traces. Then use the
result of Lemma 1. �
Lemma 3. The predicate PHH2(X,Y ) holds iff

o(X)→ o(Y )
∧

(∀a ∈ A. testa(X)→ (∃b ∈ A. a R b ∧ testb(Y ) ∧
(∀w ∈ A∞. w ∈ Xa → ∃u ∈ A∞. u ∈ Yb ∧ c(w, u)))).

Proof By mutual implication.
(⇒) Start with the result of Lemma 2. Then swap the quantifiers ∃b and ∀w;
this can be done as b = f(a) and effectively b may be replaced with f(a) and
the existential quantifier on b can be safely removed; the function f is called a
Skolem function.
(⇐) The backward swap of the quantifiers is not problematic because in general
∃y∀x.φ(x, y)→ ∀x∃y.φ(x, y). Then use the result of Lemma 2. �
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Lemma 4. The predicate PHH2(X,Y ) holds iff

o(X)→ o(Y )
∧

(∀a ∈ A. testa(X)→ ∃b ∈ A. testb(Y ) ∧ a R b ∧ PHH2(Xa, Yb)).

Proof By mutual implication.
(⇒) Start with the result of Lemma 3. Rearrange the resulting expression and
fold the definition of PHH2.
(⇐) Unfold the definition of PHH2 and rearrange the resultant expression. Then
use the result of Lemma 3. �

Define function fl : A∞ → A∞, applying f in a pointwise manner, coinduc-
tively:

fl(x) = y f(a) = b

fl(a · x) = b · y fl(ε) = ε

The following lemma uses an equivalent definition of PHH2 that gets rid of
the existential.

Lemma 7. For all nonempty X,Y ∈ Sys and for all x ∈ X, we have that
PIH2(X,Y )→ (x ∈ X → fl(x) ∈ Y ).

Proof By coinduction.
The CH is: ∀X,Y ∈ Sys ∀x ∈ X.PIH2(X,Y ) → (x ∈ X → fl(x) ∈ Y ). Destruct
x as a ·w. Unfold the coinductive definition of PIH2. Because a ·w ∈ X, w ∈ Xa.
Because of the definition of PIH2, we know that in X, one can take an a transition
and in Y , one will be guaranteed to be able to make an f(a) transition and the
resultant state would be related by PIH2; that is PIH2(Xa, Yf(a)). By the CH ,
we have that fl(w) ∈ Yf(a). It follows that fl(a · w) ∈ Y , as needed. The case
when ε ∈ X is trivial. �
Theorem 1 (Incrementalization of PHH2). For all non-empty X,Y ∈ Sys,
we have that PHH2(X,Y ) iff PIH2(X,Y ).

Proof By coinduction.
(⇒) Coinduction hypothesis CH : for all nonempty X,Y ∈ Sys, PHH2(X,Y ) →
PIH2(X,Y ).
By Lemma 4 PHH2(X,Y ) is replaced by its equivalent definition:

o(X)→ o(Y )
∧

(∀a ∈ A. testa(X)→ ∃b ∈ A. testb(Y ) ∧ a R b ∧ PHH2(Xa, Yb)).

Then PIH2(X,Y ) is destructed as:

(o(X)→ o(Y )
∧

(∀a ∈ A. testa(X)→ ∃b ∈ A. testb(Y ) ∧ a R b ∧ PIH2(Xa, Yb))).

Clearly, PHH2(X,Y ) implies PHH2(Xa, Yb) whenever testa(X) and b = f(a).
By the coinduction hypothesis CH it follows that PIH2(Xa, Yb). Thus we may
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conclude that PIH2(X,Y ). The case when ε ∈ X is trivial by applying CH .
(⇐) Directly follows from Lemma 7, because ∀x ∈ X ·fl(x) ∈ Y is reformulation
of PHH2(X,Y ). �

Note that all proofs in Appendix A.1 have been verified in Coq.

A.2 Proofs for SHH2.

First, unfold the holistic definition of SHH2.

Lemma 8. The predicate SHH2(X,Y ) holds iff

∀a ∈ A ∀w ∈ Aω. (p(a) ∧ aw ∈ X →
∃b ∈ A ∃u ∈ A∞.bu ∈ Y ∧ b = f(a) ∧ c1(aw, bu))

∧
∀a ∈ A ∀w ∈ Aω. (¬p(a) ∧ aw ∈ X → ∃y ∈ A∞.y ∈ Y ∧ c1(aw, bu)).

Proof By mutual implication.
(⇒) Straightforward unfolding of the holistic definition SHH2.
(⇐) By folding the resultant formula, we get the original definition of SHH2. �

Lemma 9. The predicate SHH2(X,Y ) holds iff

∀a ∈ A.testa(X) ∧ p(a)→ ∀w ∈ Aω.w ∈ Xa →
∃b ∈ A.testb(Y ) ∧ b = f(a)→ ∃u ∈ Aω.u ∈ Yb ∧ c1(w, u)

∧
∀a ∈ A.testa(X) ∧ ¬p(a)→ ∀w ∈ Aω.w ∈ Xa →

∃u ∈ Aω.u ∈ Y ∧ c1(w, u)

Proof By mutual implication.
(⇒) Start with the result of Lemma 8 and lift the definition from sets of traces
to trees.
(⇐) Convert back the definition lifted on trees to sets of traces. Then use the
result of Lemma 8. �

Lemma 10. The predicate SHH2(X,Y ) holds iff

∀a ∈ A.testa(X) ∧ p(a)→ ∃b ∈ A.testb(Y ) ∧ b = f(a)→
∀w ∈ Aω.w ∈ Xa → ∃u ∈ Aω.u ∈ Yb ∧ c1(w, u)

∧
∀a ∈ A.testa(X) ∧ ¬p(a)→ ∀w ∈ Aω.w ∈ Xa →

∃u ∈ Aω.u ∈ Y ∧ c1(w, u)

Proof By mutual implication.
(⇒) Start with the result of Lemma 9. Then swap the quantifiers ∃b and ∀w;
this can be done as b = f(a) and effectively b may be replaced with f(a) and the
existential quantifier on b can be safely removed. (⇐) The backward swap of the
quantifiers is not problematic because in general ∃y∀x.φ(x, y) → ∀x∃y.φ(x, y).
Then use the result of Lemma 9. �
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Lemma 11. The predicate SHH2(X,Y ) holds iff

∀a ∈ A. testa(X) ∧ p(a)→ testf(a)(Y ) ∧ SHH2(Xa, Yf(a))∧
∀a ∈ A. testa(X) ∧ ¬p(a)→ SHH2(Xa, Y ).

Proof By mutual implication.
(⇒) Start with the result of Lemma 10. Rearrange the resulting expression and
fold the definition of SHH2.
(⇐) Unfold the definition of SHH2 and rearrange the resultant expression. Then
use the result of Lemma 10. �

Now some helper lemmas to prove the main result: Theorem 2.
Lemma 5. For all s, t ∈ Aω, we have that (ps(t) ∧ s∼p t)→ c1(s, t).

Proof By coinduction.
The coinduction hypothesis CH is ∀s, t ∈ Aω.(ps(t) ∧ s∼p t) → c1(s, t). First,
destruct s and t as a · w and b · u. Then use inversion on ps(t) (results in p(b)
and ps(u)) and s∼p t (resulting in the following case analysis, with two viable
cases).

– p(a), p(b) and w∼p u. By CH we have c1(w, u). Because b = f(a) and by
definition of c1, p(a), p(b) and c1(w, u), it follows that c1(a · w, b · u).

– ¬p(a), p(b) and w∼p b · u. By CH we have c1(w, b · u). By definition of c1,
¬p(a) and c1(w, b · u), we have c1(a · w, b · u).

�

Lemma 6. For all s, t ∈ P�♦, we have that c1(s, t)→ (ps(t) ∧ s∼p t).

Proof The proof of c1(s, t)→ ps(t) follows by contradiction, assuming ∃s∃t ·
s ∈ P�♦ ∧ t ∈ P�♦ ∧ c1(s, t)→ ¬ps(t).
The proof of c1(s, t)→ s∼p t proceeds by coinduction. The coinduction hypoth-
esis CH is ∀s, t ∈ P�♦.c1(s, t)→ s∼p t. First, destruct s and t as a ·w and b · u.
Then use inversion on s ∈ P�♦ (results in w ∈ P�♦) and c1(s, t) (resulting in
the following case analysis, with two viable cases).

– p(a), p(b) and c1(w, u). By CH we have w∼p u. Because b = f(a) and
by definition of the first rule of ∼p, p(a), p(b) and w∼p u, it follows that
a · w∼p b · u.

– ¬p(a) and c1(w, b ·u). By CH we have w∼p b ·u. By definition of the second
rule of ∼p, ¬p(a) and c1(w, b · u), we have a · w∼p b · u.

�

Let filter : P�♦ → P�♦ be the usual function filtering ¬p events. Such a
function is guaranteed to be productive as long as it is applied to streams in P�♦.
Define function fl : Aω → Aω, applying f in a pointwise manner, coinductively:

fl(x) = y f(a) = b

fl(a · x) = b · y

Lemma 12. For all x ∈ P�♦, the following predicate holds c1(x, fl(filter x)).
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Proof By coinduction.
The coinduction hypothesis CH is ∀x ∈ P�♦.c1(x, fl(filter x)). Destruct x as
a · w and perform case analysis on a:

– p(a). By the CH c1(w, fl(filter w)). By the definition of c1, we have c1(a ·
w, f(a) · fl(filter w)).

– ¬p(a). Because a ·w ∈ P�♦, it is guaranteed that there will eventually be an
element b ∈ A such that p(b). Without loss of generality assume this b to be
the first such element in w. By reasoning as in the previous case and applying
CH and the first rule of the definition of c1, it follows that c1(x, fl(filter x)).

�

Lemma 13. For all x ∈ P�♦, y, y1 ∈ Aω, c1(x, y) and c1(x, y1) imply that
y ∼ y1.

Proof By coinduction (see Niqui and Rutten’s [20]).
The coinduction hypothesis CH is ∀x ∈ P�♦∀y ∈ Aω∀y1 ∈ Aω.(c1(x, y) ∧
c1(x, y1)) → y ∼ y1 Start by using inversion on c1(x, y) and c1(x, y1). Case
analysis on the fist element of x:
Case 1: p(x(0))
By the inversion of c1(x, y), we have that p(y(0)) and f(x(0)) = y(0) and
c1(x′, y′). Also by the inversion of c1(x, y1), we have that p(y1(0)) and f(x(0)) =
y1(0) and c1(x′, y′1). By CH we have y′ ∼ y′1. Also y(0) = y1(0), as needed. Thus
y ∼ y1.
Case 2: ¬p(x(0))
Since x ∈ P�♦ there exists a first k such that p(x(k)). By the inversion of
c1(x, y), it follows that p(y(0)) and y(0) = f(x(k)). Similarly p(y1(0)) and
y1(0) = f(x(k)). It follows that y(0) = y1(0) and by the coinduction hypothesis
y′ ∼ y′1, as needed.

�

Lemma 14. For all x, y, y1 ∈ P�♦, c1(x, y) and c1(x, y1) imply that y = y1.

Proof Trivial as bisimilarity implies equality in the final coalgebra of streams.
Note that in all proofs about elements in P�♦, productivity of the definitions is
guaranteed by the fact they are in P�♦. This fact could also be seen as a fairness
condition (such that one side of the definition does not go infinitely far ahead of
the other). �

Lemma 15. For all X,Y ∈ P�♦, x ∈ P�♦, SIH2(X,Y ) and x ∈ X imply that
fl(filter(x)) ∈ Y .

Proof By contradiction.
Let Xγ denote the derivative of some system X w.r.t. a string γ. Assume there
exist systems S, T, stream s ∈ P�♦ with SIH2(S, T ), s ∈ S and fl(filter(s)) 6∈ T .
Let t = fl(filter(s)). Note that there exists some 2-tuple (Sse , Tte) such that
se ·s′ = s and te · t′ = t, te = fl(filter(se)), s

′(0) = a, p(a) hold, but ¬testf(a)Tte
(because of the restriction P�♦). This directly contradicts the assumption that
SIH2(X,Y ). �
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The following lemma uses an equivalent definition of SHH2 that gets rid of
the existential.

Lemma 16. For all nonempty X,Y ∈ Sys and for all x ∈ X, we have that
SIH2(X,Y )→ (x ∈ X → (fl(filter x) ∈ Y )).

Proof By coinduction.
The CH is: ∀X,Y ∈ Sys ∀x ∈ X.SIH2(X,Y ) → (x ∈ X → fl(filterx) ∈ Y ).
Destruct x as a ·w. Unfold the coinductive definition of SIH2. Because a ·w ∈ X,
w ∈ Xa. Because of the definition of SIH2, we know that if in X, one can
take an a transition s.t. p(a) then in Y , one will be guaranteed to be able
to make an f(a) transition and the resultant state would be related by SIH2.
That is SIH2(Xa, Yf(a)). Alternatively, if testa(X) and ¬p(a), then SIH2(Xa, Y ).
By the CH and since a · w ∈ P�♦, we have that fl(w) ∈ Y . It follows that
fl(filter(a · w)) ∈ Y , as needed. �
Theorem 2 (Incrementalization of SHH2). For all X,Y ∈ P�♦, we have that
SHH2(X,Y ) iff SIH2(X,Y ).

Proof By coinduction.
(⇒) Coinduction hypothesis CH : for allX,Y ∈ P�♦, SHH2(X,Y )→ SIH2(X,Y ).
By Lemma 11 SHH2(X,Y ) is replaced by its equivalent definition:

∀a ∈ A. testa(X) ∧ p(a)→ testf(a)(Y ) ∧ SHH2(Xa, Yf(a))∧
∀a ∈ A. testa(X) ∧ ¬p(a)→ SHH2(Xa, Y ).

Then SIH2(X,Y ) is destructed as:

(∀a ∈ A. testa(X) ∧ p(a)→ testf(a)(Y ) ∧ SIH2(Xa, Yf(a))∧
∀a ∈ A. testa(X) ∧ ¬p(a)→ SIH2(Xa, Y ))

Case 1: Whenever p(a) and testa(X), SHH2(X,Y ) implies SHH2(Xa, Yf(a)) . By
CH it follows that SIH2(Xa, Yf(a)); therefore, it must be that SIH2(X,Y ) (same
definition, taking the derivative is deterministic).
Case 2: Whenever ¬p(a) and testa(X), SHH2(X,Y ) implies SHH2(Xa, Y ). By
CH it follows that SIH2(Xa, Y ); therefore, it must be that SIH2(X,Y ).
(⇐) Directly from Lemma 16. �

Note that most proofs in Appendix A.2 (except some proofs related to filter
and the productivity of the definitions, notoriously difficult in Coq) have been
verified in Coq.

A.3 Proofs for OHH.

The proofs are not too different from previous ones and some details are skipped.
First, unfold the holistic definition of OHH.

Lemma 17. The predicate OHH2(X,Y ) holds iff

∀a ∈ A ∀w ∈ A∞. aw ∈ X →
∀b ∈ A ∀u ∈ A∞.bu ∈ Y → a · w∼pti b · u→ a · w∼pt b · u
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Proof By mutual implication.
Straightforward. �
Next, we proceed simplifying the formula:

∀a ∈ A ∀w ∈ A∞. aw ∈ X →
∀b ∈ A ∀u ∈ A∞.bu ∈ Y → a · w∼pti b · u→ a · w∼pt b · u

with case analysis on a and b give the following interesting cases (remaining
cases are impossible):
Case 1: a ∈ Ai ∧ p(a) and b ∈ Ai ∧ p(b)
Under this restriction, we have the following

∀a ∈ Ai ∀w ∈ A∞.p(a) ∧ aw ∈ X →
∀b ∈ Ai ∀u ∈ A∞.p(b) ∧ bu ∈ Y → a · w∼pti b · u→ a · w∼pt b · u

m
∀a ∈ Ai.testa(X) ∧ p(a)→ ∀b ∈ Ai.testb(Y ) ∧ p(b)→

∀w ∈ Xa∀u ∈ Yb.(b = f(a) ∧ w∼pti u→ w∼pt u)

m
∀a ∈ Ai∀b ∈ Ai.testa(X) ∧ p(a) ∧ testb(Y ) ∧ p(b)→

∀w ∈ Xa∀u ∈ Yb.(b = f(a) ∧ w∼pti u→ w∼pt u)

m
∀a ∈ Ai.testa(X) ∧ p(a) ∧ testf(a)(Y ) ∧ p(f(a))→

OHH2(Xa, Yf(a))

Case 2: a ∈ Ao ∧ p(a) and b ∈ Ao ∧ p(b)
Under this restriction, we have the following

∀a ∈ Ao ∀w ∈ A∞.p(a) ∧ aw ∈ X →
∀b ∈ Ao ∀u ∈ A∞.p(b) ∧ bu ∈ Y → a · w∼pti b · u→ a · w∼pt b · u

m
∀a ∈ Ao.testa(X) ∧ p(a)→ ∀b ∈ Ao.testb(Y ) ∧ p(b)→

∀w ∈ Xa∀u ∈ Yb.(w∼pti u→ a · w∼pt b · u)

m
∀a ∈ Ao∀b ∈ Ao.testa(X) ∧ p(a) ∧ testb(Y ) ∧ p(b)→

∀w ∈ Xa∀u ∈ Yb.(w∼pti u→ (b = f(a) ∧ w∼pt u))

m
∀a ∈ Ao ∀b ∈ Ao. testa(X) ∧ p(a) ∧ testb(Y ) ∧ p(b)→

b = f(a) ∧ OHH2(Xa, Yb)
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Case 3: a ∈ A ∧ ¬p(a) and b ∈ A ∧ ¬p(b)
Under this restriction, we have the following

∀a ∈ A ∀w ∈ A∞.¬p(a) ∧ aw ∈ X →
∀b ∈ A ∀u ∈ A∞.¬p(b) ∧ bu ∈ Y → a · w∼pti b · u→ a · w∼pt b · u

m
∀a ∈ A.testa(X) ∧ ¬p(a)→ ∀b ∈ A.testb(Y ) ∧ ¬p(b)→

∀w ∈ Xa∀u ∈ Yb.(w∼pti u→ w∼pt u)

m
∀a ∈ A.testa(X) ∧ ¬p(a)→ ∀b ∈ A.testb(Y ) ∧ ¬p(b)→

OHH2(Xa, Yb).

Case 4: x = ε implies that ε∼pti y → ε∼pt y; thus y = ε by definition. y = ε
implies that x∼pti ε→ x∼pt ε; thus x = ε by definition.

Lemma 18. The predicate OHH2(X,Y ) holds iff

(o(X)↔ o(Y )
∧
∀a ∈ Ai. testa(X) ∧ p(a) ∧ testf(a)(Y ) ∧ p(f(a))→ OHH2(Xa, Yf(a))

∧
∀a ∈ Ao ∀b ∈ Ao. testa(X) ∧ p(a) ∧ testb(Y ) ∧ p(b)→

b = f(a) ∧ OHH2(Xa, Yb)
∧
∀a ∈ A ∀b ∈ A. testa(X) ∧ ¬p(a) ∧ testb(Y ) ∧ ¬p(b)→ OHH2(Xa, Yb)).

Proof By mutual implication, using the 4 cases presented above.
�

Theorem 3 (Incrementalization of OHH2). For all non-empty X,Y ∈ Sys,
we have that OHH2(X,Y ) iff OIH2(X,Y ).

Proof By coinduction.
(⇒) Coinduction hypothesis CH : for all nonempty X,Y ∈ Sys, OHH2(X,Y )→
OIH2(X,Y ).
By Lemma 18 OHH2(X,Y ) is replaced by its equivalent definition:

(o(X)↔ o(Y )
∧
∀a ∈ Ai. testa(X) ∧ p(a) ∧ testf(a)(Y )→ OHH2(Xa, Yf(a))

∧
∀a ∈ Ao ∀b ∈ Ao. testa(X) ∧ p(a) ∧ testb(Y ) ∧ p(b)→

b = f(a) ∧ OHH2(Xa, Yf(a))∧
∀a ∈ A ∀b ∈ A. testa(X) ∧ ¬p(a) ∧ testb(Y ) ∧ ¬p(b)→ OHH2(Xa, Yb)).
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Then OIH2(X,Y ) is destructed as:

(o(X)↔ o(Y )
∧
∀a ∈ Ai. testa(X) ∧ p(a) ∧ testf(a)(Y )→ OIH2(Xa, Yf(a))

∧
∀a ∈ Ao ∀b ∈ Ao. testa(X) ∧ p(a) ∧ testb(Y ) ∧ p(b)→

b = f(a) ∧ OIH2(Xa, Yf(a))∧
∀a ∈ A ∀b ∈ A. testa(X) ∧ ¬p(a) ∧ testb(Y ) ∧ ¬p(b)→ OIH2(Xa, Yb))

Clearly, OHH2(X,Y ) implies OHH2(Xa, Yf(a)) whenever a ∈ Ai ∧ testa(X) ∧
p(a)∧testf(a)(Y ). By the coinduction hypothesis CH it follows that OIH2(Xa, Yb).

Because the constructors are identical, it follows that OHH2(X,Y )→ OIH2(X,Y ).
Similarly for the case when a ∈ Ao ∧ b ∈ Ao ∧ testa(X) ∧ p(a) ∧ testb(Y ) ∧ p(b)
and the case a ∈ A ∧ b ∈ A ∧ testa(X) ∧ ¬p(a) ∧ testb(Y ) ∧ ¬p(b).
(⇐) By coinduction.
The coinduction hypothesis is CH : for all nonempty X,Y ∈ Sys we have

OIH2(X,Y )→ ∀x ∈ X ∀y ∈ Y.x∼pti y → x∼pt y

Proof by inversion on the assumption x∼pti y, where x = a · w and y = b · u:
Case 1: a ∈ Ai ∧ p(a) ∧ b ∈ Ai ∧ p(b). By our assumption (x∼pti y) we know
that b = f(a) and by OIH2(X,Y ) we know OIH2(Xa, Yf(a)). By CH it follows
that w∼pt u and we can conclude by the definition of ∼pt (second rule) that
aw∼pt bu.
Case 2: a ∈ Ao∧p(a)∧b ∈ Ao∧p(b). By our assumption (OIH2(X,Y )) we know
that b = f(a) and OIH2(Xa, Yf(a)). By CH it follows that w∼pt u and we can
conclude by the definition of ∼pt (second rule) that aw∼pt bu.
Case 3: ¬p(a)∧¬p(b). By assumptions we know that OIH2(Xa, Yb) and w∼pti u.
By CH it follows that w∼pt u. By the definition of ∼pt (third rule) we have
aw∼pt bu.
Case 4: x = ε or y = ε: as before and by the CH and third rule ε∼pt ε. �
Theorem 4. The predicate H ′(x1, . . . , xk) on G-systems 〈Si, αi, xi〉 for i ∈ 1..k
holds iff there exists some H-simulation Q s.t. the k-tuple of the start states
〈x1, . . . , xk〉 ∈ Q.

Proof Straightforward using Q ⊆ Ψ(Q) and gfp(Ψ) = H ′ and the generalized
Tarski coinduction principle. �

B Transitioning between different system representations

We elaborate the transitioning between different representations of systems, pre-
sented in Fig. 1. Going between representations is straightforward:

– Language→tree: A language can be thought of as a tree by continually taking
derivatives with respect to elements of A. An a branch is present in the
tree if there are traces beginning with a. The subtree under the a branch
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corresponds to the a-derivatives. A node in the tree is marked if the empty
string is in the set of traces under consideration.

– Tree→language: The language of a tree is given by the paths from the root
that either end at a marked node or continue forever. For instance bc is in
the language as is ab · · · .

– Language→G-coalgebra: any language is an element of L; the injection func-
tion uniquely determines a pointed final G-coalgebra.

– G-coalgebra→language: The language of a G-coalgebra, seen as a partial
automaton, is given by the traces accepted by the automaton, where all
infinite words are accepted if they cause the automata to run indefinitely.

– Tree→G-coalgebra: the states of the tree are the subtrees; transitions are
given by taking the appropriate child, if present; accepting subtrees are
marked.

– G-coalgebra→tree: A tree can be seen as unfolding of the G-coalgebra [1].


