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Abstract

Checked exceptions improve the robustness of software, but de-
crease its adaptability because they must be propagated explicitly,
and because they must often be handled even if they cannot be sig-
nalled. Anchored exception declarations solve these problems by
allowing a method to declare its exceptional behavior in terms of
other methods.

The original type checking algorithms for anchored exception
declarations, however, are not modular. In this paper, we present
algorithms that allow complete, modular, and decidable veri?cation
of exception safety in a language without parametric polymorphism.
In addition, we show that both complete exception 7ow analysis and
complete exception safety analysis based on type information are
undecidable in a language with subtyping and parametric polymor-
phism.
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Abstract

Checked exceptions improve the robustness of software, but they its
adaptability because they must be propagated explicitly, and because they
must often be handled even if they cannot be signalled. Anchored excep-
tion declarations solve both problems by allowing a method to declare its
exceptional behavior in terms of other methods.

The original type checking algorithms for anchored exception decla-
rations, however, are not modular. In this paper, we present algorithms
that allow complete and modular verification of exception safety in a lan-
guage without parametric polymorphism. In addition, we show that both
complete exception flow analysis and complete exception safety analysis
based on type information are undecidable in a language with subtyping
and parametric polymorphism.

1 Introduction

Checked exceptions improve the robustness of software [1,2,3]. Because every
checked exception that can be signalled by a method must either be listed in
the exception clause — the throws clause in Java — of that method or handled
in its body, it is impossible to encounter an unanticipated checked exception at
run-time.

Unfortunately, checked exceptions also cause problems. First, they decrease
the adaptability of software. Modifying the exception clause of a method trig-
gers modifications along every call chain encountering that method. Second,
exception handling mechanisms do not take context information into account.
Often, a programmer knows that a certain checked exception cannot be sig-
nalled by a method call, but the exception handling analysis does not. This
leads to dummy exception handlers that clutter the code and are dangerous for
the evolution of the program.

Anchored exception declarations offer a solution to both problems [4]. With
an anchored exception declaration like t.m(args), a programmer indicates that
exceptions from the referenced method m are propagated instead of copy &
pasting the list of exceptions. As a result, changes in the exceptional behavior
of the referenced method automatically apply to the method using the anchored
declaration. In addition, the compiler can reduce the set of possible exceptions
for a specific method call if the additional context information reveals that a



more specific method will be invoked. The latter method may signal fewer
exceptions than the method that was originally referenced.

The type checker uses two algorithms to enforce exception safety. The excep-
tion flow analysis computes which exceptions can be signalled by a method call.
The conformance analysis ensures that a method cannot throw an exception if
that is not allowed by its super methods. In the original type checker, however,
both algorithms cannot deal with loops in the anchor graph. Therefore, the
original type checker forbids loops in the anchor graph.

Because loops in the anchor graph can only be detected by a whole-program
analysis, the original type checking algorithms are not modular. This is an
important problem for the construction of large-scale software systems, where
modularity is a crucial property.

Existing exception flow analyses [5,6,7,8,9,10,11,12,13,14,15,16] are mod-
ular, but they do not give modular guarantees about exception safety. These
analyses generate an exception clause to represent the exceptional behavior of
a method, but they do not enforce that subclasses respect this exception clause
for two reasons. First, a programmer cannot explicitly write these exception
clauses. Second, the inferred exception clauses cannot be used as contracts
because they are based on implementation details, and are thus fragile. As a
result, if new code is added, existing code can encounter unexpected exceptions
at run-time.

The contribution of this paper is twofold. First, we present complete modular
type checking algorithms that guarantee exception safety in a language without
parametric polymorphism. Second, we show that both complete exception flow
analysis and complete exception safety analysis based on type information are
undecidable in a language with subtyping and parametric polymorphism.

Overview

Section 2 briefly explains anchored exception declarations. Section 3 explains
the link between anchored exception declarations and exception flow analysis.
Section 4 presents the different kinds of loops that occur in the anchor graph, and
Section 5 briefly presents the core language and formal notation. Sections 8 and
9 show how the type checker can be modified to deal with these loops. Section
11 shows that both safety and flow analysis are undecidable in a language with
subtyping and parametric polymorphism. Section 13 discusses related work,
and we conclude in Section 14.

2 Anchored Exception Declarations

We now give a brief introduction to anchored exception declarations. The details
and motivation are presented in the original paper [4].



2.1 Copy & Paste for Checked Exceptions

Fig. 1 shows the interface of a strategy pattern [17] with a general purpose
method that declares that it can signal a StrategyException. The template
method uses a Strategy object to perform a more complex computation. Both
the specification, written in JML [18], and the implementation of template
delegate a part of their work to the strategy object. The exception clause of
template, however, cannot do this; it must copy the exception clause of compute
and thus declare that it can always signal StrategyException.

public interface Strategy {
public Result compute() throws StrategyException;

}

/*Q post \result == ...strategy.compute()...; @*/
public Result template(Strategy strategy)
throws StrategyException {

...strategy.compute()...;

Figure 1: Copy & paste for checked exceptions.

The first problem caused by the copy & paste approach for checked excep-
tions is the reduced adaptability of the program. If the exception clause of
a method is changed, that change will ripple through all call chains that in-
volve the modified method. In Fig. 1, we can for example let compute signal
Exception to make it more general-purpose. Most of the methods in these call
chains, however, simply propagate these exceptions. This means that although
these methods have been modified, their behavior has not really changed. They
propagated all exceptions before, and they still do after the modification.

The second problem is the lack of context information available to the ex-
ception handling mechanism. Fig. 2 shows a part of a client application that
uses the template method of Fig. 1. The application contains a specific imple-
mentation of the strategy, MyStrategy, that can signal only the checked excep-
tion MyException. But even though the programmer knows that the concrete
strategy signals only MyException, he must provide an exception handler for
Exception in the client method. He cannot use the context information about
the concrete strategy to exclude StrategyException. If MyException is han-
dled, only the handlers for RuntimeException and StrategyException are use-
less. But if MyException is propagated, as in the example, all handlers are use-
less. In both cases, this is a very verbose way to write template (myStrategy).
In addition, if the compute method of MyStrategy is modified such that it can
signal StrategyException, then the code will still compile, and the exception
will be ignored at run-time.



//client code:
public class MyStrategy implements Strategy{
public Result compute() throws MyException {...}

}

public Result client(MyStrategy myStrategy)
throws MyException {

try {

...template(myStrategy)...;

}

catch(RuntimeException exc) { throw exc; }
catch(MyException exc) { throw exc; }
catch(StrategyException exc) {

throw new Error(); // this cannot happen

}
}

Figure 2: A useless exception handler in client code.

2.2 Anchored Exception Declarations

Anchored exception declarations offer a solution by allowing a method to specify
not only which exceptions can be signalled, but also where they come from.

An exception clause is no longer a list of exception types, but a list of
exception declarations. Each exception declaration declares that certain checked
exceptions can be signalled under certain circumstances. The exception types in
traditional exception clauses will be called absolute exception declarations from
now on. They declare that a certain type of exceptions can always be signalled.

An anchored exception declaration declares that a method propagates excep-
tions from another method, and automatically reflects changes in the exception
clause of the referenced method. An anchored exception declaration consists
of the keyword like, followed by a method expression and optionally a filter
clause, as shown by the grammar in Fig. 9. The method expression determines
to which method the anchored exception declaration is anchored, and thus the
set of exceptions that can be signalled as a result of that exception declaration.
The filter clause can narrow this set by allowing only a fixed set of exceptions
to be propagated using a propagating filter, or by allowing everything to be
propagated except for a fixed set of exceptions using a blocking filter. The
default filter clause — no filter clause — allows all exceptions of the anchor to be
propagated.

A method expression can be any method invocation that is valid in the
context of the method header, including the formal parameters of the method.
On top of that, type names can be used as expressions to hide implementation
details or replace subexpressions that are invisible outside the method body.



2.3 Information Hiding

To ensure compile-time safety, the type checker enforces that if a method signals
an exception, either it is a subtype of an absolute declaration, or it is caused by a
method invocation that matches ! to one of the anchored exception declarations
in the exception clause of that method. Otherwise, the type checker cannot know
if call-site information inserted into an anchored exception declaration is also
reflected in the implementation, which is required for exception safety.

As a result, an anchored exception declaration reveals that a certain method
is directly or indirectly invoked by the implementation. Therefore, anchored
exception declarations must be used carefully. One scenario where they should
be used, is if that information is already known to the clients, such as in the
example in Fig. 1. Method template cannot be implemented without invok-
ing compute, nor can it be specified without revealing that compute will be
invoked. Therefore, no extra information is revealed by using an anchored ex-
ception declaration to specify the exceptional behavior of template. This is the
case in many delegation scenarios, which includes many design patterns such as
Strategy, Command, Template Method, Visitor, Decorator, and many others.

2.4 Example

We illustrate the use of anchored exception declarations for the example of Fig.
1, which had two problems. We had to modify the template method when
adding exceptions to MyStrategy.compute, and we had to provide a dummy
exception handler for StrategyException. Fig. 4 shows the same example

1If a type name is used in the method expression, then the implementation can use any
expression in that position as long as the type conforms.

Ez ceptionClause:
throws ExceptionDeclaration (, ExceptionDeclaration)*
EzceptionDeclaration:
AbsoluteFExceptionDeclaration
AnchoredExceptionDeclaration
Absolute ExceptionDeclaration:
Type
AnchoredExceptionDeclaration:
like MethodExpression FilterClause?
FilterClause:
(propagating ( ExceptionList ))?
(blocking ( EzceptionList ))?
EzxceptionList:
Type (, ExceptionList)*
MethodFExpression:
MethodCall in which type names can be used as expressions

Figure 3: A grammar for exception clauses.



public Result template(Strategy strategy)
throws like strategy.compute() {
.. strategy.compute() ...

}

public Result client(MyStrategy myStrategy)
throws like myStrategy.compute() {
... template(myStrategy)...

}

Figure 4: The example using anchored exception declarations.

using anchored exception declarations. We have now expressed that changes
in the exceptional behavior of strategy.compute and myStrategy.compute
will always be reflected in the set of exceptions signalled by the methods
template and client respectively. Consequently, the addition of exceptions to
MyStrategy.compute will not require the modification of the client method.

We illustrate how context information is exploited for the method invocation
in the body of the client method. The invocation of template has myStrategy
as its actual argument, and the type of myStrategy is MyStrategy. If we insert
this call-site information in the exception clause of template by substituting
the formal parameters and the this variable, we get the following exception
clause:

like myStrategy.compute()

To obtain the set of exceptions that is declared by this calculated excep-
tion clause, we repeat the same process, which is called expansion, until only
absolute exception declarations remain. The formal definition of expansion is
given in Section 8. In this case, there is one more step. The exception clause of
MyStrategy.compute contains only an absolute declaration:

MyException

By inserting the static type information of the call-site, we made the method
expression in the exception clause of the template method select a more specific
method than it referenced originally. As a result, we limited the set of possible
checked exceptions from StrategyException to MyException.

3 Linking Anchored Exception Declarations To
Exception Flow Analysis
Anchored exception decarations are very similar to the exceptional return types

used in different exception flow analyses. For example, Pessaux and Leroy [10]
use an effect system to track the exceptions that a method can signal. Type



ad 0 represent a function from « to § that can signal exceptions that are in
set ¢. Call-site information is used in the exceptional type of a function by using
the variables that represent the exception signalled by the arguments. The map
function, for example, can be typed as follows:

map : Vo, 3, ¢.(« 2, B) 2 a1ist 2 £ list

The type of the corresponding Java method with anchored exception decla-
rations looks as follows:

<A,B> List<B> map(F<A,B> f, List<A> 1)
throws like f.apply(A);

Other exception flow analyses use different notations, but the expressiveness
is almost always the same. Some analyses have no equivalent for filter clauses,
but that is not a fundamental problem.

The algorithms used by exception flow analyses to infer the exception clauses
are very similar. For anchored exception declarations, a similar algorithm is used
to infer the implementation exception clause, which represents the exceptional
behavior of the implementation of a method. The implementation exception
clause is used to verify if the implementation of a method respects the exception
clause of that method.

The only real difference between anchored exception declarations and ex-
ception flow analyses is the fact that anchored exception declarations use both
explicitly written and inferred exception clauses, whereas exception flow anal-
yses use only inferred exception clauses. This has three consequence for the
results of this paper.

First, making the recursive expansion algorithm modular (Section 8) closes
the gap with existing exception flow analyses, but it does not improve upon
them. Second, if the inferred exception clauses of existing exception flow anal-
yses could be written explicitly by the programmer, the modular conformance
verification algorithm for anchored exception declarations (Section 9) could be
used to verify conformance. Third, it allows us to apply our results about the
undecidability of type checking anchored exception declarations in a language
with parametric polymorphism and subtyping (Section 11) to exception flow
analysis in general.

3.1 Completeness

We now define a notation of completeness for exception flow analysis and excep-
tion safety analysis. In this definition, analyzed exceptions, are those exceptions
that are being tracked by the analysis. For anchored exception declarations, only
checked exceptions are analyzed.

Definition 1 (Completeness) An exception flow analysis based on static type
information is complete if it never determines that an analyzed exception can
be signalled at run-time when it can be shown using only static type information
that the exception cannot be signalled.



class A {void m(B b) throws E1 {...}}
class B {void n(A a) throws E1 {...}}

// extension 1
class C extends A {
void m(B b) throws like b.n() {...}

// extension 2
class D extends B {
void n(A a) throws like a.m() {...}

Figure 5: Independent extensions can introduce loops.

4 Loops In The Anchor Graph

As illustrated in Section 2.4, the type checker recursively resolves the meth-
ods referenced by anchored exception declarations, which means that it can
encounter a method that has already been processed. The original type checker
did not allow such loops because it could not determine when to stop the anal-
ysis.

Because call-site information is inserted in anchored exception declarations
during the expansion, the type checker might process any method that overrides
the method referenced by an anchored exception declaration. As a result, the
loop check must do a whole-program analysis, which makes type checker non-
modular.

4.1 Intentional and Unintentional Loops

We now present examples of unintentional and intentional loops. The first kind
is rare but unavoidable. The second kind is required to prevent useless exception
handlers when mutually recursive delegation is used.

Unintentional loops can occur is when two extensions of a program are com-
bined. An example is shown in Fig. 5. Methods A.m and B.n of the original
program state that they can throw exceptions of type E1. The extensions each
override one of these methods and replace the absolute declaration with an
anchored exception declaration that points to original definition of the other
method. Both extensions are valid because they do not introduce cycles, or
allow additional exceptions. The combination of both extensions, however, in-
troduces a loop in the anchor graph involving C.m and D.n. As a result, if
the programmer does not have control over all involved source code, which can
happen in an industrial setting, it is impossible to correct the problem.

The second scenario involves loops that are written on purpose to avoid



useless exception handlers. Fig. 6 shows two classes that each implement a
Strategy pattern. The classes have mutually recursive methods m and n that
respectively throw exceptions of types E1 and E2, in addition to the exceptions
originating from the sibling method of the actual argument. For both classes, we
create a safe subclass where the methods no longer throw exceptions themselves,
but only propagate exceptions originating from the sibling method of the actual
argument. Therefore, if we use different combinations of both strategies, the
invocations can throw different exceptions in each case, as shown in the example.
Without a loop in the anchor chain, the analysis cannot reduce the set of possible
exceptions, as at least one of both methods would have to mention both E1 and
E2 in its exception clause in order to break the loop.

These examples show that the no-loops condition of the original type checker
for anchored exception declarations is problematic. A whole-program analysis
can be acceptable to let a compiler make more optimizations, but it is not
acceptable for a core language construct. In addition, because of the no-loops
condition, useless exception handlers are still required for collaborations in which
call-backs can cause checked exceptions.

4.2 Manifestations of Loops

Recursive expansion of an anchored exception declaration that is part of a loop
can result in two kinds of loops in the type check.

In the first kind of loop, the size of the method expressions remains finite. An
example is shown in Fig. 7. The expansion of like this. f() is again like this. f().
Upon the second encounter of like this. f(), the analysis could stop because any
error that can be found by further expansion will also have been found by an
analysis branch that resulted from the previous expansion of like this. f().

In the second kind of loop, the size of the method expressions keeps getting
bigger. An example is shown in Fig. 8. The expansion of like f() is like f().f(),
which in turn expands to like f().f().f(), and so forth. The expansion of
like g(g(a)) is like g(g(g(a))), which in turn expands to like g(g(g(g(a)))), and
so forth. In these cases, deciding when to stop the analysis is no longer trivial.

In Sections 8 and 9, we show how the type checker can compress infinitely
growing expressions to expressions that contain only the information that can
still influence the outcome of the analysis. The size of these compressed expres-
sions is bounded by a finite number that depends on the particular analysis,
and will force the analysis into a fixed point.

5 The Core Language

Before we explain the type checking algorithms, we describe the core language
to which we add anchored exception declarations, and introduce the formal
notation used in the rest of the paper.

To simplify the formal semantics and the proof of correctness, we put some
restrictions on the underlying programming language. We limit expressions



class Strategyl {
void m(Strategy2 s2) throws E1, like s2.n(this) {
... throw new E1() ...
. s2.n(this) ...

}
}

class Strategy?2 {
void n(Strategyl s1) throws E2, like sl.m(this) {
... throw new E2() ...
. sl.m(this) ...

}

// subclasses that throw no exceptions themselves
class SafeStrategyl extends Strategyl{
void m(Strategy2 s2) like s2.n(this) {...}
}
class SafeStrategy2 extends Strategy2{
void n(Strategyl s1) like sl.m(this) {...}
}
// different combinations throw different exceptions
Strategyl s1 = ...; Strategy2 s2 = ...
SafeStrategyl safel = ...; SafeStrategy?2 safe2 = ...

// invocations can each throw E1 and E2
sl.m(s2);

s2.n(sl);

// invocations can each throw E2
safel.m(s2);

s2.n(safel);

// invocations can each throw E1
sl.m(safe2);

safe2.n(sl);

// neither invocation can throw a checked exception
safel.m(safe2);

safe2.n(safel);

Figure 6: Cycles in mutually recursive methods.

10



class A {
void f() throws like this.f();

}

Figure 7: The size of the method expression is constant.

class A {
A () throws like ().f();
A g(A a) throws like g(g(a));

}

Figure 8: The method expression keeps growing.

to this, references to formal parameters and fields, type names, constructor
invocations, and method invocations. A BNF grammar for the expressions is
shown in Fig. 9. In an anchored exception declaration, a type name can be used
as an expression. Other expressions have been omitted for reasons of brevity,
but can easily be added.

A class may not introduce fields with the same name as a field or method
of one of its superclasses. In addition, syntactic overloading of methods is
forbidden. Without these restrictions, type elaboration as used by ClassicJava
[19] is needed to keep the fields and methods in a class hierarchy apart.

Parametric polymorphism is not supported in this part of the paper be-
cause it makes complete type checking undecidable. This is discussed further in
Section 11.

Assignments to formal parameter is not allowed in the formalization. If the
value of a formal parameter that is used in an anchored exception declaration
can be modified, then it is impossible to exploit call-site information about that
parameter. The modification might lead to the invocation of a super method
of the method that was computed by the call-site analysis. In a language with
mutable local variables, formal parameters referenced in an anchored exception
declaration would have to be final.

5.1 Formal notation

Exception lists are represented by sets of types. The < operator denotes that
a type is a subtype of an element of a such a set, and can be thought of as the
€ operator for normal sets. The M., C, and — operators correspond to the
N, U, C, and \ operators for sets, except that the former take subtyping into
account. The symbol T represents a set containing every type (or equivalently
the top-level type such as Object in Java). The definitions of the operations
are shown in Fig. 10. Note that the definition of N is more strict than necessary
in case of multiple inheritance, where () is returned in case of two independent
types, while there may be types that are subtypes of both T, and T}.

11



e n=wvar local variable

e.m(e) method call

e.f field read

new T'(€) constructor call
var := formal formal parameter

this

Figure 9: Grammar for expressions.
S<{T}<3IT, cT:S<T;
SA{T} &~ T, <{T}
{T}u{s} ={T, 5}
{Tyn{S}={(hnSHU...U(T1NSy,)U...
U(T, NS1)U...U(T, NSm) P\ {0}

T, iftT, <:T,
T.NTy =T, ifT,<:T,

0  otherwise
(TY—{S}={T, | LeT AT, 4{5}}

(TYC{S} eV T,eT:T; < {S}

Figure 10: Operations on sets of types.

An absolute exception declaration is represented by a pair of sets of types:
(P,B). The first set contains the types of exceptions that can be signalled,
while the second set contains the types that are blocked. An absolute exception
declaration E in a program is then represented by ({E£},0). The second element
of the pair is non-empty for intermediate results during the expansion process.

We denote an anchored exception declaration 1like t.m(args)
propagating (P) blocking (B), where P and B are exception lists, as
like t.m(arg) < P 4 B, where P and B are the corresponding sets of types.
The default values for P and B are respectively T and 0.

An exception clause is denoted as a set of exception declarations.

6 Formal Semantics of Anchored Exception
Declarations

We now define the semantics of anchored exception declarations by introducing
the boolean ¢ and w functions. The ¢ function determines the exceptional behav-

12



ior of a particular invocation of a method, while the w function determines the
worst-case exceptional behavior of a method. The T and €2 functions, which are
used to expand anchored exception declarations and insert call-site type infor-
mation into the ¢ function, are defined in Section 9.1. We assume that a global
class table is available for performing lookups, and omit it in the definitions to
improve readability.

Definition 2 The § function determines whether or not an exception clause or
declaration allows a checked exception E to be signalled when the parent method
of the exception declaration is invoked by the given method invocation. It adds
context awareness to exception declarations.

e A method, when invoked as t.m(arg), is allowed to signal a checked excep-
tion E if at least one of its exception declarations allows E to be signalled.

S({ED}, t.m(arg), E) © .2} 6(ED;, t.m(arg), E)

o An absolute exception declaration allows a checked exception E to be sig-
nalled if it is explicitly propagated and is not blocked.

6((PaB)atm(W)vE) < Ed (Pi B)

e An anchored exception declaration allows a checked exception E to be sig-
nalled if the exception clause resulting from its expansion after inserting
context information allows E to be signalled.

5(17,]{36 ta.ma(ma) SI Pa ﬁ Baat'm(m)7E) ~
w(Y(Qlike t,.mq(arg,) < Py 4 By, t,arg)), E)

Note that the rule for anchored exception declarations is defined in terms
of the w function. We first insert the call-site type information using Y and £,
and then compute the worst-case behavior for the more specific type information
using w.

Definition 3 The w function determines the worst-case behavior of an excep-
tion clause or declaration by specifying when an exception E is allowed. It is
a shorthand form for the § function when the target is the parent type of the
method and the actual arguments are references to the formal parameters of the
method. The w function is defined in two forms. The elaborate form keeps a
trace of methods that have been processed in order to deal with loops. The sim-
ple form simply delegates the work to the elaborate form and provides an empty
trace.

1. Simple form

e w({ED},FE) < w({ED},E,()
e w((P,B),E) < w((P,B),E,0)
o w(like t.m(arg) < P 4 B, E) & w(like t.m(arg) < P 4 B, E, ()

2. Elaborate form

13



o w({ED},E,trace) & \'=f w(ED;, E, trace)
e w((P,B),E, trace) < E < (P — B)

e For an anchored exception declaration, check if the method has al-
ready been processed with the same type of implicit and explicit ar-
guments. If that is the case, the function is stuck in an infinite loop
since method selection is based only on the types of these arguments.
Any absolute declaration that would be processed by continuing — only
absolute declarations actually allow exceptions to be signalled — has al-
ready been processed, so the current path of the analysis can be stopped
by returning false. If the function is not stuck in a loop, expand the
anchored exception declaration, update the trace, and continue.

w(like t.m(arg) 9 P 4 B, E,trace) <
I'(t).m(T(arg)) & tracen
w(Y(like t.m(arg) A P 4 B), E, {T'(t).m(I'(arg))} U trace)

The T and the 2 functions insert more specific type information into the
method expression of an anchored exception declaration. As a result, it can
select a more specific method and thus reduce the set of exceptions that can be
signalled.

7 Validity of Anchored Exception Declarations

In this section, we will discuss the validity rules for anchored exception decla-
rations.

7.0.1 Accessibility Rule

The client of a method must have access to every element of an anchored excep-
tion declaration in order to determine which exceptions to expect when invoking
the method. This is similar to the precondition availability rule of Eiffel [20]
and the accessibility constraints imposed on types used in method signatures in
C# [21]. Note, however, that the formalisation does not model access modifiers,
because it is not required for compile-time safety. We still include the rule since
it would be required in a real programming language.

Rule 1 All elements of an anchored exception declaration must have at least
the level of accessibility that the declaring method has.

7.0.2 Conformance Rules

To ensure compile-time safety, we must impose a few rules such that no exception
can ever be thrown if the caller could not expect it. Otherwise, the whole
purpose of using checked exceptions is defeated.

An exception clause EC, conforms to another exception clause EC%, denoted
as EC, = EC,, when EC, never allows a checked exception that EC', does not

14



allow. For a valid program, the following conformance relations must hold. The
functions and relations used in these rules will be explained further on.

Rule 2 A method may not signal a checked exception when one of the methods
it overrides does not allow it.

Mg <:mp = e(mg) = e(my)

Rule 3 The implementation of a method may not signal a checked exception
when the exception clause does not allow it.

- m abstract = IEC(m) < e(m)

As a result of these rules, the exception clauses of the overridden methods
act as upper bounds, while the exception clause defined by the implementation
of a method acts as a lower bound.

8 Exceptions Thrown by a Method Call

As illustrated by the example in Section 2.4, the type checker traverses the graph
formed by the anchored exception declarations to determine which exceptions
can be signalled by a method invocation. During this traversal, the type checker
can encounter a loop. In Section 8.1, we explain how expansion works, and show
why the original algorithm could not deal with loops. In Section 8.2, we solve
the problem by introducing a stopping condition.

8.1 Expansion

The set of exceptions that can be signalled by a method invocation is computed
by recursively invoking a process called expansion, denoted by Y. The analysis
is performed at compile time. Expanding an anchored exception declaration
is the process of cloning the exception clause of the referenced method and
substituting call-site arguments.

The power of expansion depends on the programming language. The more
information can be specialized in subtypes or at a call site, the more powerful
the expansion process is. In Section 11, we will show that adding parametric
polymorphism makes the expansion of anchored exception declarations non-
computable. Features that increase the power of expansion include covariant
return types, type parameters, and type anchors.

8.1.1 Substitution

The Q function inserts context information into an exception clause. It sub-
stitutes the formal parameters and the implicit argument this with call-site
information.

Under the assumptions made in this paper, applying the € function
to expression e is equal to the substitution of actual arguments: {e/par,

15



target/this}te. If static methods, syntactic overloading, and overloading of in-
stance variables are allowed, this is no longer the case because lookups of in-
stance variables and signatures are influenced by the insertion of more specific
type information. In this case, type elaboration must be used to insert static
type information, as done in ClassicJava [19]. Of course, {2 may only be applied
when okq((target,this), (e,par)) holds. This precondition demands that the
target and actual arguments have the correct type, no parameter is substituted
twice, and all references to this in € have the same type.

The definitions for expressions, exception declarations, and exception clauses
are shown in Fig. 11. In these definitions, a is an actual argument, and p is the
name of the corresponding formal parameter.The <: relation is used to denote
subtyping for types and overriding for methods, the I' function returns the type
of an expression.

Qle,t, (a,p)) = [a/p, t/this]e
Q((Pv B)vtv (Cip)) = (PvB)

Qlike t'.m'(a/)< P' 4 B',t, (a,p)) =
like Q(t'.m/(d’), ¢, (a,p)) < P' 4 B

Q{ED},t, (a,p)) = {Q(ED, 1, (a,p))}

Figure 11: Substitution.

8.1.2 Filtering

The @& function applies the filter clauses P and B of an anchored exception
declaration to an exception clause. The propagated exceptions of an exception
declaration are combined with P using an intersection. The blocked exceptions
are combined with B using a union. The function is shown in Fig. 12.

®((P',B"),P,B) = (P'NP,B'UB)
®(like t.m(arg) < P' 4 B',P,B) =

like t.m(arg) < (P'MP) 4 (B'UB)
®({ED}, P,B) = {®(ED, P,B)}

Figure 12: Filtering.

8.1.3 Expansion

The expansion of an anchored exception declaration, performed by the T func-
tion, selects the exception clause of the invoked method using the ¢ function,
and applies the ® and 2 functions to the result. Because the static types of the
actual arguments and the target are subtypes of the formal parameters and the
parent type of the invoked method, a more specific method may be selected. As
a result, a number of checked exceptions may be eliminated. The definition of
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the function is shown in Fig. 13. In the definition, p; is the formal parameter
corresponding to actual argument a;.

e(t.m(a)) = exception clause of referenced method

Y (like t.m(a) < P 4 B) = Q(®(e(t.m(a), P, B),t, (a,p))
Y(t.m(a)) = Y(like t.m(@) < T 4 0)

Figure 13: Expansion.

8.1.4 Recursive Expansion

The T,.. function recursively applies the T function to exception clauses, ex-
ception declarations, and method invocations. If the function terminates, the
result is an upper bound for the types of checked exceptions that can be sig-
nalled by a method invocation or allowed by an exception declaration or an
exception clause. The T,.. function uses the regular expansion function T to
traverse the anchor graph, and collects the absolute exception declarations that
it encounters. For an absolute exception declaration (P, B), Y. uses the — op-
erator to calculate the worst case exception types by removing exception types
that are completely blocked. The definition of the Y,... function is shown in
Fig. 14. The recursion is naive in the sense that it cannot detect when further
expansion cannot add new absolute declarations.

Y,ee((P,B))=P—-B
Y, ec(like t.m(@a) S P 4 B) =

Yyee(Y(like t_.m(a) < P 4 B)
reC({ED}) = Ui? TT@C(EDi)

(t.m(@)) = Trec(like t.m(@a) ST £ 0,0)

Figure 14: Naive recursive expansion.

8.2 Halting Condition

To stop the recursive expansion process, the type checker must determine if the
expansion of an anchored exception declaration can lead to absolute exception
declarations that may not have been encountered before.

The set of absolute exception declarations that can be encountered after an
expansion step is determined by the set all methods that will be analysed af-
ter that expansion step. The latter set is in turn defined in terms of the types
of targets t of the method expressions in the anchored exception declarations
like t.m(arg) that results from inserting context information into the analyzed
methods. As a result, if an anchored exception declaration like t.m(arg) is ex-
panded recursively, then the set of encountered absolute exception declarations
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Yrec((P, B),trace) = P — B
Y, ec(like t.m(a) < P 4 B, trace) =
if T'(t).m(I'(a)) € trace then
0

else
Yree(Y(like t.m(a) S P 4 B),
{F(t).m(m)} U trace)
Yrec({ED}, trace) = J;—| Trec(ED;, trace)
T

rec(tm(@)) = Vyee(like tm(a) ST 4 0,0)

Figure 15: Recursive expansion.

is determined by the types of ¢ and arg. Therefore, if the types of the tar-
gets and actual arguments in anchored exception declarations like ¢;.m(arg,)
and like to.m(arg,) are equal, then the recursive expansion of both anchored
exception declarations yields the same result.

The new recursive expansion function, which is shown in Fig. 15, uses
this information to stop the analysis. The I' function returns the type of an
expression. The type checker stores every anchored exception declaration that
it expands in a trace, after replacing t and @rg by their types. This trace is
consulted before an anchored exception declaration is expanded to verify if it
has already been expanded with the same types of ¢ and arg. If this is the case,
the analysis stops because further analysis cannot return absolute exception
declarations that are not also returned by the analysis of the anchored exception
declaration that was responsible for the trace element that stopped the analysis.
The branches of both analyses are identical.

Because parametric polymorphism is not supported, the number of types
that is valid in a program is finite. Therefore, the trace kept by recursive
expansion will always reach a fixed point, ensuring that the analysis will end.

8.3 Example

Fig. 16 shows the analysis for method call safel.m(safe2) of Fig. 6. For each
step, the figure shows the method call or anchored exception declaration that
is currently being analyzed, along with the current trace, and the result of
the analysis. Because the involved exception clauses have only one exception
declaration, the analysis consists of a single branch. Therefore, in each step
except the last one, the result equals the result of the next step. The analysis
stops when safel.m(safe2) is about to be expanded a second time.

In this example, the last anchored exception declaration is syntactically equal
to an anchored exception declaration that has been processed before, but that is
not always the case. It is for example possible that the method expression keeps
growing because of delegation (f().f().f().f()...) or recursive calls ( f(f(f((...))))
). Mapping such expressions onto their types keeps the number of possible
elements in the trace finite.
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0. safel.m(safe2)
resulty = resulty
1. like safel.m(safe2) I T L0
trace = ()
result; = resulty
2. like safe2.n(safel) I T 40
trace = {SafeStrategyl.m(SafeStrategy2)}
resulto = results
3. like safel.m(safe2) < T 40
trace = {SafeStrategyl.m(SafeStrategy?2),
SafeStrategy2.n(SafeStrategyl)}
results = ()

Figure 16: Recursive expansion of safel.m(safe2).

9 Conformance Verification

The second type checker algorithm is the conformance check. The conformance
check EC, =< EC} returns true if exception clause EC', does not allow an excep-
tion unless EC} allows that exception as well if the same call-site information
is used for both exception clauses. This type check is used for two purposes.
First, the exception clause of a method must conform to the exception clauses
of all methods that it overrides. This check ensures that a method cannot spec-
ify that it throws an exception when the overridden methods would not do so.
Second, the implementation exception clause of a method must conform to the
exception clause of that method. The implementation exception clause is an
exception clause that is computed at compile time, and represents an upper
bound for the exceptional behavior of the method body. This check ensures
that the implementation of a method respects the exception clause.

We first explain the old conformance algorithm and the auxiliary functions
it depends on in Section 9.1. We then present the new algorithm in Section 9.3.

9.1 The Original Algorithm

Fig. 17 shows the conformance check of the original type checker. The algorithm
checks if every exception declaration of EC, conforms to EC}. If that is the
case, then FC, as a whole also conforms to EC}.

The first condition (1) is equivalent to the traditional exception conformance
rule for checked exceptions. It ensures that every checked exception allowed by
an absolute declaration of EC|, is also allowed by an absolute declaration of EC,.
Note that this rule forbids transforming anchored exception declarations into
absolute declarations since an anchored declaration promises that an exception
can be signalled only by the referenced method, which is not the case for an
absolute declaration.

For an anchored exception declaration anchor,, there are two cases in which
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EC, Zo1a ECy

)

v (P,,B,) €e EC,VE € P, —Py: (1)
H(Pb,Bb) S ECb : (D((Pa,Ba),E,@) = (Pb,Bb)
A Y anchor, € EC,,¥V E € Y,..(anchor,) : (2)

3 anchory, € ECy, : ®(anchor,, E,0) < anchory, (2.a)
V ®(Y(anchor,), E,0) =a ECj b)

—~
[\

Figure 17: The old conformance verification algorithm.

it is valid. Both cases are quantified over the checked exceptions that are al-
lowed by anchor, (Y rec(anchor,,®)). Without this quantification, it would not
be allowed to replace 1like m() propagating (E1), like m() propagating
(E2) by like m() propagating (E1,E2), which is equivalent.

First, anchor, is valid if there exists an anchor, in EC} that always refer-
ences the same method as anchor, or one of its supermethods when the same
context information is inserted in both declarations, and if anchory also allows
the exception (case 2.a). The actual check is done by the conformance check
=< for anchored exception declarations, which we discuss below. Second, an an-
chored exception declaration is valid if the exception clause that results from
its expansion conforms to EC} (case 2.b). This case allows a method to dele-
gate the exceptional behavior to any method, as long as that method does not
allow more exceptions than EC} if the same context information is inserted.
For example, this allows a method to replace an absolute exception declaration
by an anchored exception declaration that signals the same set of exceptions
or a subset. The absolute declaration states that the exception can always be
signalled, while the anchored declarations states that they can only be signalled
if a particular method signals them. Rule 2.b makes anchored exception decla-
rations flexible to use, but because it performs an expansion step, it can make
the algorithm get stuck in an infinite loop.

The algorithm is similar to that of recursive expansion in the sense that it
traverses the anchor graph, but instead of collecting exception types, it searches
for conformance of exception declarations (cases 2.a and 2.b). Therefore, we will
also introduce a halting condition based on a similar technique. Before we can
explain how this is done for the conformance check, however, we must explain
the conformance checks for exception declarations.

9.1.1 Conformance of Exception Declarations

Fig. 18 shows the conformance checks for absolute exception declarations and
anchored exception declarations. In case of absolute exception declarations,
the type checker verifies that the set of exceptions allowed by the left-hand
declaration is a subset of that of the right-hand side. For anchored exception
declarations, the type checker verifies that the filter clause of anchor, is stronger
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than that of anchory, and that the method expression of anchor, conforms to
that of anchory. The latter check ensures that anchor, references the same
method as anchor,, or one of its supermethods.

(PaaBa) = (vaBb) < (Pa_Ba) C (Pb_Bb)
like ta.ma(ﬁ) <P, ﬁ B, < like tb.mb(?b) <Py ﬁ By

te-ma(€q) < ty.mp(ey) A (Py — Ba) E (P — By)

Figure 18: Conformance of exception declarations.

Fig. 19 shows the conformance check for method expressions. Basically,
the expression must be syntactically equal, except for the places where expry
contains a type name. As those places, expr, may have any expression, as long
as its type is a subtype of the corresponding type name in expr,. The = relation
denotes that both formal parameters are corresponding formal parameters of
overriding or equal methods.

thisq < thisy < T'(this,) <: T'(thisp)
exTeT(e)<:T
formal, =X formal, < formal, = formal,
new A(a) <new B(b) & A=BAa=b
ta-fa 2o fo S ta 2ty AN fa=fo

ta-mqe(@) = tpmy(b) & my =my Aty <ty Aa=b

Figure 19: Conformance of method expression.

9.2 The logical conformance relation: =,,

We introduce the logical =<;,4 relation in order to simplify reasoning about an-
chored exception declarations. For compile-time safety, it suffices to require that
§(EC,, t.m(a), E) = §(ECy, t.m(a), E) holds between a method and the meth-
ods it overrides and between a method body and the exception clause of that
method. In a full-blown programming language, however, this becomes difficult
to reason about because of concepts such as static and final methods. They
allow EC, to be a valid refinement of EC} based on the knowledge that some
methods cannot be overridden. Such an analysis is hard for a programmer to do
and would thus cause confusion when a certain type of transition of exception
clauses would be accepted in one part of a program, but rejected in another
part because the modifiers of the methods involved are slightly different.
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EC, =log EC, & Vn: EC, =log,n EC,
ECa jlog;n ECb

V (P,,B,) €EEC.,Y E | w((Pa, Ba), E) : (1)
H(Pb,Bb) € ECy : (I)((Pa,Ba),E,Q) = (Pb,Bb)
A Y anchor, € ECo,V E | w(anchor,, E) : (2)
3 anchory, € ECy, : ®(anchor,, E,0) < anchory, (2.a)
V. n>0= ®(Y(anchor,), E,0) <i0g.n-1 EC (2.b)

Figure 20: The logical conformance relation <.

Relation =,4, however, is not directly used during type checking, as it can
get stuck in an infinite loop. We will therefore introduce the < relation in the
next section, which is a modified version of <;,, that correctly handles loops.
We discuss them separately to simplify the explanation, and because we need
both definitions to prove that they are equivalent.

The =<y,4 relation for exception clauses is shown in Figure 20. It is defined
in terms of =jog,, Which means that after n expansion steps, the analysis has
not yet found a problem. This is required to cover the case of an infinite loop,
where the result would be undefined if <;,4, would be defined as <44, Without
using n, and thus without the n > 0 check. In that case, both EC, =0y ECy
and EC, Aiog ECy would hold if there is a loop in one of the anchor chains
of EC, and no problem is ever encountered. After all, the result would be
defined entirely in terms of itself. It is important to note however, that the
direct evaluation of =4 still cannot always be done in a finite amount of time.
That problem is solved in Section 4.

9.3 Halting Condition

Because of the syntactical equivalence in the conformance check for method ex-
pressions, type information alone does not suffice to determine when the analysis
can stop. For recursive expansion, expressions are allowed to keep growing be-
cause the outcome of the analysis is only determined by their types, and the
number of valid types is limited in a language without generics. For the confor-
mance check, the type checker must additionally determine which parts of an
expression can influence the outcome of the conformance check.

9.3.1 Compressing Method Expressions

Because every branch for which the analysis ends must end in either case 1 or
2.a, it suffices to compute each way in which an anchored exception declaration
can influence the syntactical match of anchor,, and any anchored exception
declaration anchory of ECY,.
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Because anchory is written in the program text, its size is finite. As a result,
only a finite number of elements of anchor, that can influence the success of a
syntactic match. Therefore, an analysis branch can stop if it is about to expand
an anchored exception declaration of which the elements that can influence the
analysis are the same as those of a previously expanded anchored exception
declaration that references the same method. Any other differences between
the previously expanded anchored exception declaration and the current one
cannot influence the analysis.

To compute how anchor, can influence the outcome of the analysis, all
relevant forms of the method expression e, of anchor, must be computed. A
relevant form of e, with respect to matching e; is a transformation e/, of e, such
that e/, matches e}, where e is either e, or one of its subexpressions, and such
that every part of e, that matches a type name in e] is replaced by its type. If
no match is found, there is no relevant form, and e, can be replaced entirely by
its static type since it can only influence the selection of method, similar to the
analysis for recursive expansion. Matching is done using the =< relation of Fig.
19, because that is the one that is used to determine the result of the analysis.

It is important that matching is also checked for subexpressions of e; because
it could be the case that e, will match e if it grows bigger. If e, cannot match
any subexpression of e;, it can never be part of an expression that matches ey,
and therefore it cannot change the outcome of the analysis. After all, expressions
cannot be broken down into their subexpression by the analysis; they either
remain unmodified or become part of a bigger expression.

Replacing the parts that match a type name by their type keeps the size of
the relevant forms finite because the size of e, is finite. Therefore, the set of all
relevant forms for anchor, with respect to the anchored exception declarations
of EC} is finite. This ensures that if the analysis loops, it must eventually
encounter an anchored exception declaration anchor!, that has the same relevant
forms as anchor,. As a result, further expansion is not required because the
result is covered by the analysis branches that split off from the expansion of
anchor,,.

We illustrate the computation of relevant forms in Fig. 21, where we search
for the relevant forms of different expressions e; with respect to expression e.
For reasons of brevity, each variable is assumed to have a type equal to its
capitalized name. For example, a has type A and so on. The irrelevant part of
an expression is marked with a gray background along with the type name that
it matches. The relevant part is underlined, along with the part of e that it
matches. The relevant form equals the type of the irrelevant part concatenated
with the relevant part. For expression e, there are two relevant forms. In the
left case, e; matches C, meaning that a.b.c is irrelevant and there is no relevant
part. The relevant form is C. In the right case, e; matches B.c, meaning that
a.b is the irrelevant part, and c is the relevant part. The relevant form is B.c.
For eq, there is no irrelevant part, as the entire expression matches the prefix of
the second argument of the invocation. The relevant form therefore is e itself.
For e3, no match can be found, which means that it is completely irrelevant
when it comes to matching e. Therefore, the relevant form is the type of es.
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Ia)=A,T(b)=B,...,T(2)=Z
e : C.dm(B.cd, x.y.z)

e1: a.b.c
€s: X.y
€3: y.z

irrelevant , relevant
1) Overlay: C.d.m(B
b
Relevant forms: C, B.c

2) Overlay:  C.d.m(B.c.d, x.y.z)
xy

Relevant forms: x.y

3) Overlay: C.d.m(B.c.d, x.y.z)
V.7

Relevant forms: Z

Figure 21: Finding relevant forms of an expression.
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9.3.2 The Compression Function

We now present the compression function, which computes all relevant forms of
an anchored exception declaration with method expression e, with respect to an
exception clause EC}. The result of the compression of an anchored exception
declaration anchor, (k(anchor,)) is the same anchored exception declaration,
but in which the target and arguments have been replaced by sets. We call
this the compression of anchor,. Each set contains the relevant forms of the
corresponding subexpression of anchor, with respect to matching FC}. The
set of relevant forms of anchor, with respect to EC} can then be obtained by
computing the cartesian product of the sets of target and arguments, and filling
in each tuple in the anchored exception declaration. But because identical sets
of sets result in the same cartesian product, we skip the last step, and directly
store the compression of anchor, in the trace. The analysis can stop if the trace
already contains the compressed form of anchor, because all relevant elements
are the same.

The k function compresses the anchored exception declaration by replacing
its irrelevant parts with their static types, and is defined in Fig. 22.

The k function works as follows. It tries to match the arguments of the
method expression of the anchored exception declaration to be compressed (e, )
with the method expressions of all anchored exception declarations in the given
exception clause and their subexpressions. Rule 1 splits up the computation for
all arguments, including the target. Rule 2 splits up the computation for all
anchored exception declarations in the reference exception clause, and adds the
type of the expression to be compressed. This is required to ensure that the
result set is not empty, and to ensure that if two anchored exception declarations
have the same compressed forms, the target and all arguments have the same
type. Rules 3-6 compute the relevant form for each node in the expression,
then delegate to the subexpressions, and collect the results. The check for a
match is done in the M function. Rule 7 returns the type of e, if there is no
match. This ensures that the result of k is always defined. Rule 8 wraps the
relevant form of the expression in a set. Function R computes the relevant form
of e, for matching e,. Rules 9-13 rebuild the matching part of e, and descend
into the subexpressions. Rule 14, however, returns the type of e, because the
exact form of e, is irrelevant for matching T3; only its type is relevant. This is
where the actual compression is done. As a result, the size (number of nodes in
the abstract syntax tree) of R(eq,ep) is equal to the size of e,. Therefore, the
biggest relevant form of an argument of an anchored exception declaration, as
determined by k is limited in size by the biggest anchored exception declaration
in ECy. Because EC} is a textual part of the program, we know that its size
is finite. As a result, for a given F(C} and method m,, there is a finite number
of possible compressed forms for all anchored exception declarations referencing
Mg

Fig. 23 shows the updated conformance verification algorithm. Before ex-
panding an anchored exception declaration, the algorithm checks if its com-
pressed form is already in the trace. If that is the case, the current analysis
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(1)

r(like t,.my(a;) < P, 4 By, ECY)
= like «(tq, ECy).mg(k(a;, ECy)) Q P, 4 B,

ECb Z%, like tb7i.mb7i(b7i) S] f:)Z ﬂ Bl (2)
i(ea, BCy) = UiZ7 (5(eas tni:mii(0:)) U AT (expra) })

ep = new Tb(biiia”n) 3)
K(€as e5) = M(eq, ) UULZY K(€a, bi)
ey = tb.mb(aiel..n) (4)
k(eq,ep) = M(eq,ep) Uk(eq,ty) U UZ? k(eq,b;)
ep = tp.vary (5)
k(eq,ep) = M(eq, ep) UK(eq, ty)
ey = formaly V ey, = thisy Ve, =Ty
— (6)
k(eq,ep) = M(eq, ep)
€a ﬁ €b
7
Mearer) =T} )
e, e
= (8)
M(eq, er) = {R(eqa, )}
new T, (@;) < new Ty(b;) ()
R(new T,(a;), new Tp(b;)) = new T,(R(a;,b;))
M (a;) =< ty.myp(bi
ta m (:L ) tb mb(b ) (10)
R(tqg.ma(a;), ty.mp(b;)) = Rta,ts) ma(R(as, b;))
to.vary, X ty.vary, (11)
R(tq.vary, tp.vary) = Rta,ty).var,
formal, < formal, (12)
R(formal,, formaly) = formal,
this, = thisy (13) eq 2 Ty (14)

R(thisa,thisy) = this, R(eq, Ty) =T'(eq)

Figure 22: Compression of anchored exception declarations.

26



EC, X EC, < 0+ EC, <X EC,
trace - EC, =< EC,y

0

V (Py,By) € ECo,V E|w((Py,B,),E): (1)
E(Pb,Bb) € ECy : @((Pa,Ba),E,Q) = (Pb,Bb)
AY anchor, € EC,,V E | w(anchor,, E) : (2)
3 anchory € ECy : ®(anchor,, E,0) < anchor, (2.a)
V k(anchorq, ECy) € trace = (2.b)

{k(anchor,, ECy)}Utracet-®(Y (anchory),E, ) < EC)

Figure 23: The new conformance verification algorithm.

branch is stopped without indicating an error. Otherwise, the anchored excep-
tion declaration is expanded, and the analysis continues.

The new conformance algorithm is complete, safe, and modular. For the
formal proof, we refer to the companion technical report [22].

9.4 Example

In Fig. 24, we show how the trace of compressed anchored exception declarations
prevents the conformance analysis from entering an infinite loop. The example
adds class SuperStrategyl which is a super class of Strategyl. The m method
of SuperStrategy states that it can signal E1, E2, or the exceptions signalled
by invoking n() on the result of this.f (). This exception clause is called EC).
The anchored exception declaration 1like this.f().n() is only added to have
an actual anchory in the analysis.

The bottom of the figure shows the analysis for verifying that the exception
clause of Strategyl.m conforms to that of SuperStrategyl.m. The analysis
steps that verify the absolute declarations are not shown to save space. Only the
analysis steps in the loop are shown. For each step, the figure shows the current
exception clause and the different cases (1,2.a, and 2.b) of the conformance
analysis.

Because the anchored exception declarations never match the only anchored
exception declaration in the exception clause of SuperStrategyl.m, the com-
pression function replaces the target of the invocation with its static type. As
a result, when the exception clause of Strategyl.m is processed for the sec-
ond time, and still no match has been found, the compressed form of like
this.s2(0).s10).s20 .n(0), which is equal to the compressed form of like
this.s2().n(Q), is found in the trace, and the analysis can stop. No problems
have been found, and no problems could be found if the analysis would continue.
Therefore, this path of analysis returns true. Since the absolute exception dec-
larations E1 and E2 are also valid, the conclusion is that the exception clause of
Strategyl.m is valid.
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class SuperStrategyl{
Strategy2 f() {...}
void m() throws E1, E2, like this.f().n();
}
class Strategyl extends SuperStrategy1{
Strategy2 s2() {...}
void m() throws El, like this.s2().n() {...}
}
class Strategy2 {
Strategyl s1() {...}
void n() throws E2, like this.s1().m() {...}

}

let ECy = throws E1, E2,like this.f().n()

1) ECy = Ey, like this.s2().n()
trace, =)
abs; = E; <: E; = TRUE (1)
anchory = like this.s2().n()
anchor, £ like this.f().n() = FALSE (2.a)
K, = k(like this.s2().n(), ECy)
= {Strategy2}.n()
K, € trace, = store Kk, and expand (2.b)

2) ECqy = Ej, like this.s2().s1().m()
trace, = {{Strategy=}.n()}
absy = Ey <: B3 = TRUE (1)
anchory = like this.s2().s1().m()
anchor, A like this.f().n() =— FALSE (2.a)
ko= k(like this.s2().s1().m(), ECy)
= {Strategy1}.m()
Ko & trace, = store k, and expand (2.b)

3) ECy = Fj, like this.s2().s1().s2().n()
trace, = {{Strategy2}.n(), {Strategy1}.m()}
abss = By <: By = TRUE (1)
anchors = like this.s2().s1().s2().n()
anchor; A like this.f().n() = FALSE (2.a)
kq = K(like this.s2().s1().s2().n(), ECy)
= {Strategy2}.n()
k4 € trace; = STOP (2.b)

Figure 24: Compression forces the trace into a fixed point.
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10 Important Theorems

In this section we give an overview of the most interesting theorems of the type
system. The full proof of compile-time safety is shown in Appendix 12.

Theorem 10.1 states that the algorithm for computing =<, as defined in Fig.
23 always ends.

Theorem 10.1 The algorithm for computing < always ends.

Theorem 10.2 states that < and =i, are equivalent. This means that the
stopping condition works correctly, since < never stops too soon.

Theorem 10.2 For exception clauses, = is equivalent to =jog4.
EC, =log EC, < EC, X EC,

Theorems 10.3 and 10.4 state that the ® and 2 functions are monotone
with respect to the < pre-order when the same context information is inserted
in both operands or when more specific context information is inserted in the
left-hand operand.

Theorem 10.3 ® is monotone.

EC, < ECy N (Pc — Bc) C (Pd — Bd)

I
@(ECQ, PC? BC) j @(ECZ), Pd7 Bd)

Theorem 10.4 €2 is monotone.
EC, =X ECy Ntarget, < target, A args, =< argsy N
ok ((target,, this(EC,)),args,) N oko((targety, this(ECy)), argsy)
Q(EC,, target,, args,) = Q(ECy, targety, argsp)

Theorem 10.5 states that the < relation is a pre-order. The = relation can
be chosen such that < becomes a partial order by demanding that a < b A b =<
a = a = b. That would mean that two exception clauses are equal when they
specify the same exceptional behavior, which makes perfect sense.

Theorem 10.5 The = relation is a pre-order.

1. < is reflexive
a=<a

2. < is transitive
a<bAb=<c=a=<c

Theorem 10.6 states that the =< relation between exception clauses implies
that the left-hand exception clause never declares a checked exception that is
not declared by the right-hand exception clause, a property we will need for
ensuring compile-time safety.
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Theorem 10.6
EC, R ECy, = (W(EC,,E) = w(ECy, E))

Theorem 10.7 states that the I EC function correctly computes the excep-
tional behavior of a method. This corresponds to stating that it follows the
language specification — in this case the Java language specification.

Theorem 10.7 The implementation exception clause of a non-abstract method
is an upper bound for the exceptional behavior of the implementation of that
method.

Theorem 10.8 states that the worst-case behavior of a method body, specified
by the implementation exception clause, conforms to the exception clause of that
method for any specific call-site. As a result, a programmer — and a compiler
— can obtain an upper bound for the exceptional behavior of a method call
by inserting the context information into the exception clause of the invoked
method.

Theorem 10.8 Let t.m(&;%) be a method invocation in a valid program, EC =
e(t.m(e?), IEC = IEC(t.m(e;%)), and let par; be the formal parameter corre-
sponding to e;, then:

W(QUEC,t,(es, pary) ), B) = w(Q(EC, t, (e;, par;) ), E)

For compile-time safety to be violated, there must be at least one method of
which the implementation can signal a checked exception in a certain context
that could not have been predicted by the client when inspecting the exception
clause of that method in the same context. In Appendix 12, we show that this
is not possible for a program satisfying all rules.

Theorem 10.9 states that the expansion of a method invocation allows less
exceptions than the exception clause of the invoked method. This property
is not necessary for compile-time safety, but is crucial from a methodological
point of view. If it does not hold, a method invocation can allow more checked
exceptions to be signalled than the invoked method declares, which would be
safe but very confusing. For example, if the T function would simply return
throws Throwable, compile-time safety would not be at risk, but anchored
exception declarations would become useless.

Theorem 10.9
w(Y(like t.m(e) < P 4 B), E)

w(e(like t.m(e) S P 4 B),E)

11 Parametric Polymorphism

The algorithms present in Section 8 and 9 make the exception safety analy-
sis modular while retaining the safety and completeness properties of the old
algorithms, but only in a language without parametric polymorphism.
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In a language that supports parametric polymorphism and subtyping, how-
ever, complete exception safety analysis of anchored exception declarations is
undecidable. We prove this by proving that complete exception flow analysis,
which is required for exception safety analysis, is undecidable. To prove the
latter, we encode a Minsky counter machine [23] with an arbitrary number of
counters using anchored exception declarations as the program text, and recur-
sive expansion as the execution engine. A counter machine uses counters to
store its state as natural numbers; its instruction perform arithmetic operations
on those counter. A program consists of a list of labeled instructions. A Minsky
counter machine has two real instructions: INC(r,z) and JZDEC(r,2true 2 false)-
The first instruction increases counter r, and then jumps to label z. The second
instruction checks if counter r is zero. If that counter is zero, the program jumps
to label z4ye. If that counter is not zero, the program decrements the counter
and jumps to label z45e. The HALT instruction stops the machine.

It has been proven that, given a proper encoding for the inputs, counter
machines with two or more counters are Turing complete [23]. Therefore, the
halting problem for such a counter machine is undecidable. We prove that ex-
ception flow analysis of anchored exception declarations in presence of subtyping
and parametric polymorphism is undecidable by showing that it is equivalent
to the halting problem for a Minsky counter machine with an arbitrary number
of counters.

Fig. 25 shows the encoding. The top of the figure contains the base in-
frastructure for the encoding. Classes Nat, Zero, and Succ are used to encode
natural numbers. Class M represents the counter machine. For each counter in
the counter machine, class M has a generic parameter that is constrained to
type Nat. If a counter in the counter machine has value 3, the corresponding
generic parameter of M has value Succ<Succ<Succ<Zero>>>.

The second part of the figure shows the translation rules for the instruc-
tions. The class += method operator adds the right-hand side method to the
left-hand side class. An instruction with label L, is encoded as the exception
clause of method Lx of class M. To keep the encoding as short as possible, type
names are used in the method expressions instead of real expressions. Using real
expressions requires additional inspector methods for the counters, and leads to
longer method expressions because both the inspector methods and their types
must be written for constructor invocations.

The encoding of the INC(i,L;) instruction is straightforward. The i-th
generic parameter is wrapped in type Succ, and the method expression points
to method Lj to encode the jump. The translation of JZDEC(i,L;,Ly) is more
complicated. To test if the i-th counter is zero, the exception clause points to a
method Lx of Nat (step 1). In Nat, method Lx is added, and its exception clause
specifies that it can signal any kind of exeption. If the counter is Zero, the pro-
gram must jump to Lj, which is reflected in the exception clause of Zero.Lx.
If the counter is Succ<N>, the i-th counter is decremented by replacing it by N,
and program control goes to method Lk of the updated machine. The HALT
instruction is encoded as a method Lx that throws an exception X.

The program is executed by starting the analysis at method M<...>.LO.
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// Infrastructure

class Nat {}

class Zero extends Nat {}

class Succ<N extends Nat> extends Nat {}
class M<C1 extends Nat,...,Cn extends Nat> {}

// Translation

A) Lx: INC(i,L;)
HM+=
Lx() throws like M<Cy,...Succ<C;>,...,C,,>.Lj();

B) Lx: JZDEC(i,L;,Ly)
1) M += Lx() throws like C;.Lx(M<Cy,...,C.,>);

2) Nat +=
<Cyq,...,Cp,> Lx(M<Cy,...,Cp,> x)
throws Throwable;
3) Zero +=
<Cyq,...,Cp> Lx(M<Cy,...,Cp,> x)
throws like M<Cjy,...,C,,>Lj();
4) Succ +=
<Cyq,...,Cp> Lx(M<Cy,...,Cp,> x)
throws like M<Cl,...,Ci_l,N,C¢+1,...,Cn>.Lk();

C) HALT
1) M 4= Lx() throws X;

Figure 25: Encoding an N-counter Minsky machine with anchored exception
declarations and recursive expansion.
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An invocation of M<...>.LO will either throw exception X, or no exception at
all. To determine if X can be signalled by a particular invocation of M<...>.L0,
the type checker must keep expanding the anchored exception declarations until
it ends up at a method that represents a HALT instruction. The problem of
determining the precise set of exceptions that can be signalled by a method in-
vocation is thus equivalent to the halting problem of a Minsky machine with N
counters, which is undecidable. As a result, complete type checking of anchored
exception declarations in a language with subtyping and parametric polymor-
phism is undecidable. Therefore, it is impossible to create a halting condition
for the type checker that does not reject valid programs.

Creating a type check that is decidable, sound, and precise enough to be
useful remains an open research challenge. Letting any anchored exception
declaration mean throws Throwable is decidable and sound, but completely
useless. We are currently exploring algorithms that track which types can pos-
sibly be assigned to a generic parameter during the analysis. For example, in
type List<List<List<A>>>, generic parameter T of List can only be used to
invoke methods defined in List or in A. By combining this information with a
constraint that forbids the use of generic parameters in absolute exception dec-
larations, the type check can possibly be made decidable by always creating an
analysis branch for each possible parent type to cover the worst-case scenario.
These restrictions probably remove the possibility to encode an if instruction
if the type checker is used as the execution engine, because the analysis will
always execute every branch.

11.1 Exception Flow Analysis in General

The encoding of the counter machine can be used to show that exception flow
analysis in general is undecidable in a language with parametric polymorphism
and subtyping. Such an encoding can be made by rewriting the example to use
real expressions, and moving those expressions to the method bodies. Deter-
mining if method LO throws exception X is again equivalent to deciding whether
the counter machine halts, even if only static type information is used.

12 Proof of Exception Safety

This section contains the compile-time safety proof of anchored exception decla-
rations. For the proof, we limit expressions to this, references to formal param-
eters and instance variables, and method invocations. Additionally, type names
may be used as expressions in method expressions.

12.1 Notation

In addition to the formal notation presented in Section 5.1, we need some extra
notation for the proof.
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An actual argument that is used for substitution is represented by a pair
containing the expression of the actual argument as the first element, and the
corresponding formal parameter as the second element. actual = (e, par)

For the substitution of parameters in other parameters that are to be sub-
stituted, we write:  Q((val, par),pre,args) = (Q(val, pre,args), par)

Q(v1,91) . - (tms D), Pre, args) =

(Q(v1,pre,args),p1) . . . (Q(vn, pre, args), pn)

12.2 Extension to the < relation

For arguments that are to be substituted, we extend the definition of the =
relation.

(valy, paramg) < (valy, paramy) < val, X valy, A paramg =< paramy

(va,lapa,l) e ('Ua,nvpa,n) j (vb,lapb,l) CIEIE (Ub,nvpb,n) =
(Ua,hpa,l) j (Ub,lapb,l) VANINAN (Ua,nypa,n) j (Ub,nvpb,n)
12.3 Sets of types

We will need the following Lemma for sets of types. The proof is analogous to
the proof for mathematical sets.

Lemma 12.1

(Pa_Ba)E(Pb_Bb) (PC_BC)E(Pd_Bd)

Mn< >

((Pa I PC) — (Ba (] Bc)) ((Pb M Pd) — (Bb L Bd))

Proof 1

(Pa_Ba)E(Pb_Bb) A (PC_BC)E(Pd_Bd)
{ (definitions of T and —)
Ve :((x <P, ANz 4 By)= (x <P, ANz 4 Byp)) A
((x <P.ANx A4 B.)= (x <Py ANz < By))

I
AP, NxLdB,Ax <P Nz 4B, =
SIPb/\zﬁBb/\xﬁpd/\xﬁBd)
§ (definitions of M and U)
Ve:(x < (P,MP)Ne A (BoUBe)) = (< (PN Py) ANx L (B U By))
$ (definitions of T and —)
(P11 P) = (Ba U B.)) C ((Py 11 Py) — (By U Ba))

Vo : (x

(
(z
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S={e1,...,en}
Fell...n]:Vjl...n]:i#j = (len(e;) > len(e;) V (i < j Alen(e;) = len(e;)))

max(S) = e;

— ()

len(this) =1 (16) len(formal) len(T) =1 (18)

len(t.war) =1+ len(t) (19) len(t.m(arg'€" ™)) = 1+ len(t) + Y.'=1 len(arg;)
(21)

len(new T(arg'€™ ")) = 1+ Y'=1 len(arg;)
Figure 26: Definition of the length of an expression.

12.4 The Algorithm for Computing < Ends in Finite Time

Figure 26 shows the definition of the length of an expression, which is used to
prove that there is a finite number of traces for each combination of an exception
clause, and referenced method.

Lemma 12.2 The compression of an expression is as long as the expression as
a reference for compression in case of match.

(R(exprq, expry) = {expr.}) = len(expr.) = len(expry)

Proof 2 We prove this by induction on the structure of expry. Since there is a
concrete result, we know that expr, <X expry.

1. expry = new T,(arga; ™) A expry, = new Tp(argy; < ")A
—  icl.n
expre = new T,(R(argqq, argy.;) )

In both cases, the length is one more than the sum of the lengths of the
arquments. Induction on the arguments of expry, completes the case.

2. expry = ta.ma(ATga; ™) A expry = tp.myp(argp; < ")A
—— i€l..n
expre = Rta,ts) Ma(R(arga,i; args ;) )

In both cases, the length is one more than the sum of the lengths of the
arquments added to the length of the target. Induction on the target and
the arguments of expry, completes the case.

3. expr, = tg.varg, A expry = tpvary A expr. = Rtq, ty).var,
In both cases, the length is one more than the length of the target. Induc-
tion the target of expry, completes the case.

4. exprq = formal, N expry = formaly A expr. = formal,

In both cases, the length is one.
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5. expry = this, N expry, = this, A expr. = this,
In both cases, the length is one.
6. expry, =Ty A expry, = Ty A expr. = T'(expr,)

In both cases, the length is one.

Lemma 12.3 The compression of an expression cannot
be longer  than  the longest erpression  in  the exception
clause  used as a reference  for  compression, or length 1.

let ECy, = absy,...,abs,,
like t1.mq(args;) < Py € By, ...,like t,.m,(args,) < P, 4 B,
— i€l

in len(max(k(exprq, ECh))) < maa:(len(masc({ti.mi(args,»)ze n})), 1)
Proof 3 If expr, does not match with any subexpression, the R function will
always return an empty set. In that case, the only element in the result is
T(expry), which has length one. For any positive matches, Lemma 12.2 proves
the case, as the K function only collects the results.

Lemma 12.4 The trace containing the compressed forms of anchored exception
declarations during type checking has a finite number of states.

Proof 4 From Lemma 12.3, it follows that the compression of both the target
and the arguments of an anchored exception declaration are limited in length by
the longest expression of the exception clause used as a reference for compression
or by length 1. Therefore, since the program is finite, the resulting set for the
target and each of the arguments has a finite number of possible elements.

Theorem 12.5 The algorithm for computing < always ends.
Proof 5 This follows directly from Lemma 12.4.

12.5 = and =,, are Equivalent

Lemma 12.6
—i€l..n

k(like t,.m,(@;'1") < P 4 B, EC) = k(like t,.my(b; ) <P 4 B,EC)A
anchoryg € EC

like Q(t..m (1", te,@;'S™") < P 4 B < anchory

4 icl..
like Q(tc.mc(cﬁlel“"),tb,ﬁe "y <9 P 4 B < anchory

Proof 6 Because t, and t, have the same compressed form with respect to EC

and thus also with respect to anchorg, t, will match a part of anchory if and

only if ty, also matches that part. The same goes for the corresponding arguments

a; and b;. Therefore, if the anchored exception declarations matches anchorgy

after substitution with t, and @;'S*", then is must also match anchorq after

—i€el..
substitution with t, and bile "
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Lemma 12.7

k(like t,.mg (a;" € ™) < ,EC) = k(like t;.my 71 M« B
lik i€l P 4 B,EC lik b, <! P 4 B,EC

U
k(like Q(tem (G "), t0, @ '€"") 9 P 4 B, EC) =
k(like Q(te.m (G, 1y, b ") S P 4 B, EC)

Proof 7 Since the compressed forms are identical in both cases, the compressed
forms of the targets and arguments, which have now become subexpressions, will
again have identical compressed forms. Since the other parts of the anchored
exception declarations into which they are inserted are identical, it follows from
the definitions of k and R that the compressed forms of these anchored exception
declarations will again be identical.

Lemma 12.8

k(anchorq, EC) = k(anchory, EC')
.

anchor, =iog.n EC & anchory Zjogn EC

Proof 8 We prove this by induction on n.

1. Base case: n = 0 For n = 0, we must prove that anchor, =joq0 EC <
anchory =090 EC. Since there are no absolute declaration in the left-
hand side, and no expansion will be done, we must prove that anchor, =<
anchor. < anchor, < anchor. with anchor. € EC. Since both anchors
have the same compressed form with respect to EC, and anchor., it follows
from the definition of < for anchored exception declarations that this is
true.

2. Induction step

We know that the induction hypothesis holds for n. We must now prove
that it holds for n + 1. Again, the direct conformance checks will give
identical results. We must still prove, however, that this also holds after
expansion. We must still prove that ®(Y(anchory), E,0) =io9n EC &
O(Y (anchory), E,0) =iog.n EC. We now prove that all three parts of the
=<log conformance checks (1, 2.a, and 2.b) given identical results.

(a) Absolute declarations (1): from the definition of k, it follows that
all corresponding arguments have identical types, and that the filter
clauses are identical. Therefore, the check on absolute declarations
will give the same results in both cases.

(b) Direct conformance for anchors (2.a): from Lemma 12.6, it follows
that for each anchor in the expanded exception clauses, the direct
conformance check with anchors from EC gives identical results.
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(c) Indirect conformance for anchors (2.b): to prove this, we apply the
induction hypothesis. Before, we can do that, however, we must prove
that the corresponding anchors of the expanded exception clauses have
the same compressed form with respect to EC. This follows from
Lemma 12.7.

12.5.1 = is Correct if the Trace is not Sabotaged

Lemma 12.9 proves that for every n, if the trace of < is not sabotaged, it is
equivalent to =j,4, When <., fails after n expansion steps. We define Z;54,, to
mean that the verification fails after exactly n expansion steps:

EC, ﬁlog,n EC, & ((n >0= EC, =log,n—1 ECb) AN=EC, =log,n ECb)

The condition under which the trace is fine is Vanchor € k~!(trace) :
anchor =i59.n ECy. This means that if an anchored exception declaration
anchor compresses to an element of the trace, its analysis may not lead to a
contradicition in n steps or less. In other words, if anchor would fail in n or less
steps, that would mean that < could use it to stop the analysis before it per-
forms n expansions along the path that made <., fail after n expansion steps.
Note that the theorem does not state that the resuls will always be different. If
the “faulty” anchored exception declaration in the trace has nothing to do with
the analysis of EC,, it will of course not change the outcome of <.

Lemma 12.9
Vn : Vtrace :
(Yanchor € k™t (trace) : anchor o9, ECy) A ECy Aiog.n ECh

J
trace - ECy, £ ECY

Proof 9 We prove this by induction on n.

1. Base case: n=0

Because mo anchor can end in a failure after 0 expansion steps
(anchor =iog0 ECy is trivially true), we must prove that ECy Ziog0
ECy, = trace - EC, £ ECy. This follows directly from the definitions of
= and =04 since they are identical if no expansion is done.

2. Induction step:
We know that

(Vanchor € k™! (trace)anchor <jog.n ECy) A ECy Ziogn ECh

3
trace - EC, A ECY
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We must prove that

(Yanchor € k™1 (trace)anchor =iog.nt1 ECy) N ECq Ziogn+1 ECy

U
trace H EC, A ECY

Since the conformance check does not fail immediately (n > 0), and <
and =iog,n are identical for the direct checks, there must be at least one
anchor, € EC, that leads to a failure after n + 1 expansion steps in
relation =joq. We must now prove that < will follow that path, and lead
to the correct result.

First we prove that < follows anchor,. This is trivial because the precon-
dition states that if its compressed form was in the trace, the following
propery should hold: anchor, =jogn+1 ECy, which contradicts that fact
that it fails after n + 1 expansion steps.

Next, we must prove that the result of < following anchor, leads to a
failure. This means expanding anchor,, and adding its compressed form
to the trace.

From ECq Aiogn+t1, it follows for every anchorq, € EC, that leads to
a failure after n + 1 expansion steps that: ®(Y(anchory),E,0) Ziogn
ECy,. We can now apply the induction hypothesis to the resulting exception
clause, which fails after n expansion steps, provided that we prove that the
trace is still ok. In other words, we must prove that that:

Vanchor € k™ 1(trace U {k(anchory,)}) : anchor <., ECy

For the elements in the old trace, this is trivially true since their confor-
mance check using =; og will not even result in a failure after n+1 steps.
We must still prove however, that the same holds for all anchors that have
the same compressed form as anchor,. For anchor, itself, this is trivially
true as it only leads to failure after n+ 1 steps. From Lemma 12.8, it fol-
lows that the same holds for all other anchors with the same compressed
form as anchor,, which means that according to the induction hypothesis:

trace U {x(anchory)} & ®(Y(anchor,), E,0) A EC,

and thus:

trace H EC, A ECY
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12.5.2 = is Equivalent to =<,

Theorem 12.10 The conformance algorithm < for exception clauses is equiv-
alent to =<joq.
EC, =log EC, < EC, X ECy

Proof 10 For the <= case of the equivalence, the proof is trivial because if the <
algorithm finds a contradiction, the =04 relation will find it as well. The only
possible mismatch between both is < stopping too soon.

To prove the = case of the equivalence, we use the fact that a failure is
always detected by =104 in a finite number of expansion steps if there is one. In
all other cases, the relation is false. We must therefore still prove that:

Vn : ECy Ziogm ECy = 0 F EC, 4 EC,

This follow directly from Lemma 12.9 because the empty trace cannot contain
an compressed form that will change the outcome of <.

12.6 Properties of & and ()

In this section we prove some properties about the ® and () functions. Specifi-
cally, we will prove that under certain conditions ® o {2 is equivalent to 2 o @,
possibly after modifying the arguments.

The first lemma states that ® and 2 may always be swapped when the
arguments of Q are valid. The function this(z) returns the implicit parameter
this that is in the scope of the program element x.

Lemma 12.11

okq(args, (pre,this(EC))

\
O(QEC, pre,args), P, B) = Q(®(EC, P, B), pre, args)

Proof 11 Since an exception clause is a list of exception declarations, and the
P and Q functions respectively apply © and Q) to the exception declarations, it
suffices to prove that:

O(QED,pre,args), P,B) = Q(®(ED, P, B), pre, args)
1. (P, B;)

O(Q((Py, By),pre,args), P,B) = Q(®((P,, By), P, B),pre,args)
$ (definition of Q and )
®((P,, By),P,B) =Q((P, N P,B, UB),pre,args)
$ (definition of )
®((P,,B;),P,B)=(P,NP,B, UB)
{ (definition of ®)
true
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2. like ty.my(args,) < P, 4 B,

O(Q(like t,.my(args,) < Py 4 By, pre,args), P, B) =
Q(®(like t,.my(args,) < P, 4 B,, P, B), pre,args)
$ (definition of Q and )
d(like Q(t,.my(argsy),pre,args) < P, 4 B,, P,B) =
Q(like t,.my(args,) < (P, M P) 4 (B, U B),pre,args)
{ (definition of Q and )
like Q(ty.my(args,), pre,args) < (P, M P) 4 (B, UB) =
like Q(t,.mz(argss),pre,args) < (P, M P) 4 (B, U B)

The second lemma states that if you perform two consecutive substitutions
on an expression, that is equivalent to performing the last substitution on that
actual arguments of the first substitution, and then applying the first substitu-
tion.

Lemma 12.12

okq(argsa, (preq, this(expr))) A okq(argsy, (prep, this(preg))))
Vformal € expr : formal € args,
I
QQ(expr, preq, argsa), prey, args) =
Q(expr, Qpreq, pres, argsy), Aargsa, prey, argsy))

Proof 12

1. this
Q(Q(this, preq, argss), prey, argsy) =
Q(this, Q(preq, prep, argsy), Q(argsq, prey, argsy))
$ (definition of Q)
Q(prea,preb, a?"gsb) = Q(prempreb, argsb)

2. typeName

Q(Q(typeName, preq, args,), prey, argsy) =
Q(typeName, Q(preg, prey, argsy), Qargsq, prep, argsy))
{ (definition of Q)
Q(typeName, prey, argsy) = typeName
$ (definition of Q)
typeName = typeName

3. formal: because of the precondition, formal = par; for exactly one
(val;, par;) in args,.

Q(Qformal, preq, argsa), prey, argsy) =
Q(formal, A(preq, prey, argsy), Hargsa, pres, argsy))
{ (definition of Q)

Q(val;, prey, argsy) = Q(val;, prey, argsy)
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4. new C(ay,...,ap)

Q(Qnew C(ay,...,an),preq,argsy), prey, argsy) =
Q(new Clay,...,an), Qpreq, prey, argsy), Q(argsq, prey, argsy))
$ (definition of Q)

Q(new C(Qayr,preq,argsa), ..., Qan, preq, argsy)), prey, argsy) =
new C(Qay1, Qpreq, pre, argsy), U argsq, prey, argsy)), . . .,
Q(anv Q(prea,preb, a"’"gsb)v Q(argsa,preb, argsb)))

{ (definition of Q)
new C(Q(Q(alapreaa argsa),preb, argsb)7 ey
U an, Prea, argse), prey, argsy)) =
new C(Qay1, Qpreq, prey, argsy), Uargsq, prey, argsy)), . . .,
Qan, Q(preq, prey, argsy), Qargsa, prey, argsy)))

{ (induction on finite expression tree)
true

5. twar

Q(Q((t.var, envyar), Preq, argsy), Prep, argsy) =
Q((t.var, envyar), Upreq, pres, argsy), Q(argsq, prey, argsy))
{ (definition of )

Q(Qt, preq, argsq).var, envyq,), Prep, argsy) =
(Qt, Qpreq, prey, argsy), Qargsq, prey, argsy)).var, €Nvyq,)
$ (definition of Q)

(UL, preq, argsay), prep, argsp).var, €NVyqr) =
(Q(t, Upreq, prep, argsy), Q(argsq, prep, argsy)).var, envyqr)

{ (definition of Q)
Q(Q(t, preq, argsy), prey, argsy) =
Q(prea, prev, argsy), Qargsa, prey, argsy))
(induction on finite expression tree)
true

Q(t,
(;
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6. t.m(ay,...,an)

Q(Q(t.m(ay,...,an),preq, argsy), prey, argsy) =
Q(t‘m(alv cee 7an)7 Q(preaaprebv argsb), Q(argsa,p?"eb, argsb))
$ (definition of Q)

Q(QUt, preq, argsq). m(Q(ar, preq, argsq), . . .,
Q(an,prea, argsa)),preb, argsb) =
Q(t, Qpreq, prep, argsy), Q(argsa, prep, argsy)).m(
Q(al’ Q(plrea7p’r6b’ alrgsb)’ Q(alrgsa,preb7 argsb))7 M)
Qan, QUpreq, prey, argsy), Q(argsq, prey, argsy)))
$ (definition of Q)

Q(Qt, preq, argsq), prep, argsy).m(

Q(Q(ay, preq, argsaq), prep, argsp), - . .,
Q(QUan, preq, argsq), prey, argsy)) =
Q(t, Uprea, prev, argsy), Uargsa, prey, argsy)).m(
Q(ay, Qpreq, prey, argsy), Qargsq, prey, argsy)), . . .,
Qan, Q(preq, prey, argsy), Qargs,, prey, argsy)))
{ (induction on finite expression tree)
true

The same property holds for applying two consecutive substitutions on an
exception clause.

Lemma 12.13

okq(argsa, (preq, this(EC))) A okq(argsy, (prep, this(preg))))
Vformal € EC : formal € args,
\
QQUEC, preq, args,), prep, argsy) =
QEC, Q(preq, prep, argsy), argsa, prey, argsy))

Proof 13 Since an exception clause is a list of exception declarations, and the
Q function applies 2 to the exception declarations, it suffices to prove that:

QQUED, preq, argsa), prep, argsy) =
Q(ED, Q(preq, prey, argsy), Qargsq, prey, argsy))

1. (P,B)

Q(Q(P, B),preq,argsa), prep, argsy) =
Q((P, B),Qpreq, prep, argsy), Qargs,, prep, argsy))
{ (definition of Q)

Q((P, B), prey, argsy) = (P, B)

{ (definition of Q)

(P, B) = (P, B)
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2. like t.m(args) < P 4 B

Q(Qlike t.m(args) I P A B, preg,argsy), prep, argsy) =
Q(like t.m(args) < P 4 B,Q(preq, prep, argsy), Q(argsq, prey, argsy))
$ (definition of Q)

O(like Q(t.m(args),preq,argsq,) I P 4 B, prey, argsy) =
like Q(t.m(args), Qpreq, prey, argsy), Uargsq, prey, argsy)) I P 4 B
{ (definition of Q)
like Q(Q(t.m(args), preq, argsqy), prey, argsy) =4 P 4 B
like Q(t.m(args), Q(preq, prey, argsy), Q(argsq, prey, argsy)) < P 4 B
$ (Lemmal2.12)
true

12.7 Properties of the w Function

Filtering an exception declaration to only allow checked exceptions of type E to
pass has no effect on whether or not E is allowed or not.

12.7.1 Exception Declarations
Lemma 12.14

w(ED, E,trace) & w(®(ED, E,D), E, trace)

w((P, B), E,trace) < w(®((P, B), E,0), E, trace)
{ (definition of w)
E<(P-B)< E<((PNE)-DB)

T

true

2. anchor: proven by induction on the first derivation of Lemma 12.15. This
induction will end in absolute exception declarations for which the proof is
given in the first part of this lemma. As for the definition of the w function,
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the trace will prevent the induction from getting stuck in an infinite loop.

w(®(anchor, E, (), E, trace)
~ $ (definition of w)
I'(t).m(T'((args))) & trace = ~
w(Y(®(anchor, E,0)), E,{T(t).m(T((args)))} U trace)
~ J(®and T can be switched)
I'(t).m(T((args))) & trace = ~
w(®(Y (anchor), E,0), E,{T'(t).m(I'((args)))} Utrace)
§ (induction on Lemma 12.15)
L(t).m(I((args))) & trace =
w(Y(anchor), E,{T'(t).m(((args)))} U trace)
$ (definition of w)
w(anchor, E, trace)

12.7.2 Exception Clauses
The same property holds for exception clauses:
Lemma 12.15
w(EC, E,trace) & w(®(EC, E,0), E, trace)
Proof 15
w(®(EC, E,D), E,trace)
w(®(EDy, E,0), E,trace) v II Vw(®(ED,, E,0), E,trace)
{ (induction on first part of Lemma 12.14)

w(EDy, E trace) V ...V w(EDy, E,trace)
§ w(EC, E,trace)

12.8 Properties of the < relation

Lemma 12.16 If expr, conforms to expry, the type of expr, conforms to the

type of expry.
expr, = expry, = [(expr,) <: T'(expry)

Proof 16 Forthis, constructor invocations, and type names, the lemma directly
from the definition. For formal parameters, it follows from the definition because
we only allow invariant formal parameters. We now prove the fifth and the sixth

cases.
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(5) twar

target,.var, X targety.var, < target, =X targety N\ var, = vary

¢
[(target,.var,) = I'(targety.vary)

(6) t.m(args)

[(te.mq(a,...,an)) < T(tp.mp(b1,..., b))

returnType(method(te.me(as,. .., an))) <t
returnType(method(ty.mp(by,...,by)))

{ (covariant return types)
method(ty,.me(a,. .., a,)) <: method(ty.mp(by, ..., by))
{ (dynamic binding and invariant argument types)
I(ty) <:T(ty) AT(a1) <:T(b1) A ... AT (an) <: T'(by)
i)

te <ty N a1 by AN ... N a, =,

This last case is the induction step of the proof for method invocations.
Because a Typeable is a finite tree and a method invocation always has a
target, as required by the assumptions, the other cases serve as base cases,
which have been proven.

Lemma 12.17 If anchored exception declaration anchor, conforms to anchory,
then the method referenced by anchor, will always be conform to the method
referenced by anchory.

anchor, = anchory, = method(anchor,) <: method(anchory)

Proof 17 Because of lemma 12.16, the types of the target and the actual argu-
ments of anchor, will always be conform to the corresponding types of anchory.
Consequently, because we do no allow syntactic overloading and require param-
eter types to be invariant, anchor, will always reference a method conform to
the method referenced by anchory.

12.9 Overview of Dependencies

This section gives an overview of the dependencies in the proofs of Theorems
12.25, 12.30, and 12.36. From Theorem 12.5, it follows that the induction always
ends up in a base case. This section merely serves to clarify the reasoning.
Each arrow represents a dependency. The solid arrows represent dependen-
cies that apply the target lemma or theorem directly to the current exception
clause or a part of it. The dotted arrows represent dependencies for which the
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Figure 27: Dependency graph for Theorems 12.25, 12.30, and 12.36.

target lemma or theorem is applied after following an anchored exception dec-
laration. In every lemma or theorem, the anchor that is followed is the one
with index a, and it will always be handed to the next theorem or lemma with
index a. Because no loop can be made in the dependency graph without using
a dotted arrow, the induction process follows a path in the expansion graph of
an exception clause. Because of Theorem 12.5, the induction will always end.

12.10 The < relation is transitive
12.10.1 Absolute Exception Declarations
Lemma 12.18

®((P,,B.), E,0) = (Py, By) N®((Py, By), E,0) = (P, B.)

4
®((P,, Ba), E,0) = (P, B.)

Proof 18
(I)((Pa’Ba)’va) j (vaBb)
U
(PaME) = B,) C (P, — By)
U

((P,ME)—B,) E((PMNE)— Byp)
J(P,ME)—By) C(P.— Be.)
((P,ME)-B,) C(P.— B)

The transitivity of the T relation follows straightforward from its definition.
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12.10.2 Method expressions

Lemma 12.19
expr, = expry A exrpry, = expre

4

exrpr, =X expre

Proof 19 From the definition of < for expressions, it follows that the form of
expr. dictates the form of expr, and expry,. Only a type name allows a and b
to be of a different form.

1. thisg, thisy, this.: follows directly from the transitivity of the subtyping
(<:) relation.

2. exprg,expry, type.: follows from Lemma 12.16 and the transitivity of the
subtyping (<:) relation.

3. formal,, formaly, formal.: follows directly from the definition.
4. new C(args): follows from the definition and induction on this lemma.

5. tg.varg, ty.vary, te.vare: follows from the definition and induction on this
lemma.

6. to.m(argsy),ty-m(argsy),t..m(args.): follows from the definition and in-
duction on this lemma.

12.10.3 Anchored Exception Declarations
Directly conformance
Lemma 12.20

®(anchor,, E,0) = anchor, A ®(anchory, E,0) < anchor,

4

®(anchor,, E,0) < anchor,

Proof 20 This lemma follows directly from Lemma 12.19 which proves transi-
tivity for the condition on the method expressions, and the transitivity of the C
relation which proves transitivity for the filter clauses.

Both direct conformance and conformance after expansion
Lemma 12.21

trace; H EC, < ECy Atrace; C traces

U
traces - EC, X EC)
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Proof 21 If traces is a superset of tracey, its analysis will return true while
the analysis for trace; might give false. The reverse can never happen.

Lemma 12.22
trace F ®(Y(anchor), E,0) <X EC

{k(anchor, EC)} Utrace - ®(Y (anchor), E, ) <X EC

Proof 22 Because the method referenced by the anchored exception declaration
is analyzed anyway in both cases, it does not matter that in the relation without
a trace, the analysis is done a second time (after which it is in the trace and
will not be analyzed again if there is no new relevant information).

Lemma 12.23

®(anchor,, E,0) < anchoryA
{k(anchory, EC.)} F ®(Y(anchory), E,0) < EC,
I
{k(anchor,, EC.)} & trace =
{rk(anchor,, EC.)} Utrace - ®(Y(anchor,), E,0) < EC.

Proof 23 Let AED, = like to,m(args,) < P, 4 B, and AED, =
like ty.m(argsy) < P, 4 By,

If {k(anchor,, EC.)} € trace, the Lemma is trivially true. We now prove
the lemma for the case {k(anchor,, EC.)} & trace.

®(anchorg, E,0) < anchory,
I (Lemma 12.27)
®(anchory, E,0) < ®(anchory, E, ()
I (Lemma 12.17 and rule 2)
e(®(anchor,, E,0)) 2 e(®(anchory, E, D))
| (Lemma 12.21)
{k(anchor,, EC.)} Utrace - e(®(anchor,, E,0)) < e(®(anchory, E, D))
I (induction on Lemma 12.29)
{k(anchor,, EC.)} Utrace +
O (e(P(anchory, E,0)), Py, B,) < ®(e(®(anchory, E, 1)), Py, By)
I (induction on Lemma 12.35)
{rk(anchory, EC.)} Utrace - Q(®(e(®(anchory, E,0)), P,, By), ta,args,) =<
Q(@(e(®(anchory, E,0)), Py, By), ty, argsp)
I (definition of T and Lemma 12.11)
{k(anchor,, EC.)} Utrace - ®(Y(anchor,), E,0) = ®(Y(anchory), E, D)

Applying Lemma 12.22 to the second part of the precondition of this Lemma,
we get ®(Y (anchory), E,0) X EC.. This complete the precondition for induction
on Lemma 12.24. The induction to 12.24 ends either in Lemma 12.18 or 12.20.
It cannot get stuck in an infinite loop because we add k(anchor,, EC.) to the
trace, and we stop if k(anchor,, EC.) is in the trace (see Theorem 12.5).

49



{k(anchor,, EC.)} Utrace = ®(Y(anchor,), E,0) = EC.
I (assumption)
{k(anchor,, EC)} & trace =
{k(anchor,, EC)} Utrace - ®(Y (anchor,), E,0) < EC,

The inductions on Lemmas 12.29, 12.35, and 12.24 will end because they
all go back to Lemma 12.24 after performing an expansion and keeping a trace.
Therefore, every branch eventually ends up in Lemmas 12.18 or 12.20, or at the
stopping condition of this lemma.

12.10.4 Exception Clauses
Lemma 12.24

trace - EC, <X ECy, N ECy, X EC, = trace - EC, <X EC,
Proof 24 We must prove that:

V(Py, Bo)€ ECy,VE,w((Py, Ba), E) :
3(P., B.)e EC, : A
O((P,, B.), B,0) < (P., B.)
Yanchor, € EC,,VE : w(anchor,, E) :
(Janchor.€ EC, :
(®(anchor,, E,0) =< anchor.V
{k(anchor,, EC.)} & trace =
{k(anchory, EC.)} Utrace - ®(Y(anchor,), E,0) < EC,))

The case for absolute exception declarations is proven by Lemma 12.18. For
anchored exception declarations of EC, that directly conform to anchored ez-
ception declaration of ECy, the proof is given by Lemmas 12.20 and 12.23. For
the case where Y(AED,) X ECy, we apply induction on this lemma.

Theorem 12.25 The = relation for exception clauses is transitive.
EC, X EC,NEC, =< EC,= EC, =X EC,

Proof 25 The proof follows directly from Lemma 12.24.

12.11 & is monotone

The ® function maintains the order between two exception clauses or exception
declarations when the same types are filtered from both. It also maintains the
order when the smaller clause or declaration is filtered with stronger arguments
(allowing less types to be propagated and blocking more types).
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12.11.1 Absolute Exception Declarations
Lemma 12.26
(PC - BC) C (Pd - Bd) A @((PG,BG),E,Q)) = (PbaBb)

0

¢(¢((PH7BG)7PC7 BC)an 0) = (I)((Pb,Bb), Pda Bd)

Proof 26

(I)((I)((PIL»BQ)7PC7 Bc)7Ea @) = (I)((Pb7Bb)a Pdv Bd)

{ (definition of ®)
(Pa I (Pc I E), B, U Bc) =< (Pb MNPy, By L Bd)
$ (definition of =)
(PaME)NP:) = (BaU Be)) E (P 1 Pa) — (By U Ba))
1 (Lemma 12.1)

(Pa*Ba) E(Pb*Bb)/\ (PC*BC) E(Pd*Bd)
$ (definition of =)

(Pa |_|E,Ba) < (Pb,Bb) A (Pc — BC) C (Pd . Bd)

12.11.2 Anchored Exception Declarations
Direct compatibility
Lemma 12.27

®(anchory, E,0) = anchory, A (P.— B.) C (Py — Byg)

J
®(®(anchorg, P., B.), E, ) 2 ®(anchory, Py, By)

Proof 27

like to.mg(args,) < (P, ME) 4 B, = like ty.mp(argsy) < Py, 4 By) A
(PC_BC)E(Pd_Bd)
§ (definition of =)
ta-me(argsy) < ty.mp(argsy) A
((Pa I E) — Ba) C (Pb — Bb) A (Pc — Bc) C (Pd — Bd)

I (lemma 12.1)
ta-me(argsy) < ty.mp(argsy) A
(((ParlE)I_ch) - (Bal—ch)) C ((Pbl_lpd) - (Bbqu))
{ (definitions of =< and U)
like to.mg(args,) < (P,MENP.) 4 (B,UEUB,) <
like tb.mb(argsb) < (Pb M Pd) ﬂ (Bb [ Bd)
$ (definition of ®)
®(®(AED,, P., B.), E,0) < ®(AEDy, Py, By)
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Compatibility After Expansion
Lemma 12.28

(Pa — Ba) C (Pb - Bb) AN
k(anchory, ECY) € trace =
{k(anchory, ECy)} Utrace = ®(Y(anchor,), E,0) < EC,

k(anchory, ECy) & trace =
{k(anchor,, ECy)} U trace -
@(T(@(anchorm lja7 Ba)), E, (Z)) j (I)(ECZ,, Pb, Bb)

Proof 28 We prove this using induction on Lemma 12.29. We expand the
anchored exception declaration one level and assume that Lemma 12.29 holds
for the resulting exception clause and ECp. The exception clause resulting from
the expansion is the exception clause of the method referenced by anchor, or one
of its submethods, with context information inserted. Because we keep a trace,
the recursion must end in methods of which the exception clauses contain no
anchored exception declarations, or if k(anchor,, ECy) € trace.

If k(anchor,, ECy) € trace, the lemma is trivially true. We now prove the
lemma for k(anchor,, ECy) € trace.

The preconditions of Theorem 12.29 follow directly from the preconditions of
this lemma.

@ ({x(anchor,, ECy)} Utrace - Y(anchor,), E,0) < EC}
I (induction on Lemmal2.29)
®({k(anchor,, ECy)} Utrace b
@ (D(Y (anchory), E,0), Py, By) X ®(ECy, Py, By)
I (induction on Lemmal2.24)
& ({k(anchor,, ECy)} Utrace +
O(Y(®(anchor, Py, By)), E,0) < ®(®(Y(anchor), E,0), P,, By)
4

®({k(anchor,, ECy)} U trace -
@(T(fb(anchor, Pa7 Ba)), E, @) j @(EC{,, Pb, Bb)

As explained in the proof of Theorem 12.24 the transitivity property of < is
indirectly based on this lemma. Because we keep add k(anchorg, ECy) to the
trace, and stop if we receive it again, the induction must end (see Theorem
12.5). On this side, it will end in either Lemma 12.26 or 12.27. Now we only
need to prove the left-hand side of the last implication.

anchor, = like t.m(args) <P 4 B
I
®(anchorg, Py, B,) = like t.m(args) < (PN P,) 4 (BU B,)
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®({k(anchor,, ECy)} Utrace -
@ (Y (®(anchory, Py, By)), E,0) X ®(®(Y (anchor,), E,0), Pa, B,)
{ (definition of T and ®)
O ({r(anchory, ECy)} U trace
O(Q(P(e(P(anchor, Py, B,)), (PN P,), (BU By,)),t,args), E,0) <
O(Q(®(e(anchor), P, B),t,args), (P, M E), B,)

Because ® does not alter the method expression, it does not have any effect on
the € function.

®({k(anchor,, ECy)} Utrace b
®(Q(®(e(anchor), (PN P,), (BU By,)),t,args), E,0) <
O(Q(®(e(anchor), P, B),t,args), (P, M E), B,)

{ (Lemma 12.11)

& ({k(anchor,, ECy)} Utrace +
Q(®(®(e(anchor), (PN P,), (BU B,)), E,0),t,args) =<
Q(®(®(e(anchor), P, B), (P, M E), B,),t,args)

{ (definitions of ®,U and M)
®({k(anchor,, ECy)} Utrace +
Q(®(e(anchor), (PN P, N E),(BUB,)),t,args) =
Q(®(e(anchor), (PN P, N E),(BUBy,)),t,args)
$ (definition of +=)
true

12.11.3 Exception Clauses
Lemma 12.29

(P.— B.)C (P;— Bg) A tracet EC, < EC}

U
trace - ®(EC,, P., B.) <X ®(ECy, Py, By)
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Proof 29

trace - ®(EC,, P., B.) <X ®(ECy, Py, By)
§ (definition of =)
V®((Py, Ba), Py, Bo) € ®(EC,, Py, Bo),VE, w(®((Py, Ba), Pe, Be), E) :
3@(([3(,, Bb), Py, Bd) S CI)(EC(), Py, Bd) :
O(P((Py, Ba), Py Be), E,0) = ®((Py, By), Py, Ba)
A
V®(anchor,, P., B.) € ®(EC,, P., B.),
VE :w(®(anchory, P., B.), E) :

(3®(anchory, Py, By) € ®(ECYy, Py, By) :
(®(®(anchor,, P., B.), E,0) < ®(anchory, Py, Bg) V
k(anchor,, ECy) & trace =

{k(anchory, ECy)} U trace +
O(Y(®(anchory, P, B.)), E,0) = ®(ECy, Py, By)))

1 (trace - EC, = ECy)

|

(PC - BC) C (Pd - Bd) A @(ABSG,E,Q) < ABS,
Y
O(B(ABS,, Py, B), E,0) < ®(ABSy, Py, Ba)
A\
(P.— B.) C (Py— Bg) N ®(anchor,, E, () < anchory
U
®(®(anchorg, P., B.), E,0) 2 ®(anchory, Py, By)
AN
(Pc — BC) C (Pd — Bd) A\
k(anchory, ECy) € trace =
{k(anchory, ECy)} Utrace = ®(Y (anchor,), E,0) < EC,
U
k(anchory, ECY) & trace =
{k(anchor,, ECy)} U trace +
O (Y (®(anchory, P, B.)), E,0) < ®(ECy, Py, By)

)

Lemma 12.26 A Lemma 12.27 A Lemma 12.28

Theorem 12.30

(PC — BC) C (Pd — Bd) N EC, 2 ECy
J
®(EC,, P.,B.) X ®(ECy, Py, By)

Proof 30 The proof follows directly from Lemma 12.29.
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12.12 ) is monotone

In this section we prove the same property for the 2 function.

12.12.1 Absolute Exception Declarations
Lemma 12.31
O((Pay Ba), E,0) = (Py, By)

I
(I)(Q((Pth Ba)apreaa a ... an)y E7@) = Q((Pb7 Bb)7p’l"€b, bl . bn)

Proof 31

@(Q((P(“ Ba)upreaa a ... an)7 E;@) = Q((Pb, Bb)7p’l"€b, bl . bn)
§ (definition of Q)
(I)((PaaBa)ava) j (vaBb)

12.12.2 Method Expressions
Lemma 12.32

expr, X expry N preq, 2 prey A args, = argsp/\
okq(argsay, (preq, this(expry))) A okq(argsy, (prey, this(expry)))
J

Q(expra, preq, argsa) = Qexpry, prey, argsy)

Proof 32 Let argsq, = ay...a, and argsy = by ...b,.

1. this
Q(thisy, preq,ay ...an) = Q(thisy, prep, by ... by)
{ (definition of Q)
preq 2 prep
2. type
Q(typeq, preq, ai ... ay) 3 Q(typep, prep, by ... by)
{ (definition of Q)
typeq = typey
3. formal

Q(formalaupreaa (Ua,lvpaJ) cee (va,napa,n)) =
Q(formaly, prey, (vo,1,P6,1) - - - (Vb,ns Do)

(a) formal, = pq.;
Because of the definition of the =X relation and the given assumptions,
formaly, = pp;.
Va,i = Vb
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(b) formaly # pa,i
Because of the definition of the <X relation and the given assumptions,

formaly # pp;.
formal, < formaly
4. new C(args)

Q(new Clargsqy),preq,at - .. ay) = Qnew C(argsy),prep, by ... by)
{ (definition of Q)
Qargsq,preq,ar .. .a,) < Qargsy, prep, by ... by)
$ (induction on finite expression tree)

true
5. twar
Qtg.vary, preq,ar ... an) 3 Qtp.vary, prep, by ... by)
$ (definition of Q)
Qta,prea,ar ... .ap).var, = Qty, prep, by ... by).vary
§ (definition of =)
Qta,preq,ar...an) 3 Qty, prep,br...by) Avarg = vary
{ (induction on finite expression tree)
true
6. t.m(args)
Qte-mlarge1,...,argan), Preg, a - .. ap) <

Q(tp.m(argpa,...,arge.n), prep, bi ... by)
{ (definition of Q)
Qtg,preq,ar . ..an). m(Q(argq,1,preq, a1 ... ay), - ..
,Q(argan, preq, a1 - - . ap)) =<
Q(tp, prep, by ... by).m(Q(arge,1,prep, by ... by), ...
,Qargyn, prep, b1 ... by))
{ (definition of =)

Qtq,preq,ar ... an) < Qty, prey, by ... by)A
Qarga1,preq,ar . ..an) = Qargy1,prep, by .. .by) A A
Qargan, preq, ai ... an) = Qargp n,prep, by ... by,)
{ (induction on finite expression tree)
true

12.12.3 Anchored Exception Declarations
Direct Compatibility

Lemma 12.33

preq = prep A args, = argsy A ®(anchor,, E, ) =< anchory
okq(argsa, (preq, this(anchor,))) A okq(argsy, (prep, this(anchory)))

!
O (Q(anchory, pre,, args,), E,0) < Q(anchory, prey, argsy)
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Proof 33 Let anchor, = like t,.mq(ay,...,a,) < Py 4 B,, and let anchory, =
like tb.mb(bl, ceey bn) Sl Pb ﬁ Bb.

O (Q(anchor,, pre,, args,), E,0) < Q(anchory, prey, argsy)

like Q(tq.mg(ay...an),preq,args,) < (P,ME) 4 B, =
like Q(ty.ma(by...by), prep,argsy) I P, 4 By
{ (definition of =)
Qtg.-ma(ar ...ap),preq, argsq) = Qty.my(by ... by), prey, argsy) A
(P.T1E)— B,) C (P, — By)
I (Lemma 12.32 and preconditions)
((Pa M E) — Ba) C (Pb - Bb)
$ (®(anchor,, E,0) < anchory,)
true

Compatibility After Expansion

Lemma 12.34 Let anchor = like t.m(argy,...,argm).

preq X prey A args, =X argsp/\
( k(anchor, ECy) € trace = ) A
{k(anchor, EC})} Utrace = ®(Y(anchor), E,0) < EC,
okq(argsa, (preq, this(anchor))) A okq(argsy, (prep, this(ECY)))

k(anchor, ECY) ¢ trace =
{k(anchor, ECy)} U trace -
O (Y (Qanchor, preq, args,)), E,0) < Q(ECy, prey, argsp)

Proof 34 We prove the lemma using induction on Lemmas 12.29 and 12.35.
We expand the anchored exception declaration one level, or go to the exception
clause of a submethod of the method referenced by anchor, and assume that
the lemmas hold for the resulting exception clause and ECpE. Because we add
k(anchor, ECy) to the trace and stop if we receive it again, and because these
other lemmas themselves only perform further expansions, this induction must
end in methods whose exception clauses contain no anchored exception declara-
tions or in the trivial case where anchor is not processed.

If k(anchor, EC}) € trace, the lemma is trivially true. We now prove the
lemma for k(anchor, ECy) ¢ trace.

Before we perform the induction on Y (anchor) and ECy, we need to verify
that the precondition of Lemma 12.35 is satisfied. The first three preconditions
follow directly from the preconditions of this lemma. The fourth precondition is
satisfied because the type of this in Y(anchor) is the same as the type of this
in anchor. The last preconditions follow directly from the preconditions of this
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lemma.

{k(anchor, ECy)} U trace b ®(Y(anchor), E,0) < EC
| (induction on Theorem 12.35)

{k(anchor, ECy)} U trace -
Q(®(Y(anchor), E,0),preq, args,) = Q(ECy, prey, argsp)
I (induction on Theorem 12.25)

{k(anchor, ECy)} U trace -

O (Y (Q(anchor, preq,args,)), E,0) <
Q(®(Y (anchor), E, D), pre,, args,)

U

{k(anchor, ECy)} U trace -
O (Y (Q(anchor, preq,args,)), E,0) =2 Q(ECy, prey, argsy)

As explained in the proof of Lemma 12.24 the transitivity property of <X is in-
directly based on this lemma. Because of the expansion done in this lemma and
because we keep a trace, the induction must end (see Theorem 12.5). On this
side, it will end in either Lemma 12.31 or 12.833. Now we only need to prove
the left-hand side of the last implication. From the definitions of Q and 2, we
know that:

Q(anchor,preq, args,) = like Q(t, preq, argsq). m(Q(argy, preq, argsay),
oo, Qargm, preq, args,)) < P 4 B

The actual arguments argy, ...,arg, are bound respectively to formal parame-
ters pary, ...pary,. As a result, we can prove the induction step as follows:

{k(anchor, ECy)} U trace -

@ (Y (Q(anchor, pre,,args,)), E,0) =
Q(®(Y(anchor), E,0), preq, argsq)
{ (definition of T)
{k(anchor, ECy)} U trace -

(P (e(Qanchor, preq, argsa)), P, B), Q(t, preq, argsa),
Q((argy,pary), preq, argssy) - .. Q(argm, pary ), preq, argsa)), E,0) <
Q(P(Q(D(e(anchor), P, B), t,

(argy,pary) ... (argm,parm)), E,0), preq, args,)

Because e(anchor) is the exception clause of a method of the program, it can
only reference the formal parameters of its method, being pary, ..., pary,. As a
result, Lemma 12.18 may be applied. The filter operations may be merged due
to Lemma 12.11 and the definition of .

$ (Lemma 12.13)

{k(anchor, ECy)} U trace -
Q(@(e(Q(anchor, preq, args,)), P E, B),Q(t, preq, args,),
Q((argr, part), preq, argsy) . .. Q(argm, pary ), preq, args,)) =<
Q(®(e(anchor), PO E, B),Q(t, preq, argsa),

Q((argy, part), preq, argsqy) - .. Q(argm, pary), preq, argsq))
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Because of Lemma 12.16, Lemma 12.32, and the preconditions of this lemma,
we know that:

method(Q(anchor, pre,, args,)) <: method(anchor)
As a result, we know that according to rule 2:

e(Qanchor, preq, args,)) = e(anchor)
I (Lemma 12.21)
{k(anchor, ECy)} U trace -
e(Qanchor, preq, args,)) = e(anchor)

Now we use induction on Lemmas 12.29 and 12.35 to prove the induction step.
All that is left is proving that their preconditions are satisfied.

1. For the application of ®, the preconditions of Theorem 12.30 are met be-
cause both sides use the same sets of types and the < relation above.

2. For the application of ), the first precondition of Lemma 12.35 follows
from the application of Lemma 12.29. The second and third preconditions
are satisfied because the prefizes and actual arguments are identical. The
last preconditions are satisfied because of Lemmas 12.16 and 12.32.

12.12.4 Exception Clauses

Lemma 12.35
trace H EC, =X ECy N pre, =< pre, A args, = argsp/\

okq(argss, (preq, this(EC,))) A oka(argsy, (prep, this(ECy)))

U
trace = Q(EC,, preq, argsq,) = Q(ECy, prey, argsy)

Proof 35 The proof of this lemma is similar to that of Lemma 12.29. After
rewriting the expression trace - Q(ECy, preq,argsq) =< Q(ECy, prey, argsy), we
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obtain the following conditions for this lemma to be true:

®(ABS,, E,0) < ABS,
(8
D(Q(ABS,,preq,argsy), E,0) X Q(ABSy, prey, argspy)
A
preq = prep A args, =< argsy A ®(anchor,, E, () < anchory,
Nokq(args,, (preq, this(anchor,))) A okq(argsy(prep, this(anchory)))
U
O (Q(anchory, preq, args,), E,0) < Q(anchory, prey, argsy)
A
preq, X prey A args, =X argsp/\
k(anchor, ECy) € trace = A
{k(anchor, ECy)} Utrace - ®(Y(anchor), E,0) < EC}
okq(argsa, (preq, this(anchor))) A okq(argsy, (prey, this(ECy)))

k(anchor, ECy) & trace =
{k(anchor, ECy)} U trace -
©(Y (Qanchor, prea, argsa)), E,0) X QUECy, prey, argsp)

)

Lemma 12.31 A Lemma 12.33 A Lemma 12.34

Theorem 12.36

EC, X ECy Npreg, < prep A argsq = argsp/\
okq(argss, (preq,this(EC,))) A okq(argsy, (prep, this(ECh)))

Q(EC,,preq,argsq) = QECy, prey, argsy)
Proof 36 The proof follows directly from Lemma 12.35.

12.13 The Implementation Exception Clause is an Upper
Bound

Theorem 12.37 The implementation exception clause of a non-abstract

method is an upper bound for the exceptional behaviour of the implementation
of that method.

Proof 37 This theorem follow obviously from the definition of the implementa-
tion exception clause and the Java Language Specification.

12.14 Method Invocations Maintain Compatibility

Theorem 12.38 Lett.m(argy,...,arg,) be a method invocation in a valid pro-
gram, let ECy = e(t.m(argy,...,argy,)) and let par; be the formal parameter
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T(llke {Tt,et,l, N ,etm}.m({Tayl,al’l, . 70/1,/61}; ey {Ta7 €015+ 607]%}) S’ P ﬁ B) =
Tom(Tya),- - Tan)

T(tl-ml(al,h .. 7a1,n1)a .. aT(tn~mn(a1,n7 e 7afl,nn) -
T(T(t1).mi(T(a1,1),.. .. T(a1n,)), -, T (tn) mnT(a1,n), -, T(a1n,))

Figure 28: Definition of 7.

corresponding to arg;.

EC, = EC, AT (this(EC,)) = T(this(EC,))

U
Q(EC,,t, (argr,pary) ... (argy, pary)) < T(t.m(args))

Proof 38 The requirements for substitution in EC, are satisfied because the
program is valid. Since EC, =< ECY, they are also valid if the type of this is the
same. For formal parameters, the type must be invariant.

Q(EC,,t,args) < YT(t.m(args))

Q(EC,,t,args) =
QO(EC, T,0),t,args)

Q(EC,,t,args) 2 QECy,t,args)

Because EC, =X ECy, it suffices to prove that the preconditions of Theorem
12.36 are satisfied. The preconditions all follow directly from the preconditions
of this lemma and the fact that ECy = e(t.m(args,...,argy)).

12.15 The = relation implies the w relation

In this section, we prove that when the < relation holds between two exception
clauses, the left-hand side cannot signal an exception that is not allowed by the
right-hand side.

First, we define the 7 function, which replaces the target and arguments of
an anchored exception declaration by their static type. The definition is shown
in Figure 28. For the compressed form of an anchored exception declaration,
it uses the type of the target and the arguments. This type is always present
because of the definition of k. For a method expression, it replaces the target
and the arguments by their types.

12.15.1 Absolute Exception Declarations

Lemma 12.39
®((Py,Ba), E,0) < (Py, By)

I
W((Pyy Ba), E, trace) = w((Py, By), E)
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Proof 39
(I)((P(MB ) I @) (vaBb)
I (definition of ® and <)
((a E) = B,) E (P, — By)
(defmztion of Q)
E<Q((P.NE)—B,) = E (P, — By)
(! (defmztzon of < andn)
E < (P, — Ba) = E< (P, — By)
I (definition of w)
w((Pa, Ba), E) = w((Py, By), E)
I (definition of w)
w((Py, Ba), E, trace) = w((Py, By), E)

12.15.2 Anchored Exception Declarations
Lemma 12.40

w(EC, E,trace1) N traces C trace;

3
w(EC, E, traces)

Proof 40 If traces is a superset of tracey, its analysis will return false while
the analysis for trace; might give true. The reverse can never happen.

Lemma 12.41
w(®(Y(anchor), E, ), trace)

w(®(Y(anchor), E,0), {r(anchor)} U trace)

Proof 41 Because the method referenced by the anchored exception declaration
is analyzed anyway in both cases, it does not matter that in the relation without
a trace, the analysis is done a second time (after which it is in the trace and
will not be analyzed again).

Lemma 12.42 If trace contains compressed forms of anchored exception dec-
larations, then:

®(anchorg, E,0) < anchory,

¢

(w(anchorg, E, T(trace)) = w(anchory, E))

Proof 42 If T(anchor,) € T(trace), the lemma is trivially true because of the
definition of w, which then returns false. It makes the left-hand side of the
bottom implication false, making the bottom implication true, which in turn
makes the complete implication true. This will stop the induction loop.

62



®(anchorg, E,0) < anchory,
I (Lemma 12.17)
method(anchor,) <: method(anchory)
I (Rule 2)

e(anchor,) =X e(anchory)
We will now use Theorems 12.30 and 12.36.
Y (®(anchor,, E,0)) < T (anchory)

Q(®(e(anchory), (Pa M E), By), ta,argsq) =
Q(®(e(anchory), Py, By), ty, argss)

The preconditions of Theorems 12.30 and 12.36 are satisfied because anchor, =
anchory, and thus YT (®(anchor,, E,0)) < T (anchory).

Y (®(anchor,, E,0)) = Y(anchory)
| (Lemmal2.21)
trace b Y(®(anchory, E,0)) < Y(anchory)

I} (Induction on Lemma 12.43)
w(Y(®(anchor,, E,0)), E, T(trace)) =
w(Y(anchory), E)

I (definition of w)
w(®(anchory, E,0), E, T(trace)) = w(anchory, E)
$ (Lemma 12.14)
w(anchory, E, 7(trace)) = w(anchory, E)

For the induction, we perform a one-level expansion.  Because we put
7(anchory), which substitutes the target and arguments of the method expres-
sion by their types, in the trace, this induction will always end (see Theorem
12.5). The base cases are exception clauses that only contain absolute exception
declarations. For such exception clauses, Theorem 12.43 is proven by Lemma
12.59.

12.15.3 Exception Clauses
Lemma 12.43
trace - EC, X ECy = (wW(EC,, E, T(trace)) = w(ECy, E))

Proof 43

trace - EC, < EC,
$ (definition of =)
(V(Py, Bo)€ ECo,VE,w((P,, B,),E) :
Py, By) € ECy : ®((Pu, Ba), E,0) = (P, By)) A
(VAED, €EC,,VE,w(AED,,E): JAED, € EC} :
G(AED,,E,0) < AED, v
K(AED,, ECy) & trace =
{k(AED,, ECy)} Utrace - (2(Y(AED,), E,0) X EC}))
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As a result, for every E, we can find ABSy 5, and AEDy ,, such that:

I (Lemmas 12.39 and 12.42 and 12.14)
w(ABS, 1, E, 1(trace)) = w(ABSy 2., E) A
RARVAN
w(ABS, ., E, T(trace)) = w(ABSy 4., E) A
(W(AEDg 1, 7(trace)) = w(AEDy , , E) V
K(AED, 1, ECy) & trace = A
{K(AED,1,ECy)} Utrace - (2(Y(AED, ), E,0) = ECy))
oA
(W(AEDg m, T(trace)) = w(AEDy ,, ., E) V
K(AEDg m, ECy) ¢ trace =
{k(AEDgy m, ECy)} Utrace b (2(Y(AEDgy ), E,0) <= ECy))

If K(AED,;,ECy) € trace, the proof ends for that anchored excep-
tion declaration. If this is the case, T(AED, ;) € t(trace), which means
W(AED, ;, E,T(trace)) = false. If that is not the case, we use induction. As

such, we assume K(AED, ;, ECy) & trace for the remainder of the proof.

I (Lemma 12.14 and induction on Theorem 12.44)
w(ABS, 1, E, T(trace)) = w(ABSy 5., E) A
AN
wW(ABS, . E, 1(trace)) = w(ABSy 2., E) A
(W(AEDg 1, E, 1(trace)) = w(AEDy ., E) V
W(Y(AEDy 1), E,{T(AED, 1)} UT(trace)) = | A
OJ(ECb, E))
oA
(W(AEDg m, E, 1(trace)) = w(AEDy ., E) V
W(Y(AEDg ), E,{T(AED, n)} U T(trace)) =
w(ECy, E))

I (Definition of w and Lemma 12.41)
w(ABS, 1, E, T(trace)) = w(ABSy z,, E) A
AN
w(ABSy . E, T(trace)) = w(ABSy z,,, E) A
(W(AEDg 1, E, 1(trace)) = w(AEDy ., E) V A

W(AED, 1, E,7(trace)) = w(ECh, E))
VA
((w(AEDa’m,E,T(trace)) = w(AEDy,, ,E) Vv >

W(AED, m, E, T(trace)) = w(ECy, E))
I (definition of w)
w(EC,, E) = w(ECy, E,7(trace))

Theorem 12.44
EC, R ECy,= (W(EC,,F) = w(EC), F))
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Proof 44 The proof follows directly from Lemma 12.44

12.16 Expansion Does Not Allow More Than the Excep-
tion Clause

In this section, we prove that the exception clause resulting from the expansion
of a method invocation does not allow more exception to be signalled than the
exception clause of the invoked method. This property is important from a
methodological point of view. If it were allowed, a method invocation could
be allowed to signal a checked exception that could not have been foreseen by
looking only to the exception clause of the method. This is very confusing for a
programmer. For example, the expansion function could simply return throws
Throwable. This would not compromise compile-time safety, but it would make
anchored exception declarations useless.

Lemma 12.45
W(®((P, B), Py, B,), E) = w((P, B), E)

Proof 45
w(®((P,B), Py, By), FE) =
w(PNP,,BUB,),E)=
E<Q((PNP,)—(BUBy)) =
EQPANE<LP,NAEALABAELB, =
EQPANEALB=
(P, B), E)

Lemma 12.46
w(®(anchor), P, By), E) = w(anchor, E)
Proof 46 Let anchor = like t.m(args

) <
w(®(anchor, P, By), E) = w(cmchor E)
)
w(Y(®(anchor, Py, By)), E) = w(Y (anchor), E)
$ (@ does not af fect the method expression)
w(Q(®(e(anchor), PN P,, BU By,),t,args), E) =
w(Q(®(e(anchor), P, B),t,args), E)
{ (Lemma 12.11 and definition of ®)
w(® (2@ (e(anchor), P, B),t,args), Py, By), E) =
w(®(Q(D(e(anchor), P, B),t,args), %,0), E)

We now use Theorems 12.36 and 12.30.

e The first three preconditions of 12.36 are satisfied because the correspond-
ing elements in the equation above are identical. The last preconditions
follow from the fact that the program must be valid and the fact that ®
does not affect the method expression of anchor and thus does not affect
the selected method either.
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e The preconditions of Theorem 12.30 are satisfied because (P, — B,)) =
(% —0).

As a result, we know that:

O(Q(®(e(anchor), P, B),t,args), Py, Bn) =<
@ (Q(®(e(anchor), P, B),t,args), %, 0)

Applying Theorem 12.44 completes the proof.

Lemma 12.47
w(®(EC,P,B),E) = w(EC,E)

Proof 47
w(®(EC, P, B), E)
W(®({ABS,,..., ABS, AED,,..., AED,,}, P, B), E)
$ (definition of )
w({®(ABS, P, B), ..., ®(ABS,, P, B)
O(AEDq, pre,args),...,®(AED,,,pre,args)}, E)
$ (definition of w)
W(®(ABS1, P, BYE)V ...V w(®(ABS,, P, B), E)V
W(®(AED,, P,B),E)V ...\ w(®(AED,,, P, B), E)
I (Lemmas 12.45 and 12.46)
w(ABS1,E)V...Vw(ABS,, E)V
W(AED,E)V ...V w(AED,,, E)
)
w(EC,E)
Lemma 12.48

okq(args, (pre,this(AED)))

¢
w(QAED,pre,args),E) = w(AED, E)

Proof 48 Let AED = like t.m(aq,...,a,) <P 4 B.

w(QAED, pre,args),E) = w(AED, E)
$ (definition of w)
w(Y(QUAED,pre,args)), E) = w(Y(AED), E)
{ (definition of T)
w(QP(e(QUAED, pre,args)), P, B),Q(t,pre,args),
Q(ay,pre,args) ... Qan, pre,args)), E) =
w(Q(®(e(AED), P, B),t,args), E)
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Because okq(args, (pre,env(AED))), we know from Lemmas 12.16 and
12.32 that:

L(Q(t, pre,args)) <:T(¢)A
T'(Qay, pre,args)) <:T(a1) A...T(Qan, pre,args)) <: T'(ay)

As a result, we know that the method selected by Q(AED, pre, args) will override
or be equal to the method selected by AED. This means that rule 2 applies.

e(Q(AED,pre,args)) < e(AED)
We now apply Theorems 12.30 and 12.36 to the arguments of w in the im-
plication above.

e The preconditions of Theorem 12.30 are satisfied because the arguments of
® are identical.

e The first precondition of Theorem 12.36 follows from the application of
Theorem 12.30. The second and third preconditions follow from Lemma
12.82. The last preconditions follow from the preconditions of this lemma,
from Lemmas 12.16 and 12.32, from the fact that the types of the target
of a method invocation must be conform to the type of this in the invoked
method, from the fact that the type of the actual arguments must be con-
form to that of the invoked method, and from the requirement that types
of formal parameters must be invariant.

As a result, we know that:
Q(®(e(QAED, pre,args)), P, B),Q(t, pre, args),
Q(ay,pre,args) ... Qan, pre,args)) =
Q(®(e(AED), P, B),t,args)
Applying Theorem 12.44 completes the proof.
Lemma 12.49
okq(args, (pre,env(EC)))
w(QUEC, pre, argf), FE)= w(EC,E)
Proof 49 The proof of this lemma is nearly identical to that of Lemma 12.47.
Theorem 12.50
w(Y(AED),E) = w(e(AED), E)

Proof 50 This theorem follows directly from Lemmas 12.49 and 12.47.
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o  EC w(EC, E)

EC =< Ww(EC', E)
< g [EC ———> W(IEC, E)
1EC" " Ww(IEC', E)

Figure 29: Schema for compile-time safety proof.

12.17 Compile-time safety

Now we can finally prove that anchored exception declarations are compile-
time safe. For compile-time safety to be violated, there must be at least one
method of which the implementation can signal a checked exception under a
circumstance that could not have been predicted by the client when inspecting
the exception clause of that method. We now show that this is not possible for
a program satisfying all rules.

Theorem 12.51 (Safety) Let t.m(argi,...,arg,) be a method invoca-
tion in a walid program, EC = e(t.m(args,...,arg,)), IEC =
IEC(t.m(argy,...,argy)), and let par; be the formal parameter corresponding
to arg;, then:

w(QUIEC,t,args,...,arg,), E) = w(QEC,t,args,...,arg,), E)

Proof 51 Figure 29 illustrates the proof. The exception clause of the method is
represented by EC, its implementation exception clause by IEC. We know from
rule 3 that IEC' X EC, so Theorem 12.38 ensures that after insertion of the
context information of any call-site, resulting in EC" and IEC', EC' X IEC'
holds. Note that at run-time, the available context information is even more
specific, but because the same information is inserted in both exception clauses,
the relation between IEC" and EC' will still hold. Both relations are shown in
the left diagram.

Using Theorem 12.44 and Lemma 12.49, we can transform the left diagram
into the right diagram. Theorem 12.44 ensures that w(IEC, E) = w(EC, E) and
w(IEC',E) = w(EC',E). Lemma 12.49 ensures that w(EC',FE) = w(EC, E)
and w(IEC',E) = w(IEC, E). Both relation are shown in the right diagram.

From these relations, we can conclude that no method invocation can result in
a checked exception that was not declared by the exception clause of the invoked
method.

13 Related Work

There has been a lot of work on the analysis of the exception flow in programs.
We first describe the different approaches, and then compare them to our work.
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Every approach uses a different mechanism to track the dependencies between
methods or functions, and automatically infers the exception clause of every
method.

Many exception flow analyses augment the type system of the underlying
programming language with information about the exceptions that can be sig-
nalled by a particular language construct [5,6,7,8,9,10,11,12]. The analyses
differ in their representation of the inferred exception clauses, and the speed
and precision of the analysis, but the principle is always the same. To track the
dependencies between methods or functions, they insert type variables of the
invoked method or function into the exceptional type of the invoking method
or function. This is illustrated by the map function that is discussed in Section
3. Glynn et al. augment the type system with boolean constraints in order to
track these dependencies [13].

Another approach exception flow analysis based on control flow graphs
[14,15,16]. The normal and exceptional program flow of each method is en-
coded in a separate graph. The interprocedural exception flow is then analysed
by creating edges between the graphs of the involved methods. The analysis
connects exceptional exit nodes of the invoked method to nodes representing
exception handlers or exit nodes of the invoking method. These connections
represent the dependencies between methods.

Robillard and Murphy [24] developed a language-independent model for an-
alyzing the exception flow in object-oriented programs, along with a tool specifi-
cally for Java. Their analysis is similar to that of Schaefer and Bundy [25]. They
use functions instead of type variables to incorporate the exceptional behavior
of other methods. They also discuss the cost of modifying the exception clause
of a method, and the use of unchecked exceptions as a result. In [26], they show
that the difficulty in determining all exceptional conditions in advance gives rise
to the need for evolution of the exceptional behavior of a method.

The expressiveness of the inferred exception clauses of the above approaches
is equal to that of ours — disregarding minor details. In the actual analysis, how-
ever, there will be a significant difference. The automatically inferred exception
clause of the other approaches will be as tight as possible. In our approach, the
exception clause is an explicitly written upper bound for the exceptional be-
havior of a method. This exception clause if often less precise than an inferred
exception clause, but it allows the type checker to ensure that a newly added
method cannot throw exceptions that are not allowed by the overridden meth-
ods. As a result, the exception safety guaranteed by our approach is modular.
For exception flow analyses, statements about exception safety can be violated
by adding code.

A safety analysis based on automatically inferred exception clauses, however,
remains useful for object-oriented programming languages. It can be used to
obtain a more precise analysis of the exception flow of a particular program,
and thus exclude some exceptions that our approach cannot exclude due to
exception clauses that are too loose for that particular program.

Mikhailova and Romanovsky [3] provide support for evolution of the excep-
tional behavior of a method by introducing a rescue clause. A rescue clause is
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a default exception handler that allows a method to have an exception clause
that does not conform to the methods it overrides. If a client of that method
provides a handler for the new exception, that handler is used, otherwise the
rescue clause handles the exception. This mechanism only provides a solution
when a useful default handler can be provided, which usually is not the case.
Anchored exception declarations are complementary to rescue clauses. Rescue
clauses allow a method to signal exceptions that would normally not be allowed,
if a default handler is provided. Anchored exception declarations offer similar
flexibility, but they cannot be used after the facts; they must be written in
advance.

Cacho et al. [27] propose an extension of Aspect], called EJFlow, which
provides abstractions to describe global views of the exception control flow of
a program. An explicit exception channel specifies the exception that can be
signalled, the methods that raise the exceptions, methods that handle the ex-
ceptions, methods that propagate the exceptions, and the exceptions that can
exit the channel. The latter set is called the exception interface. Pluggable han-
dlers are separate pieces of code that can be attached to an exception handling
context (i.e. a try-block) to handle the exceptions. This allows the extraction
of exception handling code that would otherwise be duplicated. They add con-
structs to AspectJ to define pointcuts based on the exception control flow of
other language constructs.

14 Conclusion

The original type checker for anchored exception declarations was not modu-
lar because it could not handle loops in the anchor graph. This limitation is
problematic for the development of large-scale software systems.

In this paper, we improved the type checker by letting it determine which
information in an anchored exception declaration can still influence the out-
come of the analysis. By keeping a trace of compressed anchored exception
declarations, which contain only the relevant information, the type checker can
determine when the analysis can be stopped. For recursive expansion, com-
pression is done by replacing the target and arguments by their types. For
conformance verification of two exception clauses, compression is done by re-
placing all subexpression that cannot influence a syntactical match by their
static types. These modifications make the exception safety analysis complete
and decidable for language without parametric polymorphism.

We proved that both complete exception safety analysis and complete excep-
tion flow analysis based on static type information are undecidable in a language
with subtyping and parametric polymorphism.
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