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Abstract

This report presents the GReCCo approach to Aspect Oriented
Modeling (AOM) using Generic Reusable Concern Compositions.
GReCCo offers an AOM-based framework to promote and enhance
the reuse of concern models. We focus on software design patterns,
which represent complete solutions to recurring concern-specific prob-
lems. We have developed a prototype generic transformation engine
written in ATL that can be used to compose two concern models
specified in UML.

We first describe the GReCCo approach and the offered compos-
ition types. In the second part, we illustrate the GReCCo approach
on a case study in the domain of Electronic Health Information and
Privacy (EHIP). We start from a description of the base part of the
application. On top of this application, we apply several reusable
concerns using the GReCCo methodology.
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Abstract. This report presents the GReCCo approach to Aspect Oridhoed
eling (AOM) using Generic Reusable Concern CompositiorReGCo offers
an AOM-based framework to promote and enhance the reuseliviools con-
cern models. We focus on software design patterns, whictesept complete
solutions to recurring concern-specific problems. We haeeldped a proto-
type generic transformation engine written in ATL that canused to compose
two concern models specified in UML. We first describe the GBe@pproach
and the offered composition types. In the second part, wstitite the GReCCo
approach on a case study in the domain of Electronic Heafthrrivation and
Privacy (EHIP). We start from a description of the base pathe application.
On top of this application, we apply several reusable corgasing the GReCCo
methodology.

1 Introduction

Aspect-Oriented Modeling (AOM) is a recent developmenadam that aims at pro-
viding support for separation of concerns at higher leve&bhstractions|1]. Following
an AOM approach, one can model parts of a complete solutjparately, and compose
them afterwards using model composition techniques.

In order for AOM to bring an increase of efficiency in softwdevelopment, it must
be possible to model concerns once and reuse them in diffepetexts. If one has to
create a concern every time from scratch, the gains of AONMdivilinish substantially.
Also, there is a need to define criteria that evaluate whetlgéren concern is reusable.

In this paper we define and characterize reusable conceralmatle provide sev-
eral key criteria that are crucial in improving concern maeesability. We have de-
veloped a graphical framework that can be used to model thetste and the behavior
of certain types of concerns, and we specify their compmsiti a composition model.
We have implemented a generic composition engine in ATL\&jich can compose
UML concern models specified in our framework .

In sectior 2, we define the key requirements that are negegsamprove concern
reusability. We also comment why current AOM approachesecshort in achieving
some of these requirements. In sectiod 3.2, we present quoagh in details. We
then describe the different composition mechanisms of thee@c Reusable Concern
Compositions (GReCCo) approach. In secfibn 4, we presesmestudy and apply our



approach to it. In sectidd 6, we evaluate how GReCCo imprmuesability by tackling
each requirement presented earlier. In sedflon 7, we presere related work. In the
last section, we conclude and outline future work.

2 Concern Reuse

Concerns are the primary motivation for organizing and dgaosing software into
manageable and comprehensible paits [3]. We use thecterearn to uniformly refer
to what AOSD practitioners often call aaspect concern and abase or component
concern [4]. The component concern usually represents the functional core of a given
application, whereas differeagpect concerns represent functional and non-functional
parts that extend the core.

To our knowledge, there is no clear notion of reuse for camceodels in AOM.
We therefore define and characterize what makes a given eonomlel more or less
reusable.

2.1 Requirements for reuse

We define a reusable concern model as a known solution fortaircg@roblem, which
can be used in several contexts to produce required assttsebt contexts mean for
instance different applications, projects, companiegliegtion domains, etc. However,
using this definition we cannot measure how reusable a comeedel is. That is why
we introduce several more concrete qualities of a concedefrand an AOM approach
as a whole that are important in increasing the reusabifipocerns.

Composition obliviousness:Concerns, represented by their models, should ideally be
modeled independently from a concrete context in which #reygoing to be ap-
plied. Reusable concerns usually represent generic apgito known software
problems, and therefore such concerns cannot be comptdtélyous [5] of the
context in which they will be applied. However, a given camcis more oblivious
of the composition if it allows more variations in the comipios. Consider the
following simplified security concern in Figufé 1 that repeats a solution to real-
ize secure loggind [6]. The concern designer provides a tetegeneric solution,
declaring that th&Client class is a template entity that should be instantiated by a
concrete element whenever this concern is used. Howewueg ifoncern needs to
be composed with an application that already implemerisgiactory, it would
be impossible to reuse this concern as it is. Fidlire 2 showfeaeht version of
the same concern, which is relatively more oblividus [5]taalows any element
to be instantiated by a concrete element. Of course, a téenefdity may have
a full implementation, which will be used in case it is nottargtiated during a
composition.

Composition symmetry: All concerns should be treated uniformly, i.e., we should be
able to compose any two given concerns. A non-symmetrigifesstric) composi-
tion approach allows onlipase-aspect compositions. However, this will constrain
the concern reuse as we will not be able to use concerns vather concerns.



<<template>: <<template>.
<<template> LogFactory A
Client Client LogFactory
SecureLogger | LogManager . | Logger <<template>> <<template>> <<template>:
SecureLogger LogManager Logger

Fig. 1. Secure Logger Concern  Fig.2. Secure Logger Concern with In-
creased Obliviousness

Interdependency management:There are many (often hidden) interactions between
the different concerns, since they are not always completghogonal to each
other. Such concern interactions can be classified to oneedbtlowing five cat-
egories: dependency, mutual exclusiveness, alternativadlict and mutual influ-
encel[l']. Hence, itis essential to be able to declare sucteaial interdependency
explicitly, and take it into account when composing diffgreoncerns. Otherwise a
reused model may create an invalid composition by, e.gaqdinicing a dependency
that is never resolved or adding a conflicting set of concerns

In this paper we introduce a conceptual framework for regarisg concerns and spec-
ifying compositions with other concerns that improves supjfor reuse by tackling
each of these requirements.

3 Generic Reusable Concern Compositions (GReCCo)

In this section, we first describe the general principle bélthe GReCCo approach.
Then we present the specifics of the composition of concemtetsoln addition, we
discuss the problem of concern interactions and show howxiatirgy solution can be
plugged into our approach.

3.1 General Description

The GReCCo approach is used to compose concern models. ssnped on Figure
B, we represent each composition step as the Greek lettdomfg). The left and the
right branches of the upsilon contain two concern models.approach is symmetric
(composition symmetry) in the sense that we treabmponent and aspect concerns
uniformly. In order to combine the concern models, we prevadcomposition model
that instructs the model transformation engine how the twdefs should be composed.
Concern Models 1 and2 (fig. @) describe the structure and the behavior of the con-
cerns using respectively UML class and sequence diagrahesCdmposition Model,
which also consists of UML class and sequence diagrams tissnGReCCo profile,
specifies how the concern models are composed by definingmlpasition-specific
parameters and their bindings. This assures a higher defjreeisability of the two
concerns as they can be used in different contecasposition obliviousness The
Composition Model describes how the source concern models should be composed,



Concern Model 1
(UML2 class & sequence)

‘ Composition Model ‘
(UML2 class & sequence + profile)

ReCCo
engine

Composed Model
(UML2 class & sequence)

Fig. 3. General Approach

and is therefore by definition depending on these modelsidJaigeneric composi-
tion engine, we generate the outldmposed Model from the input composition and
concern models.

As mentioned previously, our approachsgmmetric as it does not require one
of the input concerns to be a primary model. It can be used mmdeenarios, even
though it does not make any difference for usage of GReCCadntige. Figure§l4
and[® represent two composition scenarios that can be edaliging GReCCo. The
rectangle boxes represent the UML models of five concernstfidugh M5). The
ovals represent the composition models.

The first scenario realizes a symmetric composition chaiare/lany two concern
models can be composed (fig. 4). M1 is composed with M2, whifisicomposed
with M4. The combined models M12 and M34 are composed in tiestep. Finally,
M5 is added to the result of the previous compositions toinH. 2345.

The second case is used to realize an asymmetric compaditdmwhere aaspect
model, represented bylodel 2, is composed with a givebase model, represented by
Model 1 (fig.B). In this scenario we consider M1 adase model and M2 through M5
as concerns, which are added to tase model to obtain the augmentbdse model.
In the end, we obtain the same M12345 as in the symmetric case.

3.2 Composition Specification

In order to compose two concern models, we need to specifydimposition by defin-

ing the Composition Model. We consider the structural and behavioral concerns of the
composition separately. Elements that are not directlgresfced in theComposition
Model are copied to th€omposed Model. Other elements are modified by the compo-
sition engine according to the composition specificatidre Mext subsections describe
the composition specifics in detail and illustrate them weitamples.

Structure We distinguish five structural composition directives itatoFrom the point
of view of a single concern model, we distinguish the follog/directives that involve
one element: (1) we caadd a new element, (2) we camodify the properties of an
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Mi234 M1234
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M12345 M12345

Fig. 4. Symmetric Composition Fig. 5. Asymmetric Composition

existing element, and (3) we caemove an existing element. When two concern mod-
els are composed, there are some additional compositieatiies that we can specify
for the input elements. We can (#)erge two elements to obtain a single entity with
the combined properties. Some concerns introduce roldsednplate parameters as
semantic variation points, which we can (B¥tantiate by using concrete UML ele-
ments. As we are dealing with structure, we distinguish betwfour main types of
UML elements: class, property, operation and association.

Add The composition of two concerns can add new elements to tigpased model.
For instance, we may need to link a class from one of the inpaitern models with a
class from the other one. In order to do so, we have to add &meegit to the composi-
tion model and tag it with the UML stereotype add >, which will indicate that this

is a new element that must be added to the composed model.

Consider two input concerns containing the clagsasdB respectively (figllb and
[7). Note that the clashis abstract. Figur 8 illustrates a composition model thats
how we can linkA and B with an association. Figufd 9 shows the composed output
model.

A

-property

Fig. 6. Concern Model 1 Fig. 7.Concern Model 2



A
L
-property

-property

Fig. 8. Composition Model Fig. 9. Composed Model

Modify During the composition, we may need to modify some propedfdhe exist-
ing elements. We can modify any UML property of a structuteheent. We specify
this by marking the to be modified element with tkemodify > stereotype in the
composition model. In addition, we indicate the UML metaymerty that needs to be
modified and its new value using a stereotype attributegdalltag in UML 1.x). Each
stereotype attribute will haverame, indicating the UML property that should be mod-
ified, atype, which is the same as the UML type of the property to be modified a
value, indicating the new value.

Given the two input concerns from figufds 6 &hd 7, considecdise when we need
to modify the name of A as well as make it concrete. In orderaatds, we place the
< modi fy > stereotype o and specify the new values for the UML propertiesne
andabstract. The new values of these a#dlew andfalse and the types areml: Sring
anduml:Boolean (fig. [I0). Note thafalse is shown with quotes, however, this is tool
representation related issue. Figliré 11 shows the compagpdt model, which con-
tains two elements, the modifiédNew and the oldB classes.

<<modify>>
A
abstract = "false" ,

name = "ANew" } ANew
-property

-property

Fig. 10.Composition Model Fig.11.Composed Model

Remove Due to the composition of concerns, certain entities mapimecunnecessary
in the composed model. For instance, a concern may introalu@edirect association
between two entities that are already connected directyather concern. We realize
the removal of elements by putting the remove >> stereotype on the element that
needs to be removed.

Consider the case when we need to removeptioperty attribute from Concern
Model 1 (fig[®). We need to place tk& remove >>stereotype oproperty on the com-
position model (figCIR). The output model produces the saementA without the
attributeproperty (fig. [13).



A

<<remove>>-property ,II

Fig. 12.Composition Model Fig. 13.Composed Model

Merge When two concern models are involved, we sometimes haveabvdéh el-
ements that represent a different view on the same entityn¥éel to merge these
elements to obtain a single entity with combined propertiesorder to merge two
elements, we need to add a UML association between the elsiawethmark it with the
< merge>> stereotype. The merge results in a new element that is cadgosm the
properties of the original two elements. The name of the aczsagd element is set to the
concatenation of the names of the original elements. Cesfliech as name clashes,
mutually exclusive properties, etc. should be resolvedietyg by using the modify
strategy. In the same manner, elements with the same nanaréhappearing in two
models and that should be merged, must be explicitly labedathy the merge strategy.

Consider another set of input concern models [fig. 14[@ahdvikigh we need to
combine. FigurEZl6 shows how this can be specified on the csitippomodel by plac-
ing an association betwedhandE and marking it with thex merge > stereotype.
The composed output model shows the combinEctlass (fig[Ilr).

D E
-prop1 -prop2
+op1() +0p2()
Fig. 14.Concern Model 3 Fig. 15.Concern Model 4
DE
D E -prop1
L_<<merge>> | -prop2
-propt -prop2 +op2()
+op1() +0p2() +op1()
Fig. 16.Composition Model Fig.17.Composed Model

Instantiate A concern can contain a number of template elements (elgs)rihat must
be bound to concrete elements when the concern is composedk Aim for oblivious



compositions, we model all concern elements as concretgs. @ the composition
model, however, we use the instantiation directive, whétls the composition engine
that a given concern elementis considered to be a tempkttentist be instantiated by a
concrete element from the other model. In practice, ingtan is similar to merge with
the only difference that all conflicts are resolved by takimgproperties of the concrete
element. In addition, the name of the composed element igfkegame as the name of
the concrete element. To specify an instantiation, we nepthte an< ingantiate >
dependency link from the entity that must be considered tteenplate to the concrete
element.

Consider a third set of input concern models (figl 18 19.Wiluld like to
compose the elemef@ from Concern Model 6 as a template element with a template
attribute (emplate), a template operatiomgmplate_operation) and a concrete operation
(concrete_operation). In order to realize this, we place ainsantiate > dependency
link from G to F in the composition model. In addition, we also specify tteatplate
should be instantiated bropertyl andtemplate operation by operationl (fig. [20).
FigurelZ1 shows the composed output model with the elefarhich is instantiated
by the elemenG.

F G
-property1 -template
+operation1() +template_operation()
+operation2() +concrete_operation()
Fig. 18.Concern Model 5 Fig. 19.Concern Model 6

<<instantiate >>

v l E
F G v
-propertyl & <<instantiate >> -template 0 "

- <<instantiate >> - +operation1()
+operation1( — — — — (+template_operation(p +operation2()
+operation2() +concrete_operation() +concrete_operation()
Fig. 20.Composition Model Fig.21.Composed Model

Behavior We use UML sequence diagrams to describe the behavior oécasiavhich
must be in correspondence with their structural count¢ggaecified by UML class
diagrams. A concern model may contain several sequenceadiag Each sequence
diagram represents a certain scenario. Scenarios fromplie¢oncern models that are
completely independent of each other, are simply copietiéaccomposed model. We



define two scenario’s as independent of each other if theypeaaxecuted in parallel,
meaning that the messages can be freely interleaved. Fdappag behavior scenarios
we need to be able to address the following use-cases: (t)fplee sequence of
messages between the input behavior scenarios, (2) indltata call from one input
scenario is the same as a call from the other input scenawdid3 replace a call or a set
of calls from one input scenario by a call or a set of calls ftbmother input scenario.

General Ordering In order to realize the first use-case, we introduce a notioites to
that of general ordering from the UML 2.0 specificatibh [8]e Wtroduce the general
ordering as a directed binary relation between an event et afsevents enclosed in
a fragment and another event or set of events. The resultemgsio defines a partial
ordering of the input events where the direction of the refaindicates which events
should come first. We use a dependency between the everg{shtbuld precede an-
other event and mark it with the< genordering > stereotype. The interpretation by
the composition engine is that the dependency client shiauldediately precede the
dependency supplier. Events that are not involved in angiggiordering relation are
put in parallel combined fragments blocks.

Merge In order to specify the second use-case we use a dependenagcweth the
< merge > stereotype between the two calls. If we do not use this degresydthe
calls will appear in duplicate on the composed sequenceatiagNote that event call
merging is only possible when the call receiver classesh@redame or if they have also
been merged on the structural composition diagram.

Replace Finally, to realize the last use-case, we group the evetitéd)are to be re-
placed as well as the replacing events in interaction frags&Ve place & replace >
dependency from the replacing to the to-be-replaced fraggn&rouping in interaction
fragments may be omitted in case of a single event or if thekevents is already
grouped in an interaction fragment.

We introduce a simple authentication concern, which cémsisaClient andServer
entities (fig2ZP). TheClient tries to login on theServer. In case of a successful login
the Server replies with anOK message. If the authentication fails, tB&ver logs the
failed attempt and replies withtay again message (fig.23).



1:login()

< _4:try again__

Server

+login()
+save()

i I
|
I
Fig. 22. Authentication Structure Fig. 23. Authentication Behavior

In addition, we introduce a simple logging concern, whicmsists of aClient,
Server and DBExchanger entities (fig.C2Z#). Every time th€lient tries to login the
Server asks theDBExchanger to log the event (fid25).

| :Client| | : Server |

1:login

| : DBExchanger

2:logEvent(), |

Server DBExchanger

+login() +logEvent()

Fig. 24.Logging Structure Fig. 25.Logging Behavior

Firstly, we specify the structural composition. We insiatet theClient as well as
the Server entities from the two concerns. In addition wesip¢hat thelogin() event

from the authentication should be instantiated &agan() even from the logging con-
cern (fig [Z6).



s <<merge>>
kel Server
+login(o— — — — _ =

+save()| <<instantiate >> *+0gin(?

Fig. 26. Structural Composition

Then we specify the behavioral composition. We would liketain a composi-
tion that performs authorization and in case of a succeasiillentication writes it to a
log. If the authorization fails, the authorization conciself is in charge of saving the
failed attempt. Theogin() events from the two concerns are the same and we place a
< merge>> dependency link between them. In addition, we need to pubdtevent()
event after theOK message. We specify this by placingzagenordering > depen-
dency fromOK to logEvent(). As a result we obtain a combined sequence scenario that
performs both authentication and logging in case of a sségleauthentication. Note
that in case we need to use the logging scenario after themtithtion independent
from the outcome we need to place thegenordering > dependency from thalt
fragment to theéogEvent() (fig. [Z4).

| :Clientl | : Server | | :Clientl | : Server | | : DBExchanger
) _ e e D ———_—— = = I
login {* <<mergex> oaEvents . |
alt e — | = T T T
0 oK x<genordering>>:
[else] save()
. _fryagain __

= =+

Fig. 27.Behavior Composition

3.3 Concern Interactions

One of the goals of our approach is the ability to build a sydbg reusing a number of
existing concerns. Fifll 4 aiill 5 are examples of sample thaeésdn be obtained if we
combine more than one concern model.



Concern models are rarely completely orthogonal to eacérpbiut can relate to
each other in a variety of different ways. A concern can belired in an arbitrary num-
ber of interactions with one or more other concerns. Sanah |2 distinguish between
five different classes of concern interactions: dependarmylict, choice, mutex and
assistance. They also provide a conceptual Concern Itiemakcquisition (CIA) ex-
pert system for describing the relevant information abotgriactions between concerns
that need to be captured. Figliré 28 shows a simplified owenvi¢he CIA framework.
Domain experts add expertise about interactions betwesreens into the CIA system.
In order to use the CIA system for the investigation of condeteractions in GReCCo,
the GReCCo tool has to provide the concern composition paiion, which provides
the CIA system with the information on concern selectiore it of the selected con-
cerns is analyzed by the CIA system and the list of interastie presented back to the
GReCCo tool.

i Concern
§ Concern § com;.)f(')sn{on §
! interaction : i specification

_expertise | CA | GReCCo
Expert System List of interactions | tool
land solution tactics;

,,,,,,,,,,,,,,,,,,,,,,,,,,,, >

Fig. 28. Architecture of the CIA expert system

Our approach is currently constrained to the compositioondf two concerns at a
time. However, if we keep a composition history we could gurout interactions with
concerns that are already composed during the previous gtegexisting prototype of
the CIA expert system is not yet incorporated in the GReCQginen However, its
integration is conceptually straightforward and will balized in the near future.

4 Case-Study

In this section, we present an application from the domaiBle€ttronic Health Infor-
mation and Privacy (EHIP). We start from a description oftiaee part of the applica-
tion. On top of this application, we apply several reusablecerns using the GReCCo
methodology described in the previous section.

4.1 Screening Application
Screening application represents an information systera séreening lab. Patients

(ScreeningSubject) make an appointment to their radiographic pictuesdening) taken
by aRadiographer. Two differentRadiologists perform aReading of the radiographic



screening. In case the reading results are the, same anatid@onclusion is gener-
ated. Otherwise, a third reading takes place, whereaftethind radiologist creates a
final conclusion. In addition to the system itself, we hawired an additional client-
server mechanism so that patients can consult their owraliame from, e.g., a web
browser Client). RegistryService offers a set ofcreeningServices, each having its own
id. Fig.[29 presents a UML class diagram for the screening lgiicgtion. Fig.[3D
represents the behavior of a service execution.

F 3 Doctor R oyee
Client Radiologist . —{-name : String
; -license : String ~salary : double
1
acpess * Reading T
: -outcome : int Radiographer
RegistryServer * -results : String i
+executeService(id :int)| | Conclusion " 1 | : Client | | : RegistryServer | | : ScreeningService
" i T T
1 4 - String 41 eQecuteSemce id=
) > report : String \1 Eening (id=) ‘
ScreeningService [ (g ceninasubject | 1 1 :?rﬁ;z;date
-id : int T -
:S'SID -_SS'”FQ +screen() T \
+execute() name : String | |
Fig. 29.Screening Lab Application Model Fig. 30.Execute service

4.2 Application Firewall Pattern

The registry server, introduced in the previous sectionstreasure that only authen-
ticated and authorized clients may use a given service. Adagolution in this case
would be to interpose an application-level firewall that eaalyze incoming requests
for the registry services and check them for authorizatfodient can access a service
of the registry server only if a specific policy authorize$iblicies for each application
are centralized within thépplicationFirewall and they are accessed through a policy
authorization pointRAP) (fig. 31 and3R).

Policy
PAP "
A PolicyBase — i
Identit ; servicelD
y IdentityBase +grantAccess() e— +check() -role PEP
=t _ [®|+authenticate() +log() —predicate
—credentials +controlAccess() +interceptMessage()
el l +requestService()
- ApplicationFirewall Application
+requestService() +forwardService()

Fig. 31.Application Firewall Pattern



| : Caller | | : ApplicationFirewall | | :PEP| | : PAP | | : IdentityBase | | : PolicyBase | | : Application

» ».

requestService() requestService() controlAccess() authenticate) 1j I I
é(:Iie?t a&he;(ica_ted_ - ! !

access granted check() ! :I;l I

2ql£Sticcﬂ)tEd— i _ac:ess_gr;r‘ted_ - ‘l

I I forwardService() I I '|-|
SRR LR R
| | | | | |

L [ [ [ [ [ [
| | | | | |

| | | | | |

Fig. 32.Request Service

We want to compose the application firewall concern with thseb We follow the
framework described in the previous section and define thgosition model for the
structure (fig3B). We specify thétpplication, Caller andforwardService() are tem-
plate elements that should be instantiatedRegistryServer, Client and executeSer-
vice() elements respectively. In addition, we need to remove trectlassociation be-
tweenRegistryServer andClient as the application firewall concern will introduce an
indirect link between the two. For illustration purposes, @name th&egistryServer
to Server by placing ax modi fy > stereotype on the class, using atageto indicate
the new name.

\l/_ T 77 T<<instantiate >> |
<<modify>> |
RegistryServer ]

{name = "Server" } Application

— <<instantiate >> .

+executeService(id :int) & — — — — r+forwardService() 9

Fig. 33.Structural Composition Model

We want to obtain a composed behavior that actually chamhgeditectexecuteSer-
vice call from Client to RegistryServer by an indirectrequestService event. To specify
this we place a« replace > dependency link fromequestService to the executeSer-
vice event (fig(3h).



— e e - - = <<instantiate >>
<<instantiate >> |

| : Client | | : RegistryServer | | : ScreeningService | | : Caller | | : ApplicationFirewall | | 3 PEP| |
T T T T T T
o [
100 1 executeService(ig=) | | _2: requestServiceQ | |
3: execute _ T —
1 - N
<<replace> 4: requestService() )

5: controlAccess|

10: access granted
e — ==

nsodwo) Joineyag ¢ ‘b4

12: forwardService()

|
1
}
|
|
|
|
|
| 11; request accepted
; request accepte
|
|
|
|
|
|
|



The structure and behavior of the resulting composed madedlzown on figl_35

and36.

IdentityBase

+authenticate()

!

Identity
-id
—credentials
-roles

Policy

—servicelD
—role
—predicate

PolicyBase
+check()

Client

access

ApplicationFirewall

+requestService()

PAP

+grantAccess()
+log()

+controlAccess()

Employee

Server Radiologist | i
; -license : String [ fjiamekisinng
+forwardService() 1 4 -salary : double
1 perform
* Reading
ScreeningService -outcome : int Radiographer
1 4 Gty
Sid - int . results : String 7
Conclusion -
0 -report : String L1 conduct
Screening
PEP ScreeningSubject _date : date
+interceptMessage() -sisID : String * Rade
+requestService() -name : String +screen()

Fig. 35.Screening Application with Application Firewall Struceur

| : Client | | : ApplicationFirewall | | :PEP| | :PAPl | : IdentityBase | | :PoIicyBasel | : Server | | : ScreeningService
I ; I I I
requestService() ;
requestService() | | controlAccess() | . | | | |
= authenticate()
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execute |

Fig. 36.Screening Application with Application Firewall Behavior




4.3 Audit and Secure Logger Patterns

In the next step of our case study we would like to add audgingport to our design.
We have selected the Audit Interceptor pattern [fig. 37[@fhd@8entralize auditing

functionality. An Audit Interceptor intercepts busine&s tequests and responses and

creates audit events. Audit Interceptor depends on sonueeskagging facility without
which itis impossible to guarantee the integrity of the atrdils. This is why we intro-
duce also the Secure Logger pattern {fid. 39[add 40) whichendlre this additional

requirement.

1. Auditinterceptor
sends

1 1.*

forwards

+request()
use€  logdy
EventCatalog AuditLog
+lookupEvent() +logEvent()
+log()

Target

+request()

Fig. 37.Audit Interceptor Structure

LogFactory

+getLogger()

SecureLogger

LogManager

+log()

+log()

Logger

+logMessage()

-write()

Fig. 39.Secure Logger Structure

It is possible to apply these patterns to the applicationeh(id).[3%) one by one.
However, we chose to combine the two patterns using GReQ@bapply the com-
bined pattern on the application model. ThaditLog entity in the Audit Interceptor

Fig. 38.Audit Interceptor Behavior

T

request() lookupEvent

S I
logEvent()

| request()

‘ :Client‘ ‘ :Auditlmerceptor‘ ‘ :EvenlCalang‘ ‘ :AuditLog‘ ‘ :Target‘
T T

-

U

‘ :client‘ ‘ : SecureLogger ‘ ‘ : LogManager ‘ ‘ : LogFactory ‘ ‘ : Logger ‘
T T T T T
o L lo | getlogger) | [

_logger __ __
< ! write
logMessage()

Fig. 40.Secure Logger Behavior

pattern represents tHéient entity in the Secure Logger pattern. Hence, in order to

combine the two patterns, we have to merge the two entitie®laging them with a

<merge>> marked association (fifL11). We will also place a generatiing relation



between théog event from theAuditLog object and théog event on theSecurel ogger
(fig.@2).

AuditLog | —Audittlog__[Client
<<merge>>

Fig. 41.Structure Composition Model
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Fig. 42.Behavior Composition Model

The structure and the behavior of the combined pattern asersbn fig[4B an{f44.

1..* 1 Auditinterceptor |, L Target LogFactory
sends | irequest() forwards +request() +getLogger()

2 o]

EventCatalog AuditLog SecureLogger TogManager Logger
lookupEvent logEvent() | | +logMessage()
i L‘SS()Ve" ) +log () -write()

Fig.43.Combined Structural Model



[ :Clientl [ :Audillnterceptorl [ :EventCatangl [ :AudilLogl [ :Targetl [ :SecureLoggerl [ :LogManagerl [ :LogFacloryl [ 9

Logger |

T

T T
_request) . lookupEvent() , | I

T

Jlogger __ _

IogMe§sage()

5 write

Fig. 44.Combined Behavior Model

4.4 Final Refined Application

In the final step we will compose the combined Audit and Setigging concerns
(fig. @3 andZK) with the combined base and application firepattern (fig 3b and
28). In order to realize the structural composition, we #gabat Client and Target
classes from the combined pattern should be instantiatetidogpplicationFirewall
andServer classes from the main application respectively.

ApplicationFirewall _<<instantiate >>
+requestService()
Server <<instantiate >> __

+executeService( id : int)

Fig. 45.Structure Composition Model

In order to compose the behavior we first notice that the angrjusing a secure log-
ger) should be performed before the actual request is passled application firewall.
This is why we use a loop combined fragment around the whgjgiheg sequence and
place a< general ordering > dependency to theequestService() event. In addition, as
request() event is mapped tiorwardService() event we place an additionat merge >
dependency to denote that the two calls are the samTfig. 46).
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Fig.[41 and’2B show the structure and the behavior of the fipglication model
with Application Firewall, Audit Interceptor and Securedger concerns composed

into it.

IdentityBase
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" = Doctor
+authenticate() Server R Beer=sr String +——-name : String
+forwardService() 1] 9 i -salary : double
access 7 perfor
Identity PAP ApplicationFirewall * Reading Radiographer
= i ScreeningService o -
ot | [fganAcoes0 [ lesSenice) d | B 1
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+execute() “report : String L cpnduct
Policy .
—selrviceID 1] Screening
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+interceptMessage() Auditinterceptor g sceont
PolicyBase +requestService()
request
+check() jedtest)
Logger
‘?/ log! +logMessage()
-write()
EventCatalog AuditLog
SecureLogger LogManager
+lookupEvent() +logEvent()
+log() +log() +log()

Fig. 47.Final Application Model Structure

5 Evaluation

Our approach represents a framework for AOM using reusalrlearns, in which each
concernis modeled using UML class and sequence diagrarasggroach comes with
a prototype generic composition engine written in ATL, tbah compose two concern
models based on the composition directives defined in a degicomposition model.
In this section, we evaluate how our approach tackles theatslity requirements pre-
sented in sectiod 2.

5.1 Key requirements for reuse

We have illustrated in our case study how we can use the GRep@mach to reuse
modularized concerns. Each of the concerns used in ourstadg-can be reused in
another application simply by defining an appropriate cositfmm model.

\7“)9 Eaciory

+getLogger()
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Fig. 48.Final Application Model Behavior



Composition Obliviousness In our approach, each concern is modeled independently
from a concrete context in which it is going to be applied. @dmposition specifics,
such as template parameters, structural and behaviorafioadidns, etc., are specified

in a separate composition model, which is unique per contipasWe are aware that
the maximized reuse of concerns comes at the cost of a paltgdéirger and more
complex composition model. However, we believe that we carimize the effort re-
quired to build a composition model by introducing reusatamposition models. We
will investigate this in our future work.

Composition symmetry Our framework supports a generic approach to concern com-
position, i.e., symmetrical composition. We use the teamcern to uniformly refer to
base andaspect concerns and we allow compositions between anydwerns.

I nterdependency management We have tackled this requirement by reusing an ex-
isting generic framework that helps us to detect and martagedifferent interactions
when composing different concerns. The implementatiomefinterdependency man-
agement framework integration in GReCCo will be availahléhie near future.

5.2 Proof-of-conceptimplementation

We have developed a generic composition engine that readizeapproach on top of
ATL. A current working version of GReCCo can be found on theeGRo website[19].
The behavioral composition is not yet fully supported.

6 Related Research

There are many AOM approaches, each pursuing a distingligbal and providing
different concepts as well as notations. We consider thaegoazed by the alignment
to phases criteria introduced by Op de beeck efal. [10]:

6.1 AOM approaches aligned to implementation

Some AOM approaches offer no high level modeling conceptdaa map the design
to the concerns identified during requirements phase. @lipithey focus on modeling
AOP concepts such as join points, pointcuts, advices, B1f1E.1%,14]. Even though
this allows the modeling of a given concern in a certain marthese approaches re-
main too close to the implementation level. All these apphes typically come with
a relatively rich tool support. However, these approacherat score high given our
reusability criteria. Almost all implementation centrigggoaches support composition
asymmetry, which only supponbgse-aspect compositions. The composition context is
very much pre-defined by thaspect concerns (composition obliviousness). In addition,
as far as we know, these approaches provide little meanstardeand detect concern
interdependencies.



6.2 AOM approaches independent from implementation

Several other approaches are implementation indepenui@éptavide higher-level mech-
anisms for concern modeling and composition. These aphesdry default score better
concerning reusability as they allow a more abstract canmpresentation and com-
position. Our approach belongs to this group.

The approach of Jacobson et ALI[15] represents a use casa daftware develop-
ment method. AOSD with use cases comes with a systematiegsdcat focuses on the
separation of concerns throughout the software develophfiertycle. The approach
provides different means of modularization that allows wrgefine application-generic
modules. However, Jacobson’s approach does not focus sm,rear does it provide
any guidelines on how to reuse artifacts throughout diffeeg@plications and projects.
Moreover, there is no tool support available.

The Theme approach of Clarke et al.l[16] provides means fdviA®the analysis
phase withiTheme/Doc and in the design phase wiltheme/lUML. A Theme represents
a modularized view of a concern in the system. It allows a libger to model features
and aspects of a system, and specify how they should be cethbilneme supports
composition symmetry and allows any given themes to be ceagho

The Aspect-Oriented Architecture Models (AAM) approachFoénce et al.[[17]
presents an approach for composing aspect-oriented desigals, where each aspect
model describes a feature that crosscuts elements in thegrimodel. Aspect and
primary models are composed to obtain an integrated deseyn \Fhis approach is
asymmetric and allows only aspect models to be composedhégthrimary model.

Klein et al. [18] present an approach for specifying reusaspect models that de-
fine structure and behavior. The approach allows expressipgct dependencies and
weaving them in a dependency-consistent manner. The lwhheomposition is re-
alized using a semantic composition algorithm. Klein'sraggh is symmetric as well
and allows does not differentiate between aspect and badelsnwhat concerns the
composition.

Our approach is similar to these approaches, however, énerseveral key differ-
ences that result in a better concern reuse. All three appesause a template-based
mechanism for crosscutting concern compositions. Eackscrdting concern comes
with a set of template parameters that are instantiateahgltine composition by con-
crete elements from the other concern. Template paranadteesly pre-define the com-
position context as it is not easy to reuse a given concemaniifferent set of param-
eters (composition obliviousness). Our approach allowssdement of a reusable con-
cern to be parametrized. This provides a more flexible coitippsnechanism as the
same concern can be reused in more contexts using a difeerawitinstantiated param-
eters. Many concerns should (or must) be used with an a gil@n set of parameters.
However, there are concerns where it makes sense to allowea fiegible selection
of parameters. For example, even though the Applicatioewkill concern (fig31 and
B2) comes with a generic policy authorization point (PAPg,would like to allow the
possibility of overriding it with a more specific PAP.

Klein's approach is the only one that allows the definitiod detection of concern
interdependencies. However, only one sort of interdeparyd@amely dependency, is



supported. The CIA framework, on the other hand, is a sysierapproach that sup-
ports the complete set of possible interdependencies.

6.3 Other approaches

An approach conceptually similar to GReCCo, is the hypempaproach[3]. The hy-
perspace approach is more generic as it allows separatioongerns along multiple
dimensions calletlyperspaces. GReCCo separates them only along class and concern
dimensions. The concepts of class and concern in GReCCoecseem abyperdices,
which represent concerns in a given hyperspace.deakarative completeness crite-

ria, which requires hyperslices to declare everything tactvithey refer, is similar to
the composition obliviousness criteria that requires concerns not to refer to any specific
composition Declarative completeness also implies theomposition symmetry criteria.
Finally, thecomposition model in GReCCo is close to laypermodule, which integrates
hyperslices. Hyper/J and Theme are the most prominent mmgai¢ations of the hyper-
space approach. However, Hyper/J is a code-level solutionTéaeme’s crosscutting
templates do not quite conform to the declarative compéstercriteria. Notice that
both implementations support only two dimensions/hypaesp, similar to GReCCo.

7 Conclusions and Future Work

In this paper we have listed and discussed what in our vieskeyeharacteristics for
the enhancement of concern reuse: composition oblivi@ssremposition symme-
try and concern interdependency management. We have lieg@inew approach for
specifying concerns and their compositions and illustrét®n a case-study from the
Electronic Health Information and Privacy (EHIP) domaire Wave evaluated how the
GReCCo approach can help us tackle each of the key qualitiésproving reuse.

In the future we plan to investigate the possibility to retirmecomposition models.
We will also extend the GReCCo engine to support the behalvemmposition and
integrate it with the Concern Interdependency Acquisi{iGhA) framework. We are
also investigating the possibility to use domain-specifideling languages for certain
concerns. In addition, we plan to formalize the compositiecthanisms and evaluate
the scalability of our approach.
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