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Abstract

Over the last years, there has been an enormous boost in the number of solutions available for automating
system configuration tasks. However, there is no generally accepted taxonomy framework that serves as a
basis for evaluating configuration management solutions. In this report, we present such a taxonomy. We also
apply this taxonomy to a sample of configuration management tools.



Chapter 1

Taxonomy Framework

1.1 Introduction

Over the last years, there has been an enormous boost in the number of solutions available for automating
system configuration tasks. However, there is no generally accepted taxonomy framework that serves as a
basis for evaluating configuration management solutions. In this chapter, we define such a taxonomy.

The taxonomy framework we propose in section 1.2 is illustrated with a comparison of a sample of config-
uration management tools in the following chapters. We summarize the evaluation reports in chapter 12.

1.2 Configuration Management Taxonomy

Our approach in developing a configuration management taxonomy is both top-down and bottom-up. Top-
down, we identify user requirements for an advanced configuration management solution. Bottom-up, we look
at the key features of existing solutions.

The user requirements for a configuration management solutions can all be summarized as “minimizing
configuration errors”. As stated previously, configuration management solutions exist because humans make
mistakes. Solutions that automate manual practices can help to avoid mistakes. This is especially true in
environments that are growing more complex due to increasing scale, heterogeneity, changing requirements
and unpredictable behaviour. An advanced configuration management solution should provide mechanisms
to deal with these four evolutions.

The rest of this section defines four categories of classification criteria dealing with abstraction levels, the
specification language, consistency and distributed management.

1. Abstraction Level: The language used by a configuration management solution can be classified at dif-
ferent levels of abstraction, ranging from high-level end-to-end requirements, to low-level bit-configurations.

2. Specification Language: In this section, we discuss four specification language criteria dealing with
usability, domain coverage of a configuration management solution, the grouping mechanism and spec-
ifications at multiple abstraction levels.

3. Consistency: In this section, we discuss three criteria that ensure consistency in a computer infrastruc-
ture: modeling dependencies, conflict management and workflow management.

4. Distributed Management: Distributed management deals with federated management and distributes
translation of configuration specifications.



1.2.1 Abstraction Level

The language used by a configuration management solution can be classified at different levels of abstraction,
ranging from high-level end-to-end requirements, to low-level bit-configurations. The basic task of all config-
uration management solutions is to automate manual system administration. To achieve this, a configuration
management solution offers a user interface that makes abstraction of manual system administration. The
possible levels of abstraction can be classified as follows.

1. End-to-end requirements: End-to-end requirements are typical non-functional requirements [33]. They
describe service characteristics that the computing infrastructure must achieve. Figure 1.1 shows an
example of a performance characteristic for a mail service. Other types of end-to-end requirements
deal with security, availability, reliability, usability, ... There are currently no configuration management
solutions that provide an interface at the level of end-to-end requirements. In [30], an approach based
on first-order logic is proposed for expressing end-to-end requirements.

2. Instance distribution rules: At the abstraction level of instance distribution rules, the distribution of
instances in the network is specified. We will frequently use the concept of instances in this article. We
define an instance as a unit of configuration specification that can be decomposed in a set of parameters.
Examples of instances are mail servers, DNS clients, firewalls and web servers. A web server, for
example, has parameters for expressing its port, virtual hosts and supported scripting languages. In
Figure 1.1, the instance distribution rule prescribes the number of mail servers that need to be activated
in an infrastructure. To the best of our knowledge, no current configuration management solution can
deal with instance distribution rules. The need for such a language is uttered in [5] and [2].

3. Instance configurations: At the level of instance configurations, each instance is an implementation
independent representation of a configuration. An example of a solution at this level is Firmato [6], that
allows modeling firewall configurations independent of the implementation software used.

4. Implementation dependent instances The level of implementation dependent instances specifies the
required configuration in more detail. It describes the configuration specification in terms of the contents
of software configuration files. In the example in Figure 1.1 a sendmail.cf file is used to describe the
configuration of mail server instances. Solutions like LCFG [4] and Puppet [24] operate at the level of
implementation dependent instances.

5. Configuration files: At the level of configuration files, complete configuration files are mapped to a
device or set of devices. In contrast to the previous level, this level has no knowledge of the contents of
a configuration file. Many configuration management solutions, like IBM Tivoli [19], Bcfg2 [14], Cfengine2
[8] and Bladelogic [20] use this abstraction level.

6. Bit-configurations: At the level of Bit-configurations, disk images or diff's between disk images are
mapped to a device or set of devices. This is the lowest level of configuration specification. Bit-level
specifications have no knowledge of the contents of configuration files or the files itself. Examples of
management solutions that operate at this level are imaging systems like Partimage [32], g4u [17] and
Norton Ghost [36].

Figure 1.1 shows the six abstraction levels for configuration management, illustrated with an email setup.
The illustration in Figure 1.1 is derived from an example discussed in [5]. The different abstraction levels
are tied to the context of configuration management. In the context of policy languages, the classification
of policy languages at different levels of abstraction is often done by distinguishing between high-level and
low-level policies [37, 29]. The distinction of what exactly is a high-level and low-level policy language is rather
vague. In many cases, high-level policies are associated with the level that we call end-to-end requirements,
while low-level policies are associated with the implementation dependent instances level. We believe that a
classification tied to the context of configuration management gives a better insight in the different abstraction

2



1. End-to-end requirements
Configure enough mail servers to guarantee an SMTP response time of X seconds
4
2. Instance distribution rules
Configure 3 suitable machines as a mail server for this cluster
U
3. Instance configurations
Configure machines X, Y, Z as a mail server
J
4. Implementation dependent instances
Put this lines in sendmail.cf on machines X, Y, Z
J
5. Configuration files
Put configuration files on machines
!
6. Bit-configurations
Copy disk images onto machines

Figure 1.1: An example of different abstraction levels of configuration specification for an email setup.

levels used by configuration management solutions. In conclusion, a configuration management solution
automates the deployment of configuration specifications. From the level of bit-configurations, deployment is
simply copying bit-sequences to disks, while deploying configurations specified as end-to-end requirements
requires a much more complex process.

1.2.2 Specification Language

In this section, we discuss four criteria that characterize the specification language of a configuration manage-
ment solution. These criteria are (1) usability, (2) domain coverage of a configuration management solution,
(3) the grouping mechanism and (4) specifications at multiple abstraction levels.

1. usability: A critical factor in a solution’s adoption success is its user interface for specifying configura-
tions and for monitoring configurations [26, 12, 25, 2]. In both cases, we distinguish between language
based approaches and graphical user interfaces.

2. domain coverage: A configuration management solution can be a limited or general-purpose solution
in terms of supported platforms and functionality

3. grouping mechanism: To avoid replication, shared configuration specifications need a grouping mech-
anism.

4. multi-level specification: The automated translation of configuration specifications to deployed config-
urations can be complemented with user defined specifications at multiple abstraction levels.

All four of of these criteria are largely independent of a solution’s abstraction level. We define the specification
language of a solution as the representation of a solution’s abstraction level as discussed in the previous
section.

Usability

A critical factor in a solution’s adoption success is its user interface for specifying configurations and for moni-
toring configurations [26, 12, 25, 2]. In both cases, we distinguish between language based approaches and

3



graphical user interfaces.

1. Configuration Specification User Interface: The configuration specification can be created by edit-
ing text files or by a point-and-click interface. In the former case, a configuration management solution
defines a language for specifying configurations. In the latter case, a GUI or web-based interface is
provided. Solutions like Cfengine, Befg2 and LCFG use a language-based approach, while Netdirector,
Bladelogic and IBM Tivoli are examples of solutions that use a graphical approach. Language based ap-
proaches typically have a steep learning curve. However, some system administrators prefer language
based approaches because they can, once mastered, provide a higher productivity. Another advantage
of language based approaches is that they define open interfaces. The language definition of solution
X can be used as output format of solution Y. This is more difficult with graphical user interfaces. The
advantage of graphical approaches is its accessibility.

2. Configuration Monitoring User Interface: A configuration management solution can provide an inte-
grated (graphical) monitoring system and/or define a (language-based) interface for other solutions to
check the state of an infrastructure. A language-based interface has the advantage that multiple mon-
itoring systems can be connected with the configuration management solution. A monitoring system
allows the user to check the current state of the infrastructure and the delta with the configuration speci-
fication. Remember that one of the evolutions sketched in the introduction is that computer infrastructure
show unpredictable behaviour due to bugs, viruses and vulnerabilities. Therefore, we can not assume
that a configuration specification, once deployed, does not change anymore. That is way a configuration
management solution needs to provide a mechanism to monitor the current state of an infrastructure
and the delta with the configuration specification.

Domain Coverage

A configuration management solution can be limited or general-purpose solution in terms of supported plat-
forms and functionality. Comparing the functionality and platforms present in an infrastructure with the sup-
ported functionality and platforms of a configuration management solution is crucial to select the appropriate
(set of) configuration management solutions for an infrastructure.

1. Supported functionality: A solution like Firmato is limited to firewall configurations, while solutions like
Cfengine2, LCFG, Bcfg2 are general-purpose solutions.

2. Supported platforms: Microsoft SMS is limited to the Windows platform, while many open-source
solutions focus on Unix-systems. Only few solutions (for example Firmato) also allow to specify config-
urations for network devices like routers and switches.

Grouping Mechanism

To avoid replication, shared configuration specifications need a grouping mechanism. In many infrastructures,
some properties are shared between a subset (or multiple overlapping subsets) of devices [5]. For example,
devices need the same DNS client configuration, authentication mechanism, shared file systems, ...

Multiple implementations of grouping mechanisms are possible: LCFG [4] uses a preprocessor to group
shared properties, Bcfg2 [14] defines a group construct similar to a Unix group that can have members and
Cfengine [8] uses the concept of classes that can be combined with boolean logic to select common sets of
configuration specifications.

Examples of advanced grouping mechanisms that avoid replication even more are automatic definition of
groups and recursive groups.

1. automatic definition of groups: In Cfengine, a device inherits a predefined set of classes based on
environmental data like its architecture, operating system, kernel, .... This predefined set of classes
can be augmented with user defined classes.



2. recursive groups: Bcfg2 allows devices to be a member of one or more groups (comparable to the
Unix group construct), but groups can also be a member of other groups.

Multi-level Specification

The automated translation of configuration specifications to deployed configurations can be complemented
with user defined specifications at multiple abstraction levels. When a configuration management solution’s
language implements one of the higher abstraction levels in Figure 1.1, the details of the configuration specifi-
cation are added by the solution itself. Indeed, more abstract specifications are less detailed specifications. At
first, it seems that a solution has to make an engineering trade-off between providing an abstract specification
language, close to business requirements on one side and providing the solution’s users with a language that
allows detailed specifications. However, a solution can also support for multi-level specifications by provid-
ing an interface to specify extra details at each level in the translation process [34]. For example, a solution
with an abstraction level of instance distribution rules (Figure 1.1) provides automatic translation of instance
distribution rules to deployed configurations. When such a solution supports multi-level specifications, the
automated translation can be complemented with a specification at the level of, for example, implementation
dependent instances. Such a multi-level specification can be useful when the automated translation does not
give satisfactory results.

Since many solutions operate at the lower two levels of figure 1.1, they have little need for multi-level
specification. A solution at a higher-level, like LCFG [4] uses templates for translating key-value pairs into
configuration files. Since LCFG’s templates can be modified easily, they allow for multi-level specification.

1.2.3 Consistency

In this section, we discuss three criteria that ensure consistency in a computer infrastructure: modeling de-
pendencies, conflict management and workflow management.

1. dependency modeling: Modeling dependencies is, like the grouping mechanism of Section 1.2.2, a
mechanism for minimizing replication in the configuration specification.

2. conflict management: Because a configuration specification can contain conflicting definitions, a con-
figuration management solution should provide a mechanism to deal with conflicts.

3. workflow management: Workflow management deals with planning and execution of (composite)
changes in a configuration specification.

As stated previously, downtime due to configuration errors has a significant effect upon the cost of managing
an infrastructure. Since it is impossible for system administrators to oversee all consequences of a change in
the configuration of an infrastructure, automated solutions are needed for enforcing consistency of the overall
configuration. Support for consistency is not only a matter of consistent configuration for an individual system.
It also concerns the interactions between different systems on a network.

Dependency Modeling

Modeling dependencies is, like the grouping mechanism of Section 1.2.2, a mechanism for minimizing repli-
cation in the configuration specification. When dependencies are made explicit, a solution can support au-
tomatically changing configurations that depend on each other. For example, when the location of a DNS
server changes and the dependency between the DNS server and clients is modeled in the configuration
specification, a configuration management solution can automatically adapt the client configurations to use
the the new server. Again, dependency modeling reduces the chance of introducing errors in the configuration
specification.



In Section 1.2.1, we defined an instance as a unit of configuration specification that can be decomposed
in a set of parameters. Examples of instances are mail servers, DNS clients, firewalls and web servers. A web
server, for example, has parameters for expressing its port, virtual hosts and supported scripting languages.
Based on this definition, we can classify dependencies in three categories: (1) dependencies between in-
stances, (2) dependencies between parameters and (3) dependencies between a parameter and an instance.

1. Instance dependencies represent a coarse grained dependency between instances. Instance depen-
dencies can exist between instances on the same device, or between instances on different devices.
An example of the former is the dependency between a DNS server instance and the startup system
instance on a device: if a startup system instance is not present on a device, the DNS server instance
will not work. An example of dependencies between instances on different devices is the dependency
between DNS servers and its clients.

2. Parameter dependencies represent a dependency between parameters of instances. An example of
this is a CNAME record in the DNS system: every CNAME record also needs an A record.

3. Parameter - instance dependencies are used to express a relation between an individual parameter
and an instance. For example a mail server instance has a dependency that there needs to be an MX
record in the DNS server instance that refers to the mail server.

Note that it depends on the abstraction level of a solution which dependencies it can support. The two
lowest abstraction layers in Figure 1.1, configuration files and bit-configurations, have no knowledge of param-
eters and as a consequence, they can only model instance dependencies.

Solutions that support dependency modeling, typically do this by using references (LCFG and Puppet).
Firmato uses an Entity-Relationship diagram for modeling dependencies. These approaches are limited to
modeling parameter dependencies. Other solutions, like Bladelogic, only allow to model instance dependen-
cies instances by defining a relative order between instances.

Conflict Management

A configuration specification can contain conflicting definitions, so a configuration management solution should
have a mechanism to deal with conflicts. Despite the presence of grouping mechanisms and dependency
modeling, a configuration specification can still contain errors, because it is written by a human. In case of
such an error, a conflict is generated. Conflicts can be classified in two types: application specific conflicts
and contradictions in the policy specification, also called modality conflicts [27].

1. application specific conflicts: An example of an application specific conflict is the specification of
two Internet services that use the same TCP port. In general, application specific conflicts can not be
detected from the policy specification. Examples of research on application specific protocols can be
found in [18] and [11] where conflict management for IPSec and QoS policies is described.

2. modality conflicts: An example of a modality conflict is the prohibition and obligation to enable an
instance (for example a mail server) on a device. In general, modality conflicts can be detected from the
policy specifications.

When a configuration specification contains rules that cause a conflict, this conflict should be detected
and acted upon. A solution like Bcfg2 can detect modality conflicts but has only one associated action: signal
an error. LCFG allows to detect both application specific conflicts and modality conflicts. When a conflict is
detected in LCFG, it allows to specify a set of actions to execute in order to resolve the conflict.



Workflow Management

Workflow management deals with planning and execution of (composite) changes in a configuration specifi-
cation. If configuration specification were static, it would not be necessary to use a configuration management
solution. It is the high number of changes that makes the configuration management problem difficult to han-
dle. Changes can affect services distributed over multiple machines and with dependencies on other services
[5, 31]. One aspect of workflow management is state transfer. The behavior of a service is not only driven by
its configuration specification, but also by the data it uses. In the case of a mail server, the data are the mail
spool and mailboxes, while web pages serve as data for a web server. When upgrading a service or transfer-
ring a service to another device, one has to take care that the state (collection of data) remains consistent in
the face of changes. Another aspect of workflow management is the coordination of distributed changes. This
has to be done very carefully as not to disrupt operations of the computing infrastructure. A change affecting
multiple machines and services has to executed as a single transaction. For example, when moving a DNS
server from one device to another, one has to first activate the new server and make sure that all clients use
the new server before deactivating the old server. For some services, characteristics of the managed protocol
can be taken into account to make this process easier. For example, the SMTP protocol retries for a finite span
of time to deliver a mail when the first attempt fails. A workflow management protocol can take advantage of
this characteristic by allowing the mail server to be unreachable during the change.

In [15] a mechanism based on a version control system is proposed for Bcfg2. [38] discusses a more
advanced algorithm and applies it to VLAN management.

1.2.4 Distributed Management

Distributed management deals with federated management and distributes translation of configuration speci-
fications.

1. federated management: Federated management implies the distribution of management responsibili-
ties.

2. distributed translation: The distributed translation criterion represents the network model used to
translate and deploy configuration specifications.

The nature of the subjects that need to be managed is inherently distributed, but the configuration manage-
ment solution itself can be distributed as well [31]. The most simple management case is where one person
is responsible for managing the whole computer infrastructure without any connection to an external network
or communication with other computer systems. This is not likely to occur very often. In many cases, there is
some form of distributed management.

Federated Management

Federated management implies that management responsibilities are distributed. Management responsibil-
ities can be distributed based on sets of machines, functional characteristics, or a combination of both [5].
An example of such a combination can be someone who is responsible for dealing with the web and mail
infrastructure for the sales department of an organization. When federated management is supported, it is the
task of the configuration management solution to assemble different configuration specifications and resolve
potential conflicts. When supporting multiple managers, a mechanism needs to be present for authenticating
managers and an authorization mechanism is needed for limiting a manager’s powers.

Netdirector and Bladelogic are two solutions that support distributed specification. Netdirector allows to link
groups of devices and functionality with a system administrator while Bladelogic uses a role based approach
for specifying who is allowed to do what kind of changes.

'an infrastructure of computing devices



Distributed Translation

The distributed translation criterion represents the network model used to translate and deploy configuration
specifications. A configuration management solution typically consists of two agents: a translation agent and
a deployment agent.

1. translation agent: Distributed Management approaches can be classified in three categories, based on
the number of agents compared to the number of managed devices: centralized management, weakly
distributed management and strongly distributed management [28].

(@)

centralized management is the central server approach with only one translation agent. This
approach is used by solutions like LCFG, Bcfg2 and Netdirector. When dealing with huge net-
works, the central server quickly becomes a bottleneck. The latter is certainly the case when a
configuration management solution uses a high-level abstraction since the algorithm for computing
a device’s configuration becomes complex.

weakly distributed management is an approach where multiple translation agents are present
in the network. This approach can be realized for many centralized management solutions by
replicating the server and providing a shared policy repository for all servers. Another possible
realization of this approach is organising translation agents hierarchically.

strongly distributed management systems use a separate translation agent for each managed
device. Cfengine uses a strongly distributed model. The difficulty with this approach is enforcing
inter-device dependencies because each device is responsible for translating its own configuration
specification, devices need to cooperate with each other to ensure consistency.

2. deployment agent: In all approaches, each managed device contains a deployment agent that can
be push or pull based. In the case of a pull based mechanism, the software agent needs to contact
the translation agent to fetch the translated configurations. In a push based mechanism, the translation
agent contacts the deployment agent. Deployment agents also have to be authenticated and their ca-
pabilities for fetching policies or configurations have to be limited. Configurations often contain sensitive
information like passwords or keys and exposing this information to all deployment agents introduces a
security risk. Cfengine uses public-key cryptography for authentication deployment agents and allows
to limit the files an agent can fetch. Bcfg2 uses certificates or a shared key to authenticate deployment
agents. There is no explicit authorization mechanism present in Bcfg2 but the translation agent will only
serve files that are part of a device’s configuration.



Chapter 2

Bcfg2 Evaluation Report

Bcfg2 [13, 16, 14] is a tool developed at Aragonne National Laboratory with Narayan Desai as primary author.
Bcfg2 is implemented in Python.

2.1 Abstraction Level

Bcfg2 operates at the configuration files level. It provides an XML-based language for specifying configura-
tions. The specification contains references to the literal configuration files that need to be deployed. Other
things that can be specified are symbolic links, packages, services, directories and permissions that need
to be set. In theory, Befg2 could be extended to operate at a higher specification level by using its plugin
mechanism.

2.2 Specification Language

2.2.1 Usability

Configuration Specification User Interface alanguage-based interface (with XML as metalanguage) is used
for specifying policies.

Configuration Reporting User Interface Bcfg2 has very good web-based reporting capabilities. On client
connection, the server gathers statistics and collects the statistics in a database which is accessible from
the web-frontend. The web-frontend allows to check how many clients have out-of-sync specifications,
query for configuration file diffs, ...

2.2.2 Domain Coverage

Supported Functionality General-purpose

Supported Platforms Unix systems (Bcfg2 has been used on Linux, Solaris, FreeBSD and Mac OS X)

2.2.3 Grouping mechanism

Bcfg2 provides a grouping mechanism. Hosts can members of multiple groups and groups can inherit. Bcfg2
also allows dynamic groups. When a client contacts the server, the server executes probes on the client.
Based on the information of those probes, the client becomes a member of one or more dynamic groups.



2.2.4 Multi-level Specification

Since Bcfg2 operates at the level of configuration files, a multi-level specification mechanism is not necessary.

2.3 Consistency

2.3.1 Dependency Modeling
Instance dependencies N/A
Parameter dependencies N/A

Parameter - Instance dependencies N/A

2.3.2 Conflict Management

Modality conflicts Bcfg2 detects a ambiguous specification of a configuration file. When different versions
of a configuration file are assigned to a device, the version with the most specific group/individual host
wins. If a configuration file is generated by multiple plugins, an error is generated.

Application specific conflicts N/A

2.3.3 Workflow Management

Bcfg2 does not currently includes a mechanism for workflow management. A basic workflow management
system for Bcfg2 is proposed in [15] and is based on integration Bcfg2 with a subversion repository and a
state transition specification.

2.4 Distributed Management

2.4.1 Federated Management
Devices N/A

Functionality N/A

Security N/A

2.4.2 Distributed Translation

Server Model Bcfg2 uses a centralized server approach. Client/server communication is done using XML-
RPC over HTTPS. When duplicating the data repository, multiple servers can be used for dealing with
scalability concerns

Communication Pull-based

Security Devices can be authenticated with a share secret or certificates. A device can only fetch its own
configuration.

2.5 Acknowledgements

e Narayan Desai
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Chapter 3

Bladelogic Evaluation Report

Bladelogic [20] provides an integrated solution for managing the data-center. It deals with configuration man-
agement, automated installation, server provisioning, regulatory compliance, monitoring and an application
release management.

3.1 Abstraction Level

Bladelogic is situated at the level of configuration files. It offers a so called Network Shell which is a centralized
console for administration and scripting. Languages supported in this Network Shell are Zsh, Perl and Python.

Those jobs are little scripts that change the configuration of a particular service. The scripts are dependent
on the implementation of the service used. For example, when managing a web server, different scripts need
to be written for Microsoft IIS and Apache.

3.2 Specification Language

3.2.1 Usability

Configuration Specification User Interface GUI and web-based interface for managing configuration spec-
ifications by scheduling configuration tasks (jobs) on systems.

Configuration Reporting User Interface There is a module which provides graphical reporting/inventory
control capabilities.

3.2.2 Domain Coverage

Supported Functionality General-purpose. Focus on data-centers.

Supported Platforms Unix, Windows systems

3.2.3 Grouping mechanism

Bladelogic allows parametrization of policy jobs and a grouping mechanism based on characteristics such as
operating system name/version, location, ...

3.2.4 Multi-level Specification

Since Bladelogic operates at the level of configuration files, a multi-level specification mechanism is not nec-

essary.
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3.3 Consistency

3.3.1 Dependency Modeling

Instance dependencies Bladelogic offers a limited form of dependency modeling at the level of jobs. Jobs
can have annotations that specify a list of jobs that must be executed as a prerequisite.

Parameter dependencies N/A

Parameter - Instance dependencies N/A

3.3.2 Conflict Management
Modality conflicts N/A

Application specific conflicts N/A

3.3.3 Workflow Management

Bladelogic allows automatic rollback on job failure. The deployment of jobs can be staged or executed at a
certain time.

3.4 Distributed Management

3.4.1 Federated Management
Devices N/A

Functionality There is an advanced role-based access control mechanism. Users can be assigned to a list

” o«

of predefined roles like “allow bare-bones installation”, “enroll and decommission servers”, ...

Security Authentication/Authorization are supported. Authentication can be done by using secure remote
passwords, certificates, kerberos or active directory. Authorization uses the Role based access control
mechanism and detailed ACLs.

3.4.2 Distributed Translation

Server Model Centralized-server approach. Separate server instances can be activated, while sharing same
data repository.

Communication Push-based

Security Authorization: Since a push-based mechanism is used, clients can only see their own configuration.
Authentication is done using certificates or passwords.

3.5 Acknowledgements

e Steve McCluskey (Bladelogic Inc.)
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Chapter 4

Cfengine Evaluation Report

Cfengine [9, 7, 8, 10], or the configuration engine is an autonomous agent and a middle to policy language
and agent for building expert systems to administrate and configure large computer networks. Mark Burgess
is the primary author of Cfengine. Cfengine is developed at Oslo University College. Cfengine is implemented
in C.

4.1 Abstraction Level

Cfengine language is declarative. The basic language allows to specify configurations at the level of configu-
ration files. Cfengine has some general purpose primitives, for editing, copying, removing files and directories.
Also it has a primitive for settings permissions on files and directories and for executing arbitrary scripts.
Cfengine also has limited support for modelling configurations at the level of implementation dependent in-
stances. For example: it has built in support for network configuration and NFS-client/server configurations.
These built in language primitives enforce a best-practice configuration model.

4.2 Specification Language

4.2.1 Usability
Configuration Specification User Interface Language-based.

Configuration Reporting User Interface N/A

4.2.2 Domain Coverage

The language of Cfengine is not easy to extend. It is not designed to allow extensions in its policies at the level
of implementation dependent instances. However, it can be used as a general purpose management tool by
using its functionality at the level of configuration files.

Supported Functionality General-purpose

Supported Platforms Unix, Windows

4.2.3 Grouping mechanism

Cfengine has a very powerful class mechanisms with an associated boolean logic in the language to select
which components are to be activated for which devices.

13



4.2.4 Multi-level Specification

Since Cfengine operates at the level of configuration files, a multi-level specification mechanism is not neces-
sary.

4.3 Consistency

4.3.1 Dependency Modeling
Instance dependencies N/A

Parameter dependencies N/A
Parameter - Instance dependencies N/A

Dependencies could be simulated by using variables in the configuration specification.

4.3.2 Conflict Management
Modality conflicts N/A

Application specific conflicts N/A

4.3.3 Workflow Management
N/A

4.4 Distributed Management

4.4.1 Federated Management

No special authorization primitives are present for distributed policy specification. However, Cfengine could be
used to assemble policy specifications from different sources.

Devices N/A
Functionality N/A
Security N/A

4.4.2 Distributed Translation

Server Model Cfengine architecture is completely distributed. Each managed hosts runs a policy agent that
enforces the specified policy. Policies can be distributed by any available mechanism (scp, rsync, ...).
Cfengine also includes a daemon (cfservd) that can be used for securely distributing policies. The
decentralized execution model ensures maximum scalability/performance. Each managed device has
its own autonomous agent that only needs to communicate with the policy distribution server.

Communication Pull

Security Communication between the policy distribution server (cfservd) and clients is encrypted and public-
key cryptography is used for authentication. Clients can be restricted to a subset of the configuration
specification.
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Chapter 5

Firmato Evaluation Report

Firmato [6] is a toolkit to model the security policy of all firewalls network-wide, with explicit modelling of inter
dependencies between different firewall devices. Firmato is implemented in C.

5.1 Abstraction Level

Firmato models firewall configurations independent of the firewall software used, it is thus located at the
instance configuration level. A domain-specific Model Definition Language is used define firewall policies.
This is then translated into an ER Model. Based on the ER-model, firewall-specific rules are generated.

5.2 Specification Language

5.2.1 Usability
Configuration Specification User Interface Language-based.

Configuration Reporting User Interface Firmato uses a Rule lllustrator, which transforms the firewall-specific
configuration files into a graphical representation of the current policy on the actual topology. Such a
visualization allows a quick first evaluation of the viability of a chosen policy.

5.2.2 Domain Coverage

Supported Functionality Firewalls

Supported Platforms Unix, Windows, Network Devices

5.2.3 Grouping mechanism

Grouping construct. End-end specification of firewall policies.

5.2.4 Multi-level Specification
N/A
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5.3 Consistency

5.3.1 Dependency Modeling
Instance dependencies Models relationships between services (for example: mail client and mail servers)
Parameter dependencies N/A

Parameter - Instance dependencies N/A

5.3.2 Conflict Management
Modality conflicts Errors in specification are detected.

Application specific conflicts N/A

5.3.3 Workflow Management
N/A

5.4 Distributed Management

5.4.1 Federated Management
Devices N/A
Functionality N/A

Security N/A

5.4.2 Distributed Translation
Server Model Centralized
Communication Push

Security N/A

16



Chapter 6

LCFG Evaluation Report

LCFG [4, 1, 3] is a configuration management tool developed at the University of Edinburgh, with Paul Ander-
son as lead. LCFG is implemented in Perl.

6.1 Abstraction Level

The specification language of LCFG is composed of scoped attribute-value pairs. The system is seen as a
collection of components (each responsible for generating one or more configuration files). For each of these
components, a number of parameters can be set by using attribute-value assignments. The specification
language of LCFG operates at the implementation dependent instances level.

6.2 Specification Language

6.2.1 Usability
Configuration Specification User Interface The specification of configurations is done using plain text files.

Configuration Reporting User Interface Clients report back their current state and a web interface displays
errors, warnings, current resource values etc, and well as an indication of the current levels. This
information is also available from the server via a separate API if anything wants to process it further.

6.2.2 Domain Coverage

Supported Functionality General-purpose

Supported Platforms Currently, LCFG primarily supports RPM-based Linux systems and, to some degree,
Solaris systems. The specification language and infrastructure used do not need any extensions for
supporting other platforms, the components that generate configuration files need to be rewritten.

6.2.3 Grouping mechanism

The structuring mechanism used for avoiding replication is the standard C-preprocessor.

6.2.4 Multi-level Specification

The translation process can be manipulated by modifying templates or re-implementing components that take
care of translating the generated node profiles to configuration files.
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6.3 Consistency

6.3.1 Dependency Modeling
Instance dependencies N/A

Parameter dependencies LCFG allows to specify dependencies between different instances running on dif-
ferent devices by using the principles of spanning maps (a one to many dependency) or references (a
one to one dependency). An example of a spanning map is the configuration of a DHCP server which
has a spanning map for referring to the MAC addresses of its DHCP clients. An example of a reference
is the name property of a web server which refers to the host name. These mechanisms are limited to
dependencies between parameters. L

Parameter - Instance dependencies N/A

6.3.2 Conflict Management

Modality conflicts Each value can be assigned only once, but it may be modified an unlimited number of
times. C Macros are used to describe common conflict resolution strategies (e.g. add value to list,
remove a value to list, ...). Component authors can extend this mechanism with arbitrary Perl code
which will take two conflicting values and resolve them.

Application specific conflicts LCFG also uses the concept of validation constraints, that allow to specify
constraints on a parameter. Examples of such constraints are “the value given is a hostname in DNS”
or “the value given is a dotted quad IP address”. If such a constraint is broken, compilation will fail.

6.3.3 Workflow Management
N/A

6.4 Distributed Management

6.4.1 Federated Management

Devices LCFG has a mechanism for merging configuration specifications from multiple sources into a coher-
ent specification that is then translated to individual node configurations.

Functionality LCFG has a mechanism for merging configuration specifications from multiple sources into a
coherent specification that is then translated to individual node configurations.

Security N/A

6.4.2 Distributed Translation

Server Model LCFG uses a classical client-server architecture, where one server is responsible for assem-
bling and translating a centralized configuration to node configurations. These node configurations are
then fetched by the clients (who run on the managed node) and translated to configuration files by
per-component back-ends. There is a huge collection of existing back-ends available for common func-
tionality like web server configuration, firewall management, startup system configuration, ...LCFG has
been tested in an environment with over 1000 machines under total control. However, because of the
centralized-server approach, further scaling would require introducing more servers with a shared data
repository.
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Communication Pull-based

Security Authentication of clients is supported. Clients can only fetch their own configurations.

6.5 Acknowledgements

e Paul Anderson

e Ed Smith
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Chapter 7

Microsoft SMS Evaluation Report

Microsoft Systems Management Server (SMS) [21] is a systems management software product by Microsoft
for managing large groups of Windows-based computer systems. SMS provides remote control, patch man-
agement, software distribution, and hardware and software inventory.

7.1 Abstraction Level

The primary function of Microsoft SMS is software management and patch management. It also includes
functionality for running commands/scripts on remote hosts, transferring files, restarting client computers and
remote login.

Since Microsoft SMS has no knowledge of the contents of managed files, it is located at the configuration
files level.

7.2 Specification Language

7.2.1 Usability

Configuration Specification User Interface Microsoft SMS uses a GUI interface.

Configuration Reporting User Interface Extensive monitoring capabilities are included for asset manage-
ment (hardware and software), and software metering. A graphical user interface is used.

7.2.2 Domain Coverage

Supported Functionality General-purpose

Supported Platforms Windows

7.2.3 Grouping mechanism

Applications can be activated on hosts based on subnet, user, group characteristics.

7.2.4 Multi-level Specification

Since Microsoft SMS operates at the level of configuration files, a multi-level specification mechanism is not
necessary.
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7.3 Consistency

7.3.1 Dependency Modeling
Instance dependencies N/A
Parameter dependencies N/A

Parameter - Instance dependencies N/A

7.3.2 Conflict Management
Modality conflicts N/A

Application specific conflicts N/A

7.3.3 Workflow Management
N/A

7.4 Distributed Management

7.4.1 Federated Management
Devices N/A
Functionality N/A

Security Login-based authentication.

7.4.2 Distributed Translation

Server Model Weakly-distributed management approach. A hierarchy of parent and child servers can be
created. According to the documentation, one server should be able to manage up to 25000 clients.

Communication Push-based

Security Secured Authentication of devices.
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Chapter 8

Netdirector Evaluation Report

Netdirector [35] is an open source configuration management tool for managing open source applications
running on many variants of Linux and Solaris. Unique features include the ability to simultaneously push
changes out to many different platforms. Netdirector is implemented in Java.

8.1 Abstraction Level

Netdirector deals with changing files/running scripts and is located at the configuration files level.

8.2 Specification Language

8.2.1 Usability
Configuration Specification User Interface Web-based interface.

Configuration Reporting User Interface Status-reporting in web-based user interface.

8.2.2 Domain Coverage
Supported Functionality General-purpose

Supported Platforms Unix

8.2.3 Grouping mechanism

Devices can be grouped together.

8.2.4 Multi-level Specification

Since Netdirector is located at the configuration files level, a multi-level specification mechanism is not neces-
sary.

8.3 Consistency

8.3.1 Dependency Modeling

Instance dependencies N/A
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Parameter dependencies N/A

Parameter - Instance dependencies N/A

8.3.2 Conflict Management
Modality conflicts N/A

Application specific conflicts N/A

8.3.3 Workflow Management

Planning execution time of changes, rollback feature.

8.4 Distributed Management

8.4.1 Federated Management

Roles can be created which are associated with devices and services. This allows for flexible, two-dimensional
(devices and functionalities) authorizations.

Devices Supported.

Functionality Supported.

Security Authentication and Authorization based on role-system and logins.

8.4.2 Distributed Translation

Server Model Central server + agents on each managed system. XML-RPC + SSL is used as a communi-
cation mechanism. The server has a database which stores configuration data, authorizations and a
backlog of changes made. Multiple servers can be present, allowing weakly distributed management.

Communication Push-based

Security Bidirectional authentication based on SSL certificates. Server only pushes client configuration.

Acknowledgements

e Greg Wallace
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Chapter 9

Opsware Evaluation Report

Opsware [22] has to two major products: 1. Network Automation System and 2. Server Automation System.
The former manages all network devices like routers, switches, bridges, ... while the latter is responsible for
managing Windows/Solaris/Linux servers. These two systems provide a solution for configuration manage-
ment, software management and auditing.

9.1 Abstraction Level

No special-purpose language is used. All changes are in machine configuration file format. Opsware also
includes a global shell interface to execute commands on a group of servers. Opsware is situated at the
configuration files level.

9.2 Specification Language

9.2.1 Usability
Configuration Specification User Interface Web-interface.

Configuration Reporting User Interface Opsware has two modes of operation: deploy and audit. In deploy
mode, bundles of packages/files and scripts are distributed. Disadvantage is that those two modes
share no data. A deployment policy and an audit check for that deployment policy must be written and
maintained separately. The finest granularity that can be achieved in deployment mode is files. No
individual parameters of configuration files can be specified. Anything beyond basic functionality has to
be achieved by writing shell scripts. Audits are reported in Web-interface. Visual analysis/reporting is
supported.

9.2.2 Domain Coverage

Supported Functionality Server/Infrastructure

Supported Platforms Unix, Windows, Network Devices

9.2.3 Grouping mechanism

Standard grouping construct.
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9.2.4 Multi-level Specification

Since Opsware operates at the level of configuration files, a multi-level specification mechanism is not neces-
sary.

9.3 Consistency

9.3.1 Dependency Modeling
Instance dependencies N/A
Parameter dependencies N/A

Parameter - Instance dependencies N/A

9.3.2 Conflict Management
Modality conflicts N/A

Application specific conflicts N/A

9.3.3 Workflow Management

Opsware can be configured to require approval of administrators before a change becomes active.

9.4 Distributed Management

9.4.1 Federated Management

Role based access control for device views, actions and system actions.
Devices Supported.
Functionality Supported.

Security Authentication (logins) and authorization (role-based system) supported.

9.4.2 Distributed Translation
Server Model Centralized server (with failover support)
Communication Push-based

Security Multiple supported device mechanisms (TFTP, SSH, ...)
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Chapter 10

Puppet Evaluation Report

Puppet [23, 24] lets you centrally manage every important aspect of your system using a cross-platform
specification language that manages all the separate elements normally aggregated in different files, like
users, cron jobs, and hosts, along with obviously discrete elements like packages, services, and files. Puppet
is developed by Luke Kanies as an independent consultant (Reductive Labs). Puppet is implemented in Ruby.

10.1 Abstraction Level

The language syntax is ruby-like. The basic concept is that of a type (similar to the OO-class concept). Types
can be used to model configurations, package and service information. Puppet types can be used to create
implementation dependent instance configurations and (implementation independent) instance configurations.
At present, it is mainly used at the implementation dependent instance configuration level.

10.2 Specification Language

10.2.1 Usability
Configuration Specification User Interface Language-based

Configuration Reporting User Interface Can create graphs of client configurations.

10.2.2 Domain Coverage
Supported Functionality General-purpose

Supported Platforms Unix-systems

10.2.3 Grouping mechanism

Classing and subclassing mechanism, configuration chunks can be parametrized. There is also an if-else
structure available to select configuration chunks.

10.2.4 Multi-level Specification
N/A
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10.3 Consistency

10.3.1 Dependency Modeling
Instance dependencies N/A

Parameter dependencies It is possible to make available certain host properties to other hosts, which can
be queries by other components and other device configurations.

Parameter - Instance dependencies N/A

10.3.2 Conflict Management
Modality conflicts N/A

Application specific conflicts N/A

10.3.3 Workflow Management
N/A

10.4 Distributed Management

10.4.1 Federated Management
Devices N/A

Functionality N/A

Security N/A

10.4.2 Distributed Translation
Server Model Strongly distributed. Most of the translation computations are done at the client side.
Communication Pull-based

Security Certificate-based. Access to files can be restricted for clients based on IP address/DNS.
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Chapter 11

IBM Tivoli Evaluation Report

Tivoli [19] is in the first place a brand-name for IBM’s line of IT management products. Most, but not all, of
Tivoli products are integrated into the IBM Tivoli Management Framework. This framework provides the basic
functionalities as building blocks for other IBM Tivoli products. The term IBM uses for the functionality of its
Tivoli product line is ESM - Enterprise Systems Management. The IBM Tivoli Framework has matured from a
lot of separate products, that have been gradually integrated into a uniform management framework.

11.1 Abstraction Level

At its core, Tivoli has a secure file copying mechanism and script execution mechanism. Therefore Tivoli is
located at the configuration files level.

11.2 Specification Language

11.2.1 Usability

Configuration Specification User Interface |IBM provides different user interfaces to its management frame-
work. The main interface is a cross-platform GUI applications that integrates most management appli-
cations. A web-based version is also available, together with command-line utilities.

Configuration Reporting User Interface The user interfaces allow to monitor the current state of the net-
work.

11.2.2 Domain Coverage

Supported Functionality General-purpose

Supported Platforms Unix and Windows

11.2.3 Grouping mechanism

Tivoli provides facilities for grouping devices together and applying queries/file distribution/policy configuration
on groups of devices. The finest granularity that can be achieved is the distribution of files and scripts.

11.2.4 Multi-level Specification

Since Tivoli operates at the level of configuration files, a multi-level specification mechanism is not necessary.

28



11.3 Consistency

11.3.1 Dependency Modeling
Instance dependencies N/A
Parameter dependencies N/A

Parameter - Instance dependencies N/A

11.3.2 Conflict Management
Modality conflicts N/A

Application specific conflicts N/A

11.3.3 Workflow Management

Allows planning of task executions through “activity plans”.

11.4 Distributed Management

11.4.1 Federated Management

IBM Tivoli offers an authorization system to allow delegation of management responsibilities to different ad-
ministrators. The finest granularity that can be achieved is the responsibility over files and scripts.

Devices Supported.
Functionality Supported.

Security Supported (user-password logins).

11.4.2 Distributed Translation

Server Model The server runtime is a CORBA-based framework. Agents are distributed to all managed en-
tities. Different implementations (heavy and lightweight) of these agents exists. At its core functionality,
the IBM Management Framework provides a secure remote command execution and file copy facil-
ity. Multiple Tivoli servers can communicate with each other and exchange policies, allowing a weakly
distributed management model.

Communication Push

Security Since a push-based mechanism is used, clients can only see their own configuration. Authentication
of clients is supported.
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Chapter 12

Conclusion

The sample of configuration management tools presented in the previous chapters, classified by using our

taxonomy framework includes three open-source tools developed by academia (Bcfg2, Cfengine and LCFG),

five tools backed by companies (Bladelogic, Microsoft SMS, Netdirector, Opsware and IBM Tivoli Configuration

Manager), one research prototype (Firmato) and one tool developed by an independent consultant (Puppet).
As a conclusion, we provide a tabular summary of the capabilities of each tool in table 12.1
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