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Abstract

Developing and deploying end-to-end applications for sensor net-
works in a realistic (business) context remains highly complex. We
identify two main reasons for this complexity: the need for interop-
erability between applications and the underlying system software,
and the need to integrate functionality that runs on different types
of hardware platforms. This position paper argues for an integrated,
generic software architecture for sensor applications. This architec-
ture is the blueprint of a middleware platform that can be assembled
with components and customised for three types of sensor platforms
in such a way that it contains minimal but sufficient functionality to
meet the application requirements. In this way, software developers
can be relieved from the lowest level details, which optimises man
power efficiency while still allowing to exploit a system’s resource
capabilities in the most optimal way.
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Abstract

Developing and deploying end-to-end applications
for sensor networks in a realistic (business) con-
text remains highly complex. We identify two main
reasons for this complexity: the need for interop-
erability between applications and the underlying
system software, and the need to integrate func-
tionality that runs on different types of hardware
platforms. This position paper argues for an in-
tegrated, generic software architecture for sensor
applications. This architecture is the blueprint of
a middleware platform that can be assembled with
components and customised for three types of sen-
sor platforms in such a way that it contains minimal
but sufficient functionality to meet the application
requirements. In this way, software developers can
be relieved from the lowest level details, which op-
timises man power efficiency while still allowing to
exploit a system’s resource capabilities in the most
optimal way.

1 Introduction

Deploying end-to-end sensor applications remains
highly complex given the very dynamic and het-
erogeneous environments in which they must oper-
ate. The dynamism and heterogeneity of the envi-
ronment require special attention for interoperabil-
ity between (1) system software and the applica-
tions that make use of it, and (2) functional compo-
nents that reside at highly heterogeneous hardware
platforms. With end-to-end sensor applications we
mean applications that are distributed over one or
more wireless sensor networks (WSNs) and an en-
terprise back-end, and are driven by application-
specific policies.

To illustrate the need for interoperability, we first
sketch a realistic end-to-end business example in
the context of cargo logistics. Subsequently we
zoom out and highlight the generic characteristics
that are apply to many similar business scenarios.

Imagine a container harbor in which various ap-
plications monitor cargo (e.g. containers) in arriv-
ing ships, equipped with a WSN to collect various
data about the load, such as location, temperature,
or oxygen level.

When a ship arrives at the harbor, its load will
be checked by various stake holders such as state
authorities, the harbor exploitation company, se-
curity organisations, or the owner of specific con-
tainers in the ship. Each of these stake holders may
want to execute highly different applications on the
ships’s WSN, for instance, calculating import du-
ties, checking for stowaways, detecting and regis-
tering chemical substances, or checking the status
and quality of the load.

Stake holders may place extra sensor nodes in the
harbor infrastructure (e.g. on docks and bridges, or
in the PDAs of harbor employees), which must co-
operate with and integrate in with specific WSNs
of passing ships. For example, a security organisa-
tion that searches for dangerous chemical products
might provide powerful detection sensors, or the
harbor exploitation firm may have placed GPS en-
abled anchor nodes that help in localising specific
items.

The sketched applications execute parts of their
functionality on highly heterogeneous hardware
platforms. The business related part (e.g. logistics
planning, data logging, tax calculation) will obvi-
ously execute on heavy weight enterprise servers,
while data retrieval components run on lightweight
sensor nodes. We identify three types of sensors
that can play a relevant role in complex WSNs:



leaf nodes, coordinator nodes, and travelling nodes.
Leaf nodes have installed a predefined set of ser-
vices which can be managed by external parties.
They typically concentrate on data retrieval. Co-
ordinator nodes have enough resources available to
offer extra services to other nodes and may act as
gateway to external environments. Given their co-
ordinating role, they can take into account business
policies that describe how a WSN should behave.
Travelling nodes are typically attached to mobile
carriers and can dynamically join and leave a WSN.
These nodes may extend the capabilities of a WSN,
for instance, to detect specific chemical products in
the load of a ship.

Two generic characteristics can be derived from
the example above. First of all, the example
presents a realistic business scenarios where a single
WSN must cooperate with multiple applications,
and integrate sensor nodes which may have in-
stalled different (implementations of) services. By
consequence, application functionality and WSN
functionality must be interoperable, which means
that a vertical integration of both software levels is
needed.

Secondly, the example clearly shows the hetero-
geneous landscape of hardware platforms that host
various parts of a sensor application, i.e. on the one
hand enterprise servers and, on the other hand var-
ious types of sensor nodes. This implies the need
for horizontal integration of different (sensor) plat-
forms, following a holistic approach that couples
WSNs and traditional networks [3].

Given the context briefly sketched here, we argue
that sensor application developers must be offered
a generic middleware layer that can be customized
for particular sensor types and various applications.
Deploying such a middleware in a specific context
involves integrating the resource capabilities of the
sensor platform and the requirements of the appli-
cations running on it. We consider two types of
integration: vertical integration, i.e. interoperabil-
ity between multiple software layers within a single
sensor platform by adding business policies or strip-
ping unneeded functionality, and (2) horizontal in-
tegration, i.e. assembling for each specific sensor
type a customized middleware layer that contains
the minimal but sufficient set of components.

The paper is structured as follows. Section 2
discusses the main challenges that must be ad-
dressed to offer development support for end-to-end

sensor applications: vertical integration of, for in-
stance, business policies, and horizontal integration
of functionality. Section 3 zooms in on the chal-
lenges related to vertical integration in the context
of high-end sensor nodes: Section 3.1 describes the
requirements to be supported by the sensor node
middleware, while Section 3.2 illustrates first steps
towards such a middleware in the context of WSNs.
Section 4 summarises the ideas presented in this
paper.

2 Research challenges

In addressing the formulated position statement,
we focus on two key research challenges: (1) defin-
ing a generic software architecture that acts as a
blueprint to guide developers in horizontally inte-
grating the functionality of the three sensor types,
and (2) including this software architecture as a
middleware layer which realizes the vertical inte-
gration of application software and the underlying
sensor operating system.

2.1 Horizontal integration

The need for an integrated middleware architec-
ture has already been stressed by [4]: ”we need to
integrate WSNs with other IT systems”, the state-
of-the-art sensor network solutions ”lack an end-
to-end, integrated middleware for managing dis-
tributed data retrieval”. Middleware that is assem-
bled for each of the three types of hardware plat-
forms must allow to compose software that con-
tains minimal but sufficient functionality to meet
the application requirements. As such, the middle-
ware must enable software developers to compose
the required services (for instance for routing, lo-
calisation, or classification) in a resource-effective
and consistent way.

From a functional perspective, the middleware
must create a balance between state-of-the-art mid-
dleware (e.g. CORBA) and the current practice of
creating limited, low-level, and handcrafted func-
tionality, which makes complete application devel-
opment hard. Mapping application requirements to
a tailored software composition that supports these
requirements is not trivial and it seems to be hard,
if not impossible for an application programmer to
do this by hand. First of all, in order to fully exploit



the available resources, the selection of functional
components must be well balanced, which compli-
cates the use of ’general purpose’ components. Sec-
ondly, the large scale at which sensor networks are
deployed and their highly dynamic character make
it very difficult for a programmer to select the most
appropriate composition of middleware services [3].

Consequently, when we approach middleware
from a software engineering perspective, the mid-
dleware must offer first of all a comprehensive set
of APIs to enable man-power-efficient application
development. However, equally important to make
end-to-end application development feasible, is to
provide support for assembling software compo-
nents in such a way that the available resources
are optimally exploited. This will require a soft-
ware architecture which provides a blueprint that
can be instantiated as preferred.

2.2 Vertical integration

Given the heterogeneity of the three identified sen-
sor types, vertical integration means hiding system
details as much as possible, while still being open
for fine-tuning or customising the underlying sys-
tem in a controlled way. To this end, the mid-
dleware should offer support (1) to influence the
system’s behavior by injecting application specific
preferences and stripping unneeded functionality,
and (2) to exploit system capabilities in the most
effective and efficient way by intelligently matching
application requirements and the system’s resource
capabilities [2].

In other words, vertical integration of applica-
tions, middleware, and system software, means that
these three levels of abstraction are open for exter-
nal triggers that optimise the global behavior of the
application. For example, in the container trans-
port case, an immigration control application may
like to increase the precision of sensor localisation
when it receives indications of the presence of stow-
aways. This could imply that temporarily a more
precise, but less efficient localisation service must
be used.

The diverse resource constraints imply that the
level of middleware abstraction is different for each
of the three perspectives. The middleware layer
in a sensor node will be much closer to and more
tightly coupled with the operating system than an
enterprise middleware layer. By consequence, ver-

tical integration should be approached differently
in each hardware platform type.

Finding a balance between hiding system de-
tails and being open for customisation leads to a
broader concern of merging the middleware and
the underlying operating systems and network in-
frastructures. Blair, et al. [1] argue that there is
great potential in developing systems that are ver-
tically integrated and can be seamlessly inspected
and adapted as a unified pool of component-based
functionality.

3 Towards a middleware ar-
chitecture

By way of validating our ideas, this section de-
scribes first research steps in the direction of a mid-
dleware architecture that supports both horizontal
and vertical integration of functional components.
We first present the key characteristics such an ar-
chitecture must support. After that, we describe
the main components of the architecture and show
how they support the identified requirements.

3.1 Key characteristics

The three main characteristics of the intended ar-
chitecture are adaptability, reconfigurability, and
uniformity. We explain these characteristics in the
context of the three types of sensor nodes identified
in the business example, i.e. leaf nodes, coordinator
nodes, and travelling nodes.

3.1.1 Adaptability

In order to support applications in the most effec-
tive way, leaf sensor nodes must be adaptable by ex-
ternal parties when the execution context changes.
This can be the case when the number and type
of applications that use a WSN changes during the
WSN’s lifetime, when the requirements of a single
application change dynamically, or when the sensor
node itself changes (e.g. low battery).

Thus, in order to optimally exploit the available
resources in a leaf sensor node, it must allow to
activate and deactivate the services it has installed.
For example, when a leaf node on a cargo ship is
only used for forwarding data but actually offers
services for time synchronisation and localisation



as well, the latter services can be de-activated as
long as no application uses them.

3.1.2 Reconfigurability

Coordinator nodes must be reconfigurable in or-
der to take into account various business contexts
in which they operate. Depending on the circum-
stances, data may have to be retrieved as fast as
possible, as accurately as possible, as efficiently as
possible, etc. By consequence, coordinator nodes
must be open for injection of high level descrip-
tions of business policies, and they must offer the
mechanisms to interpret and apply them.

For example, owners of specific cargo may ask
at regular times where its load is approximately
resided in order to keep their clients informed. A
reasonable policy may be to answer with the latest
position that was cached on a coordinator node, or
to use a very efficient but less accurate localisation
service. However, when a security organisation in
a harbor has indications that the load of an ar-
riving ship contains highly toxic products, it may
request very accurate location information, regard-
less of the efficiency of the implementation. In this
case, the coordinator node should forward the re-
quest to the other nodes in the WSN.

3.1.3 Uniformity

Travelling sensor nodes must operate in a specific
WSN context, which does not necessarily use the
same services that are locally installed. By conse-
quence, its services must be interoperable with a
wide variety of services on the WSN, which means
that independently developed services must be us-
able in a uniform way.

In addition, upon joining a WSN, travelling sen-
sors must be able to detect which services are cur-
rently being used in the WSN, to load extra services
if necessary, and to remove services from the node
when they are no longer needed or counter produc-
tive in combination with those in the WSN.

3.2 Helicopter view

This section first presents the key components in
the middleware architecture. After that, it dis-
cusses how they support the preferred character-
istics presented in Section 3.1, and to what extent

the architecture represents a first step towards a
complete architecture for sensor applications.

Figure 1 shows three instantiations of the
blueprint architecturef for (a) a leaf sensor node,
(b) a travelling node, and (c) a coordinator node.

3.2.1 Key components

Service Manager. The architecture offers ap-
plications a generic functional API which hides
the heterogeneity of service implementations, and
a control API to activate and deactivate services.
The Service Manager translates a generic request
to a particular service component type. If multiple
services can handle the request, the Service Selector
is called.

Service Selector. The Service Selector selects
the most appropriate service implementation to
handle an application request. The Service Man-
ager provides the required service type. In case of a
travelling sensor, the Service Discovery component
may be called to identify and load available service
implementations that are used in the local sensor
network. By combining information of these two
components, the Service Selector is able to decide
which service implementation is most appropriate
to handle the request.

Policies. The decision process that influences
the activities of the Service Manager and the Ser-
vice Selector has been separated in two policy com-
ponents. The Service Manager Policy describes
how to map an abstract service request to a con-
crete service type. The Service Selector Policy de-
scribes how to select an appropriate service imple-
mentation.

3.2.2 Discussion

The architecture described supports the character-
istics presented in the previous section as follows:
the control API of the Service Selector can be called
to adapt the functionality of a node, the middle-
ware hides the heterogeneity of service implementa-
tions by offering a uniform functional API, and the
behavior of coordination sensors can be customised
by injecting policies that map a service request onto
the most appropriate component.

In addition, the middleware fits in the approach
to address the key challenges presented in Section
2. On the one hand, the architecture enables hor-
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Figure 1: Three instances of the blueprint middleware architecture. Figure (a) shows the architecture
for a leaf node that has N services installed (e.g. for routing, time synchronisation, or localisation).
Figure (b) shows how the architecture is customised on travelling sensor nodes, by a service discovery
component that identifies the services running on the WSN it joins. Figure (c) shows the architecture
for a coordinator node. In this case, the system’s behavior can be customised by specific policies.

izontal integration support by providing a generic
structure that guides optimal component assembly
according to the type of sensor on which it will exe-
cute. On the other hand, it enables vertical integra-
tion by offering policies and a generic API through
which system resources can be exploited in the most
effective way.

Obviously, the presented architecture shows a
high level abstraction of our middleware layer. The
next step will be to investigate management and co-
ordination aspects (how to consistently deploy new
policies or services in a WSN? how to coordinate
simultaneous adaptations in multiple sensor nodes?
how to combine business policies of multiple appli-
cations that run simultaneously on a WSN?), se-
curity (how to authorise different applications that
execute on a single WSN?), and safety (how to en-
sure consistency when dynamically changing a sen-
sor node?).

4 Summary

This paper sketches a research direction that aims
for supporting the development of end-to-end appli-
cations for sensor networks. We have sketched an
application context to illustrate the requirements
and to clarify the two key challenges that need to
be addressed: horizontal integration of functional-
ity in three different types of sensors, and vertical
integration of domain specific policies into a single

sensor platform. We have presented a helicopter
view on our middleware architecture that applica-
tion developers can customize.
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