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Abstract

This report is the result of an extensive literature survey per-
formed by its authors. Our goal is to provide an overview of existing
formal approaches to information and software security. A rough
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1 Introduction

This document is the result of a literature survey done in the context of
the SoBeNet projectE. We survey solution techniques for information and
software security, and focus specifically on formal, mathematical approaches
because only techniques with such a formal foundation allow for provable
claims about certain security aspects.

Any formal approach to security must be based on a formal description
of the power of attackers. One must define precisely what an attacker is
capable of in order to be able to prove that a system is secure (in some
sense) against that attacker.

An important distinction is whether one considers attackers that manipu-
late “raw bits”, i.e. attackers that have access to the physical representation
of information, for instance because they control a communication line, or
because they can steal a harddisk. We classify approaches that deal with
such attackers under the heading information security, and treat them in
section [2.

Under the heading software security, section |3 deals with the scenario
where attackers interact with valuable resources through some software
layer. In most works surveyed under that section, the formal model of the
attacker is more implicit.

2 Information Security

Information security is achieved by means of cryptography [MvOV96]. For-
mal approaches to proving security properties of cryptographic primitives
and protocols differ in their assumptions about the abilities of an attacker.

We distinguish between three important approaches. The most con-
servative approach is that of information-theoretical security, which avoids
any assumptions that do not follow from the laws of Nature. This is of
course a very strong notion of security, its main disadvantage being that
only few schemes satisfy it, and many of those that do are completely im-
practical. The second approach we describe, computational security, builds
on results in complexity theory and considers attackers to be probabilistic
polynomial-time Turing machines. Security proofs under this approach rely
on widely-believed but unproven assumptions such as the intractability of
some mathematical problem, or on the existence of a very basic primitive
such as one-way functions. The third approach, formal security, states as-
sumptions about the abilities of attackers in some kind of formal system. A
very promising feature of this approach is that it may allow for automated

!The SoBeNeT project is an IWT-SBO project on the development of secure appli-
cation software. See http://sobenet.cs.kuleuven.ac.be/ for more information about the
project.



generation and verification of security proofs; the flip side however is that it
takes a very high (and arguably unrealistic) level of abstraction from basic
cryptographic primitives such as encryption and signature schemes. Lastly,
we will discuss some recent attempts to bridge the computational and formal
approaches.

2.1 Information-Theoretical Security

Information-theoretical security is often referred to as unconditional secu-
rity, which is a slightly misleading term as it seems to imply that it not
based on any assumptions at all. This is not completely true, as it is hard
to imagine cryptography in a world where for example true randomness
doesn’t exist, or where secrets cannot be kept hidden from an adversary
[DMO04]. Information-theoretical cryptography, however, does not impose
bounds on the computational power of the adversary and does not rely on
the unproven hardness of certain mathematical problems.

Shannon pioneered the field of information theory during the second
world war, but his revolutionary results were only published afterwards
[Sha48]. He was the first to understand how the amount of information
(or entropy) contained in a message can be measured, and later applied
it to cryptography [Shad9] by defining perfect secrecy of a cipher as the
property that without the secret key, the ciphertext contains no information
about the original plaintext at all.

Shamir’s secret sharing scheme [Sha79] is one of the few practical information-
theoretically secure cryptographic primitives.

More practical schemes are obtained by adding extra assumptions that
seem to be true in the physical world that surrounds us, e.g. the availability
of noisy channels [Wyn75, CK78, Mau93|, limitations on the adversary’s
memory[Mau92, CM97|, or Heisenberg’s uncertainty principle in quantum
mechanics [Wie83, BBBT92]. An overview of information-theoretical cryp-
tography was written by Maurer [Mau99]. An overview of cryptography
based on noisy channels is due to Wolf [Wol99].

Overall, information-theoretical cryptography provides the strongest se-
curity guarantees, but most schemes are so impractical that they can only
be used in extremely high-security environments.

2.2 Computational Security

Computational security makes assumptions about the computational power
of attackers, and about the computational hardness of certain mathemati-
cal problems, often called primitives. A typical example is the problem of
factoring large numbers.

The early eighties saw the introduction of the approach of provable se-
curity [BM82, Yao82, GM84|, sometimes more appropriately called reduc-



tionist security, which was further brought to practice during the nineties
[Bel98]. The idea of provable security is to provide, along with a scheme,
a mathematical proof showing that any attack on the scheme can be trans-
formed into an attack on an underlying primitive or mathematical problem,
thereby directly tying the security of the scheme to the security of its build-
ing blocks.

Obviously, such security proofs are relative to their assumptions: if
building quantum computers becomes feasible, the assumption that fac-
toring large numbers is hard ceases to be realistic. Moreover, any security
proof needs to make assumptions about the information that an attacker
can gather, and does not provide any guarantees against adversaries that
break these assumptions. Good examples of such attacks are timing [Koc96]
and power analysis [KJJ99] attacks, where the adversary extracts additional
information by carefully measuring the time or energy required to perform
cryptographic operations.

2.2.1 Security Notions

Before anything useful can be said about the security of a scheme, it must be
made perfectly clear what is understood under its security. This is captured
by the security notion associated to the primitive, which is usually described
in terms of a game or experiment. The adversary, modelled as a probabilistic
algorithm, is given certain inputs and has access to certain oracles, and is
challenged to create an output that is considered “offending” to the scheme.

Deciding on a suitable security notion that is strong enough to be mean-
ingful for practical purposes, yet weak enough to be achievable by real-world
schemes, is an important and time-consuming task that should not be un-
derestimated. Security notions may take a long time to crystallize, and
in fact it is not uncommon for multiple notions to exist (and have good
reason for their existence) in parallel. Public-key encryption for example
has an extended history of suggested adversarial goals and attack models,
ranging from indistinguishability of ciphertexts under chosen-plaintext at-
tack [GM84], non-adaptive chosen-ciphertext attack [NY90] and adaptive
chosen-ciphertext attack; over non-malleability of ciphertexts [DDN91] un-
der the same sorts of attack [DDN91, DDN95, DDNOO]; to the very high-
level concept of plaintext awareness [BRIS|. After the publication of rela-
tions among these notions [BDPRYS|, the community seemed to settle with
indistinguishability under adaptive chosen-ciphertext attack as the “holy
grail” for public-key encryption, although Canetti et al. [CKNO03] recently
suggested to slightly loosen the definition again.



2.2.2 Theoretical Results

The goal of this research track is to find minimal assumptions (or separation
results) for existence of cryptographic primitives. Common assumptions
are existence of (trapdoor) one-way functions and permutations. E.g., it is
known that if one-way functions exist, then so do families of pseudo-random
functions [GGMS86], pseudo-random permutations [LR88] (and hence block
ciphers), signature schemes [Rom90], pseudo-random generators [HILL99]
and commitment schemes [Nao91, HILL99].

2.2.3 1Idealizations for Practical Schemes

THE RANDOM ORACLE MODEL. Motivated by the lack of provably secure
constructions that were efficient enough to replace heuristic schemes in use
around the mid-nineties, Bellare and Rogaway [BR93] suggested the ran-
dom oracle model as a compromise between theory and practice, sacrific-
ing a piece of provable security to buy efficiency. They used this para-
digm to prove the security of their OAEP (Optimal Asymmetric Encryption
Padding) [BR98, Sho02] and PSS (Probabilistic Signature Scheme) schemes
[BRI6]. These are just as efficient as the heuristic schemes in use at the time,
and gradually made their way into industrial standards such as PKCS#1
and IEEE P1363. The random oracle model has since been used in numerous
security proofs throughout the literature.

The idea of the random oracle model is to prove security in an imagi-
nary model where all algorithms, including the adversary, have access to an
oracle that implements a random function, meaning that images are inde-
pendently and uniformly distributed over the domain of the function. When
implemented in practice, the random oracle is replaced with a “good” cryp-
tographic hash function. The hash functions are hoped to sufficiently mimic
the unpredictable behavior of a random oracle to preserve security in the
real world.

A lot of controversy exists about the true value of security proofs in the
random oracle model, and indeed, they should be treated with care. As-
suming hash functions to behave like random oracles is not just a strong
assumption, it is plainly false: obviously, no efficiently computable func-
tion can ever be assumed to be unpredictable. Moreover, critiques have
been found separating the random oracle model from the standard model.
Canetti, Goldreich and Halevi [CGH98] designed (contrived) encryption and
signature schemes that are secure in the random oracle model, but that
are insecure when the random oracle is instantiated with any function en-
semble. Later, Nielsen [Nie02] showed that the problem of non-interactive
non-committing encryption has no solution in the standard model, while it
has a simple solution in the random oracle model. Goldwasser and Tauman
[GKO03] demonstrated the existence of a (contrived) identification scheme



for which the Fiat-Shamir transform produces an insecure signature scheme
when the random oracle is instantiated with any function ensemble. The
Fiat-Shamir transform [FS86] converts a class of identification schemes into
signature schemes and was proven to be security-preserving in the random
oracle model [PS00, AABNO02]. Recently, a random oracle-using solution
for the quite natural problem of cca-preserving asymmetric encryption was
found to be uninstantiable [BBP04]. While the proposed scheme is quite
natural, it has to be instantiated with a contrived symmetric encryption
scheme to come to a contradiction.

THE GENERIC GROUP MODEL The generic group model [Nec94, Sho97] ideal-
izes the group structure of an algebraic group: the adversary only has access
to random encodings for group elements and has oracle access to the group
operation, so it cannot use tricks particular to one type of groups. Discrete
logs, CDH and DDH are provably exponentially hard in these groups, active
security of Schnorr identification scheme can be proven in this model. Other
schemes proven in this model include [SJ00, Bro02], but separation results
similar to those of random oracle model exist [Den02].

THE IDEAL CIPHER MODEL replaces a block cipher by a family of truly
random and independent permutations [BR02|. It is even richer (i.e. less re-
alistic) than the random oracle model. Schemes proven secure in this model
include Schnorr identification [BR02] and password-based authenticated key
exchange [BPROO].

2.2.4 Universal Composability

Universal Composability is a model proposed by Canetti [Can01] where se-
curity remains guaranteed even when it is composed with an arbitrary set
of protocols, and when an unbounded number of protocol instances are ex-
ecuted concurrently in an adversarially controlled manner. Traditionally,
cryptographic primitives are seen as stand-alone problems. The UC frame-
work also inspects the security of a single, stand-alone execution of the
protocol, but the framework guarantees preservation of security when the
protocol is run in complex settings where a protocol instance may be run
concurrently with many other protocol instances, on potentially related in-
puts and in an adversarially controlled way.

Universally composable protocols exist for a number of protocol prob-
lems, including message authentication [BCK98, Can01], key exchange [CKO01]
and digital signatures [BH03].

2.3 Formal Security

In this approach, certain abstract assumptions are made about existing cryp-
tographic primitives, and under these assumptions protocols based on these



primitives are shown to be secure. The most widely used set of assump-
tions was first articulated by Dolev and Yao [DY83], and is known as the
Dolev-Yao model.

The idea of formalizing these assumptions in some kind of formal system
was pioneered by Burrows, Abadi and Needham [BAN89]. Their BAN-logic
is a belief logic that formalizes what participants can believe at each stage
of a protocol execution. It spawned a very succesful research track, where
many variants of their logic were proposed [GNY90, AT91, vO93, SvO96],
and these logics were successful in finding flaws in real protocols. However,
the abstractions made in the formalization are sometimes irrealistic, and
some practical protocols that are provably secure in such logics were later
found to be insecure [Low96, Pau98|.

Next to belief logics, process calculi [Hoa85, Sch97] were used as a for-
malism for proving properties of protocol under Dolev-Yoa-like assumptions.
The succesful SPI calculus [AG97, AG99| is an extension of the 7-calculus
with operations for cryptographic primitives. Security is defined through
equivalence of two protocol specifications from viewpoint of adversary.

A good overview of the field of formal protocol security is given by Paul
Syverson [SCO1].

2.4 Bridging the Computational and Formal Approaches
Abadi and Rogaway [AR00, AJO1, AR02] pioneered the idea of relating the

computational and formal approaches. They provided a computational jus-
tification for a formal treatment of symmetric-key encryption, by relating
formal equivalence to computational indistinguishability. While Abadi and
Rogaway only considered the security of encryption against passive adver-
saries, the idea of relating computational and formal approaches has at-
tracted much attention, and very recent results also deal with active adver-
saries and other security primitives [MWO04, BPW03, BPWO04].

3 Software Security

Software security is about making sure that a given software layer that man-
ages certain valuable resources appropriately implements a specified security
policy.

So very broadly speaking, software security is about correctness, about
conformance of an implementation to a specification (where the specification
is the security policy). Hence, any technology to improve software quality
from that point of view is also security relevant. This includes general-
purpose specification and verification techniques, as well as programming
language technologies to ensure safety of a language. In this survey however,
we restrict our attention to formal approaches that specifically focus on
security.



We distinguish three such concerns in the following sections. Under the
heading access control, we survey formal approaches to regulate access to
valuable resources in multi-user systems. Information flow is about con-
trolling the flow of information in a computer system. Finally, the section
on code access security surveys techniques that limit the amount of damage
that partially trusted pieces of code can cause. Obviously, there are strong
connections between these three topics.

3.1 Access Control

Access Control is one of the oldest security concerns, and has been studied

intensively since the early seventies. Most approaches start from Lampson’s

seminal access control model ([Lam74]). In this model, the software layer

has notions of objects encapsulating resources, and subjects trying to access

these resources. A reference monitor guards the access to objects, according

to the current protection state represented by an access control matrix.
Key research questions that have been addressed include:

1. What are suitable policy models to formulate the exact policy that the
reference monitor should enforce? Famous models include the Discre-
tionary Access Control Model [0D83], the Mandatory Access Control
Model [BL73, BL75], Role Based Access Control Models [SCFY96,
FSGT01] and a variety of specific purpose systems [Bib77, CW8&7,
BN89] or general purpose policy languages [JSS97]. Driving forces
for this research line include expressivity of the model, suitability for
modeling real-world policies, and manageability and composability of
policies.

2. What kind of meta-questions can we answer for various models of the
system? In order to answer the key question “Is the system secure?”,
one should model subjects and objects formally at a suitable level
of abstraction. Such a model is called a protection system, and an
interesting line of research has investigated a number of models, in-
cluding the well-known Harrison-Ruzzo-Ullman model [HRU76], the
Take-Grant model [BS79, JLS76, Bis84, Sny81], the Schematic Pro-
tection Model [San88, AS90], and the Typed Access Matrix model
[San92]. These models provide insights in the algorithmic decidability
of security.

Very good textbooks and surveys on the research on access control exist. The
book by Matt Bishop [Bis03| and the surveys by Samarati et al. [dVPS03,
SdVO01] are good starting points.



3.2 Information Flow

Because of the large influence of the military on computer security research
in the seventies, information flow policies have received a great amount of
attention. The basic model was articulated by Denning [Den76]. Goguen
and Meseguer [GM82] extended the idea to concurrent systems through the
notion of non-interference. The Bell-LaPadula access control model [BL73|
is a policy model for access control that attempts to capture information
flow security. But information flow security can also be enforced by static
verification of the programs that manipulate the information. The first for-
mulation of this idea is again due to Denning [DD77], and recently there has
been a whole new line of research that addresses information flow security
by using static typing [HVY00, SV98, HR98, Mye99, MS01]. A good survey
of this research track is given by Sabelfeld and Myers [SMO03].

3.3 Code Access Security

As component-based development gained in popularity, the security issues
of mixing more and less trusted components in a single application have
attracted more and more attention. The issues of potentially malicious
code sharing an address space with trusted code were first studied in the
context of extensible operating systems under the name of Software Fault
Isolation [WLAG93]. With the advent of Java and applets, mechanisms for
sandboxing less trusted components became an important research track
[WBDF97]. Java’s mechanism of stack-inspection based sandboxing has re-
ceived extensive attention [WF98, FG02, ES00, BN04]. Stack inspection has
been studied formally [FGO02], alternative mechanisms have been proposed
[AF03], as well as type systems to ensure the absence of security exceptions
[SS00, PSS01, PSS03].

The idea of Proof-Carrying Code [NL96, Nec97, App01] also originated in
the field of extensible operating systems, and the idea of code (components)
carrying their own formal security guarantees in checkable form has been
studied intensively. Certifying compilation [Koz98, SMHO01] compiles a safe
high-level language to assembly code and the corresponding proof that the
code satisfies the high-level safety properties.

The increasing importance of application-level security policies triggered
interest in studying the formal properties of existing enforcement mecha-
nisms [Sch00]. Various enforcement mechanisms [ES00, LBW04] have been
studied, including the limits of what such mechanisms can enforce [HMS03].

4 Conclusion

Information and software security have been studied mainly in isolation.
However, in distributed systems the interplay between cryptographic mech-



anism and software security mechanisms is crucial. While some seminal
papers [ABLP93] have recognized this for a long time, and while state-of-
the-art operating systems and middleware succesfully integrate information
security and software security mechanisms, this has not yet been sufficiently
addressed at the application level. Dealing with distribution and security at
the level of, for instance, the programming language is an interesting and
challenging research topic for the coming years.
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