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Abstract

The current generation of networking protocols uses the Internet
Protocol as a ubiquitous layer for building protocols tailored for a
specific kind of network. Some protocols focus on ad-hoc networks,
other on typical enterprise networks. Home networks are a hybrid
form of ad-hoc networks and typical networks. No currently exist-
ing protocol can solve the problem of network configuration for this
kind of networks. Our solution bridges the gap between a proto-
col assigning IP addresses and managing routing information while
guaranteeing IP address uniqueness. To realise this last part, we
developed a conflict resolution algorithm. The combination of these
three elements has resulted in the self-configuring network protocol,
SCNP.
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Abstract

The current generation of networking protocols uses the
Internet Protocol as a ubiquitous layer for building pro-
tocols tailored for a specific kind of network. Some proto-
cols focus on ad-hoc networks, other on typical enterprise
networks. Home networks are a hybrid form of ad-hoc net-
works and typical networks. No currently existing protocol
can solve the problem of network configuration for this kind
of networks. Our solution bridges the gap between a proto-
col assigning IP addresses and managing routing informa-
tion while guaranteeing IP address uniqueness. To realise
this last part, we developed a conflict resolution algorithm.
The combination of these three elements has resulted in the
self-configuring network protocol, SCNP.

1. Introduction

In this paper, we describe a protocol that addresses the
network configuration problem in home networks. Home
networks are typically a mix of relatively stable and mo-
bile parts. As such they can not be seen as ad-hoc networks,
nor as fixed networks. An example will demonstrate this:
devices like a TV, audio equipment and a router can be con-
sidered as stable parts of a home network, while devices
like a laptop, an MP3 player and even a car (which can con-
tain a whole network on its own) are mobile parts.

The problem is that home networks can also potentially
contain a lot of different subnets. This can be easily demon-
strated by the fact that the networking equipment by which
devices are connected to the network is highly versatile. For
example: an MP3 player connected with a USB cable to a
personal computer can be considered as a separate subnet.
Some devices are connected through a wireless network,
others with a standard Ethernet network and still others with
a Powerline network.

Home networks can be connected to the Internet (poten-
tially with multiple connections), but this is not a require-
ment. This makes it impossible to rely on the presence of a
central component, like a gateway.

We can identify three functional requirements in the
problem of network configuration:

1. Initial autoconfiguration: When a router or host joins
the network, each interface has to get a unique IP ad-
dress. This implies generating a unique subnet identi-
fier (the first part of an IP address) and interface iden-
tifier (the last part of an IP address).

2. Routing: A router - all hosts with more than one in-
terface are considered routers - needs to know how to
reach subnets other than those which are directly con-
nected to the router. Therefore, each router runs a rout-
ing algorithm.

3. Address Uniqueness Guarantee: This require-
ment comes into play when for example two distinct
networks (each with several subnets) get con-
nected on-the-fly through two wireless devices. This
merging scenario could imply the occurence of dupli-
cate subnet identifiers after the merge, i.e. one of the
two subnets with a duplicate subnet identifier will be-
come unreachable. Therefore, we have to support
continuous duplicate detection for subnet identi-
fiers.

Starting from the description of a typical home network
in the beginning of this section, the following three non-
functional requirements can be deduced:

1. Scalability: As a result of the hierarchical topology
(two levels) of networks, two kinds of scalability can
be identified: (1) scalability in one subnet and (2) scal-
ability in the sense that the protocol can handle a net-
work with a large number of subnets. We believe that
the second kind of scalability will be more vital than
the former. This assumption can be easily illustrated



with a simple example: in a home network, it is more
likely to have different networking hardware (Wire-
less, Ethernet, PowerLine, etc.) which results in mul-
tiple subnets than having a few hunderd devices in one
subnet.

2. Decentralization: In a home networking context, ev-
ery device can potentially be turned off at any mo-
ment in time. As a consequence, an algorithm should
not be dependent on the presence of any (special) de-
vice to assure the correct functioning of the network.
This means a good algorithm can not assume one or
more central components.

3. Self-configuration: We can not assume the users of the
network having the time nor the skills to care about
configuring the network settings. This requires the
protocol to be fully automatic and work without any
user intervention.

The biggest drawback of existing solutions (we will dis-
cuss them in section 2) is that most of them are not scalable
enough to deal with more than one subnet. Our solution for
the described functional and non-functional requirements is
called the self-configuring network protocol (SCNP). This
protocol is scalable, fully automatic and completely decen-
tralized.

Automatic network configuration is only part of the
problem of creating a ubiquitous computing environment
(in the home or other contexts). Figure 1 represents our lay-
ered framework of the problems that need to be solved to
create a ubiquitous computing environment. The division
of the different problems and requirements that need to be
solved is strongly inspired by the framework that UPnP [7]
proposes.

As in figure 1 can be seen, users only get in contact with
the presentation of services (Service Presentation). Under-
neath this layer, a service control mechanism and service
descriptions take care of the functioning of these services.
To be able to discover services on the network, a search
strategy has to be used which is part of the Service Discov-
ery layer. This requires that each device possesses a (vir-
tual) view on the network, solved in the Device Discovery
layer. The Network Configuration layer is the one for which
we propose a solution in this paper (SCNP). Finally there
is the need for a uniform communication protocol on top
of the physical network connections. This is necessary be-
cause all devices need to be able to communicate with each
other by using a standard message format and a unique ad-
dressing scheme. For a more detailed description, we refer
to [2].

Our framework as described above differs from the
UPnP framework [7] on two key issues:

1. UPnP has only one discovery layer. We splitted this up
in Device Discovery and Service Discovery. The rea-

Figure 1. Layered representation of the prob-
lems that need to be solved to create a ubiq-
uitous computing environment.

son for this is simple: there is a clear distinction be-
tween discovering other devices on one side and the
execution of a query for a specific service on the other
side.

2. We also added the Network Communication layer be-
cause we recognize a difference between (1) the pro-
tocol that offers a uniform packet format and a unique
addressing schema (IPv6, for example) and (2) the
kind of protocol for the Network Configuration layer
(such as the one described in this paper) that defines
how to generate unique addresses and exchange rout-
ing information.

The rest of this paper is organized as follows: in section
2 we will shortly present related work. We describe our so-
lution in section 3 and evaluate it in section 4. Section 5 of
this paper summarizes our protocol.

2. Related Work

There are some protocols, which address (at least par-
tially) the same problem domain, namely: DHCP, IPv6
Stateless Autoconfiguration, AutoIP and Zeroconf. We will
now briefly discuss them and verify how well they address



the functional and non-functional requirements mentioned
in section 1.

2.1. DHCP

The Dynamic Host Configuration Protocol (DHCP) [6]
supports the dynamic configuration of all kind of network
settings. DHCP only takes care of the Initial autoconfigu-
ration part from our functional requirements. When a host
comes online it checks if a DHCP server exists and gets all
its network settings from this server. DHCP is a scalable
protocol: it is fairly lightweight and has the possibility to
use relay agents to accumulate all the requests from differ-
ent subnets. On the other hand, DHCP is not decentralized
(it depends on one central server, which is a single point of
failure) and is not self-configuring (although administration
is reduced and centralized on the DHCP server). To acco-
modate the second functional requirement (Routing), a rout-
ing protocol needs to be used together with DHCP. Since
all addresses are distributed by the central DHCP server the
Address Uniqueness Guarantee is achieved, but DHCP can
not deal with the merging of two networks.

2.2. AutoIP and Zeroconf

Both AutoIP [14] and Zeroconf [1] use very similar ap-
proaches. They both assign non-routable addresses on a sin-
gle subnet. The technique used for checking uniqueness of
an address is link-local multicast. Both AutoIP and Zero-
conf use IPv4 addresses.

Since AutoIP and Zeroconf implement the Initial auto-
configuration requirement within one subnet, there is no
need for a routing protocol (the second functional require-
ment) and the Address Uniqueness Guarantee. This limits
the scalability a lot. Scalability within one subnet is typi-
cally achived up to 30-50 devices in one subnet [8], which
is a realistic assumption. But there is no scalability in the
number of subnets (maximum one subnet). AutoIP and Ze-
roconf do exhibit the two other non-functional requirements
(decentralized and self-configuring).

AutoIP is used in the UPnP protocol stack as an alterna-
tive for DHCP.

2.3. IPv6 Stateless Autoconfiguration

IPv6 Stateless Autoconfiguration [13, 12, 9, 5] works
with ICMPv6 [4] messages to give each host a unique ad-
dress. It is the responsability of the routers to multicast the
subnet identifier that each host has to use on a specific sub-
net. Each host can check uniqueness of the interface identi-
fier (last part of address) by using link-local multicast. The
IPv6 address that is constructed by combining the subnet
identifier from the router and the interface identifier is a

routable IPv6 address. Additionally a non-routable IPv6 ad-
dress is also generated.

For the non-routable IPv6 address, the same argumen-
tation is valid as described in the previous section (not
scalable, decentralized and self-configuring). The routable
IPv6 address is not self-configuring (the subnet identifier
has to be configured on the routers), decentralized (multi-
ple routers on a subnet can provide the subnet identifiers)
and scalable (works within multiple subnets). As with the
DHCP protocol, a routing algorithm is necessary to com-
plement the IPv6 Stateless Autoconfiguration protocol.

2.4. Evaluation

From the list of functional requirements, none of the pro-
tocols described above can handle the merging of networks
which consists of different subnets (third functional require-
ment).

The three non-functional requirements are never simul-
tanously achieved in any of the protocols.

3. Proposed Solution

In this section, we explain the functionality of our proto-
col by describing the different scenarios that can occur in a
typical home network. The reader will notice that we try to
reuse existing protocols whenever this is appropriate.

The presence of IPv6 [5] support is a requirement for our
protocol. The primary reason for building our protocol on
IPv6 is the large private address space that IPv6 offers. Pri-
vate addresses are not routable on the Internet. The reason
why they are used in networks such as home networks is be-
cause they are freely available and do not require any kind
of registration at a central registration authority. Addresses
in the IPv6 private address space are called site-local and
link-local addresses [9]. Site-local addreses are routable be-
tween different subnets. Link-local addresses can only be
used within one subnet.

3.1. Host startup

We define a host as a computing device with one net-
work interface, as opposed to a router, which has more than
one network interface.

When a host starts up, there are three tasks that need to
be accomplished:

1. Link-local address configuration: This is defined by
the IPv6 standard [5, 9]. An IPv6 address has a length
of 128 bits. An address is divided in a subnet identifier
(first part) and an interface identifier (last part). Since
link-local addresses only work within one subnet, the
subnet identifier is fixed. A link-local address always
starts with the same fixed sequence of 64 bits. A host



Figure 2. Site-local address parts. The
“Address-type”-bits are the bits which are
fixed and denote a site-local address. The
subnet identifier is unique between subnets.
The interface identifier within one subnet

generates a value for the interface identifier (last 64
bits) and checks the uniqueness of this value by us-
ing link-local multicast messages.

2. Site-local address configuration: Figure 2 shows an
example site-local address. The “Address-type” box
is the fixed part (first 10 bits). The rest of the sub-
net identifier can be freely used to distinguish different
subnets. Notice the hierarchy imposed in the genera-
tion of unique site-local addresses: The subnet identi-
fier is unique between the different subnets, the inter-
face identifier is unique within one subnet. The com-
bination results in site-wide unique addresses for ev-
ery device. When constructing a site-local address, the
unique interface identifier (last 64 bits) can be reused
from the link-local address. This is also the reason
why we imposed a subnet identifier length of 64 bits.
The unique subnet identifier is requested by sending
a Router Solicitation message to the link-local all-
routers multicast address. A router answers this query
with a Router Advertisement message. Notice that all
routers are assumed to have unique subnet identifiers.

3. Default route configuration: Each host configures a set
of default routers to use for communicating with hosts
in other subnets. The routers to use can be (randomly)
chosen from the routers who send out Router Adver-
tisement messages.

When there are no routers present on the subnet, there
is no need for configuring site-local addresses and a default
route. The only hosts with which communication is possi-
ble are those on the local subnet and link-local addresses are
being used to communicate within one subnet.

3.2. Router startup

The tasks a router needs to execute at startup are very
similar to those of a host. Since a router is defined as a de-
vice with more than one network interface, each interface
has to get a link-local and site-local address.

Take the startup of router C in figure 3 as an example.
Router C will connect subnet 7 with the rest of the net-

Figure 3. A possible graphical representa-
tion of a home network. The clouds represent
subnets, connected with routers. The straight
lines are the network connections from the
routers to the subnets. Uniqueness of the in-
terface identifier has to be achieved in each
subnet (inner ovals). Uniqueness of the sub-
net identifier has to be achieved in the whole
network (outer circle).

work. All other subnets and routers are assumed to be al-
ready active. As a first task, router C needs to configure
a link-local address on each of its three interfaces (to net-
works 4, 6 and 7). This is exactly the same as in the case
of a host startup. Next, Router C sends Router Solicitation
messages on all the three subnets to which it is connected. In
subnet 6, router D replies with a Router Advertisement mes-
sage containing the site-local prefix to use. The same is true
for router B on subnet 4. Since router C is the only router
in subnet 7, it will be impossible to acquire a subnet identi-
fier. It is now the task of router C to generate a unique sub-
net identifier.

To check for uniqueness, we have identified two relevant
possibilities:

1. Send a message to all possible routers in the whole
network to see if they already use a particular subnet
identifier.

2. Send only a message to the routers in the neighbour-
ing subnets (routers B and D in this case) and expect
them to have the correct information in their routing
tables.

For scalability reasons, we have chosen the second op-
tion, because the number of messages that need to be sent



on the network is remarkably lower.

Two extra messages are neccesary for checking unique-
ness of a subnet identifier: a Subnet Proposal message and
a Subnet Collission message. A router first sends a Subnet
Proposal message. When a duplicate is detected, the router
that detects the duplicate replies with a Subnet Collission
message.

In our example: Router C sends its subnet identifier pro-
posal to routers B and D. They both check their routing ta-
bles. When one (or both) of B and D find the proposed sub-
net identifier in the routing table, a Subnet Collission mes-
sage is returned.

When there is no Subnet Collission message received
during a certain time-interval, uniqueness of the subnet
identifier is assumed. This time-interval is an estimate of
the transfer time and processing time for a Subnet Proposal
message to be sent and a Subnet Collission message to re-
turn on a particular link type.

Router C will periodically sent out Router Advertisement
messages on all directly connected subnets. It will also an-
swer Router Solicitation messages. On subnet 4, Router C
will advertise the same subnet identifier as Router B, the
same is true for router D on subnet 6.

Router C will advertise the newly generated subnet iden-
tifier on subnet 7. The first time Router C sends this Router
Advertisement message on subnet 7, all hosts wil configure
a site-local address. Before, the hosts on subnet 7 only had
link-local addresses because subnet 7 was an isolated sub-
net.

Each router also has to run a routing protocol. This is
necessary because hosts delegate the correct delivery of
inter-subnets packets to the routers. The most import prop-
erty for a routing protocol is that all routers get all the other
subnet identifiers available in the network. This is neces-
sary for duplicate detection of subnet identifiers.

Since we aim to realise a self-configuring network, all
the configuration parameters of the routing protocol have to
be determined dynamically.

The routing protocol that the SCNP uses is called
OSPFv3 [3] protocol (v3 is the IPv6 variant of the OSPF
protocol). OSPFv3 is the most widely used routing pro-
tocol in private networks. OSPFv3 allows the distribu-
tion of routing information throughout the network with
minimal overhead and fast adaptation to changing net-
work topologies. RIP [11] is another widely used proto-
col for private networks. The problem with RIP is that it
takes more time to adapt to changes in the network topol-
ogy (which we described as a property of home networks
in section 1).

3.3. Two networks merge

When two networks merge, it is possible for duplicate
subnet identifiers to appear in the network, since the unique-
ness of the subnet identifiers was seperatly checked in the
two networks (before they merged). Suppose n1 is the num-
ber of subnets on the smallest of the two networks involved
in the merge. n1 is the maximum number of subnet iden-
tifiers that can cause collissions. In this case, every subnet
identifier exists also in the other network.

To detect a conflict, a router monitors all the incom-
ing link-state advertisement messages (this is the name that
OSPFv3 uses for messages that contain routing informa-
tion). A router checks all the subnet identifiers contained in
a link-state advertisement message and compares them to
the subnet identifiers on all its network interfaces. The link-
state advertisement messages offer enough information to
distinguish duplicate subnet identifiers and a message from
one of the directly connected subnets.

As soon as a duplicate subnet identifier has been detected
by a router, it discards this subnet identifier from the cor-
responding interface and floods the network with a Subnet
Collission message. When the other router with the same
subnet identifier gets this message, it too discards the (du-
plicate) subnet identifier. All routers also discard the subnet
identifier from their routing tables.

When a new subnet identifier needs to be generated, the
same procedure is used as described in the previous section
(router startup).

When the subnet identifier changes, all hosts on that sub-
net need to change their site-local address. This is automat-
ically achieved because a prefix advertised in a Router Ad-
vertisement message has a limited lifetime. This is also the
reason why a router needs to sent out those Router Adver-
tisements periodically. When the subnet identifier changes,
a host will not receive Router Advertisement messages for
the old subnet identifier anymore. After the lifetime is ex-
pired, the old subnet identifier will not be used anymore.

3.4. Combinations

All possible scenarios that are possible can be described
by one or a combination of the three cases we discussed in
this section.

The example of a router startup that connects two ex-
isting networks (with each multiple subnets) is a combina-
tion of the “router startup” and the “two networks merge”
cases. In this example, the router does not need to gener-
ate any new subnet identifiers, but it is possible that dupli-
cates occur because two networks merge.

In the “router startup” case, we used the routing tables of
the neighbouring routers to check for uniqueness of a sub-
net identifier. When the routing tables are not completely



up-to-date, it is possible for duplicates to occur. The reso-
lution of these conflicts is exactly the same as described in
the case when two networks merge.

4. Evaluation

We will evaluate our protocol based on the functional
and non-functional requirements mentioned in section 1.
The number of messages that need to be sent is evaluated
quantitatively.

4.1. Functional Requirements

We will now shortly recapitulate our protocol. This
desription is based on the three functional require-
ments mentioned in section 1.

1. Initial autoconfiguration: The IPv6 Stateless Auto-
configuration protocol [13] is used for generating
unique interface identifiers and advertising sub-
net identifiers (Router Advertisement and Router
Solicitation messages). We added the Subnet Pro-
posal and Subnet Collission messages for generat-
ing unique subnet identifiers when a routers starts
up.

2. Routing: The OSPFv3 [3] protocol is used for routing.

3. Address Uniqueness Guarantee: The Address Unique-
ness Guarantee consists of two parts:

(a) A hook in the routing algorithm which checks
each incoming link-state advertisement message
for duplicate subnet identifiers.

(b) The flooding of Subnet Collission mes-
sages when a duplicate is detected. After the
flooding, the same algorithm as in the Initial au-
toconfiguration phase is used for generating a
new subnet identifier.

Our lazy conflict resolution approach is justified because
the possibility of two subnet identifiers to collide is ex-
tremly low. Clearly, this depends on the number of subnets
present. We distinguish two scenarios: (1) the possibility of
a collission when generating a new subnet identifier and (2)
when two networks merge.

1. New subnet identifier: Suppose n is the number of sub-
nets present. Since 54 bits in our subnet identifier are
free for use (the first 10 bits are fixed and denote that
we work with site-local addresses), there are 254 pos-
sible subnet-values. When we assume random genera-
tion of subnet identifiers (this is the worst case, since it
does not use any information about unique identifiers
(e.g. manufacturer identifier) present on the router, the
possibility p of a collission is n

254 .

2. Two networks merge: Suppose n1 is the number of
subnets in the first network and n2 in the second net-
work. It is possible that each subnet identifier from the
network with the fewest subnets collides with a sub-
net identifier from the network with the highest num-
ber of subnets. When we put this information in a for-
mula, we get: p = n1∗n2

254

4.2. Non-functional Requirements

We will now discuss how our protocol addresses the non-
functional requirements, mentioned in section 1:

1. Scalability: In theory, the limit on the number of sub-
nets is 254 because this is the number of bits that is re-
served for the subnet identifier. We will validate the
new parts of our protocol (duplicate detection of sub-
net identifiers) by calculating the message costs.

We calculated the cost of one collission in terms of
number of messages. The number of extra messages
that need to be sent when a collission occurs is n (the
number of subnets). This is because the Subnet Col-
lission message needs to be sent to all subnets (flood-
ing).

The formula for the average number of messages
that need to be sent when a collission occures is recur-
sive. When a new subnet identifier is generated, it is
always possible that this is also a duplicate. The worst
case is that n − 1 values have to be generated before
an unused subnet identifier is found.

The average number of messages M = p∗(M+n).
p is the possibility of a collission and n is the number
of Subnet Collission messages that need to be sent.

This formula can be written without recursion:
M = p∗n

1−p .
Our calculations take two simplifications into ac-

count:

(a) We suppose that the possibilities for a collission
to occur are independent from each other (in dif-
ferent rounds of the Subnet Proposal - Subnet
Collission cyclus).

(b) We do not take the Subnet Proposal messages
into account, because they are only sent to the
direct neighours of the router which generates
the subnet identifier.

The worst case is that th router has to try n−1 sub-
net identifier values before it has a unique subnet iden-
tifier. In this case, (n − 1) ∗ n Subnet Collission mes-
sages have to be send out.

The most optimistic case is that, after a collis-
sion,the router directly generates a unique subnet iden-
tifier. The number of Subnet Collission messages that
need to be sent is n in this case.



The complexity of our collission algorithm varies
from linear (most optimistic case) in the number of
subnets to quadratic (worst case). Since there is a
huge difference between the number of possible sub-
net identifier (254) and any realistic setting (maximum
a few thousands subnets), in the vast majority of cases
there will be no collissions. The average complexity
of our algorithm will be less than linear.

2. Decentralization: Our protocol does not depend on
any central component of whatever kind. All routers
keep information about the subnet identifiers present
in the network and the advertising of subnet identi-
fiers on a subnet is done by all the routers connected
to that particular subnet.

3. Self-configuration: SCNP is self-configuring be-
cause (1) the IPv6 Stateless Autoconfiguration
protocol takes care of the generation of unique in-
terface identifiers, (2) subnet identifiers are auto-
matically generated and (3) conflicts are triggered
by the routing algorithm and automatically re-
solved.

In short, our protocol fully achieves the three functional
requirements as described in 1 and at the same time is able
to keep the number of messages that need to be send less
than linear in function of the number of subnets (scalabil-
ity), is fully automatic (self-configuration) and decentral-
ized.

5. Summary

In retrospective, it is clear that our solution adds the glue
for combining the IPv6 Stateless [13] Autoconfiguration
protocol and the OSPFv3 [3] routing protocol. The added
value of our protocol is twofold:

1. The generation of unique subnet identifiers. These
are advertised by the IPv6 Stateless Autoconfiguration
protocol [13].

2. The continously checking for duplicates by hooking
into the routing algorithm and providing messages for
duplicate notification.

We need two extra ICMPv6 [4] messages, namely a Sub-
net Proposal Message and a Subnet Collission Message.
These messages follow the same format as the messages de-
fined in the IPv6 Stateless Autoconfiguration protocol.

Our solution depends on IPv6. Nevertheless, we do not
see any limitations in our protocol so that it could not be
adapated to work with IPv4. The advantage of IPv6 over
IPv4 is its large address-space and as a consequence fewer
changes of duplicate addresses.

SCNP has a few drawbacks in its current form:

• There are no special security precautions taken. Since
our algorithm is decentralized, a hostile host can pos-
sibly sent incorrect information, alter or discard mes-
sages. DoS attacks are also easily done. These prob-
lems can be partly solved by requiring all hosts to use
a security mechanism at the IP level (IPSec [10] comes
to mind).

• When joining different networks, it can take some
time to reach a stable state. If there are conflicts in the
addressing scheme, some parts of the network can be
temporarily unreachable. This is undesirable on some
types of networks, but not really a problem in the
home networking context.

In the near future, we will study (and eventually expand)
existing protocols in the higher layers of the services frame-
work, as mentioned in figure 1. An initial prototype of this
protocol is described in [2]. We are now finishing a full im-
plementation to be able to benchmark the protocol.
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