
Location privacy in the European 
data protection legal framework: 
when your smart phone is getting 

“too” smart

K.U.Leuven privacy course

Eleni Kosta
eleni.kosta@law.kuleuven.be 

28 June 2011







Overview

1

3

4

2

Introduction

Location data

Mining of  location data

Processing of  location data/traffic data

5 Processing of  location data other than traffic data

6 Retention of  location data



European legislation regarding 
the protection of personal data

European directives
Data protection directive (95/46/EC)

Protection of natural persons 
Allows free flow of personal data



European legislation regarding 
the protection of personal data

European directives
Data protection directive (95/46/EC)
ePrivacy directive (2002/58/EC)

Protection of natural and legal persons
Application to the processing of personal data in 
connection with the provision of publicly 
available electronic communications services in 
public communications networks



European legislation regarding 
the protection of personal data

European directives
Data protection directive (95/46/EC)
ePrivacy directive (2002/58/EC)
Data retention directive (2006/24/EC)

Harmonisation of obligations of providers of 
publicly available electronic communications 
services or public communications networks with 
respect to the retention of certain data.



European legislation regarding 
the protection of personal data
General rules in the data protection directive

Specific rules for electronic communications 
sector in the ePrivacy directive. For what is 
not specifically covered by the ePrivacy 
directive, applies the data protection directive.

Retention of traffic and location data in the 
data retention directive.



European ePrivacy Directive

Directive 2002/58/EC (ePrivacy Directive)

concerning the processing of personal data and
the protection of privacy in the electronic
communications sector



The ePrivacy Directive was 
recently reviewed in the frame 
of the reform of the regulatory 

framework on electronic 
communications by the Citizens’ 
Rights Directive (2009/136/EC)



Scope of application
Article 3: Services concerned

“This Directive shall apply to the processing of 
personal data in connection with the provision of 
publicly available electronic communications 
services in public communications networks in 
the Community, including public 
communications networks supporting data 
collection and identification devices.”



…the fact that provisions of the ePrivacy Directive only apply to provision 
of publicly available electronic communications services in public 
communication networks is regrettable because private networks are 
gaining an increasing importance in everyday life, with risks increasing 
accordingly

…the tendency of services to increasingly become a mixture of private 
and public ones.

…both definitions ‘electronic communications services’, and ‘to provide an 
electronic communications network’ are still not very clear and both 
terms should be explained in more details in order to allow for a clear and 
unambiguous interpretation by data controllers and users alike.

Art. 29 WP, 126, Opinion 8/2006 on the review of the regulatory 
Framework for Electronic Communications and Services, with focus 

on the ePrivacy Directive



Scope of application
PSTN
Mobile phones
Internet
Telex
Video on demand
…



Scope of application
BUT: does NOT apply to broadcasting service

provided over a public communications 
network, intended for a potentially 
unlimited audience

TV
Radio
Near video on demand
Private networks



Scope of application

Check:

1.Whether there is an electronic 
communications service,

2.whether this service is offered in an 
electronic communications network and

3.whether the aforementioned service and 
network are public.
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Location  data

“Location data means any data processed in an 
electronic communications network or by an 
electronic communications service, indicating
the geographic position of the terminal  
equipment of a user of a publicly available 
electronic communications service”



Location  data

Location data is limited to the information that 
relates to the geographic position of the terminal  
equipment of a user of a publicly available 
electronic communications service
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Location Mining Case Study
Short case study tracking four people, in 
three European Member States, 
persistently for six weeks using mobile 
handsets.

FIDIS NoE (www.fidis.net)



Location Mining Case Study



Location Mining Case Study
The GPS locations of these people have been

mined to reveal places of interest and to create
simple profiles.

One of the key tools for initial mining is the
generation of ‘Points of Interest’ (PoI) from the
data

FIDIS NoE (www.fidis.net)



Points of Interest (PoI)



PoIs at identified locations 
collected from each user

Frequency of PoIs





Inferring relation



Tracking study:

GASSON Mark, KOSTA Eleni, ROYER Denis, 
MEINTS Martin & WARWICK Kevin (2011) 
Normality Mining: Privacy Implications of 
Behavioral Profiles Drawn from GPS 
Enabled Mobile Phones, IEEE 
Transactions on Systems, Man, and 
Cybernetics--Part C: Applications and 
Reviews, Vol.41(2), p. 251-261
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Traffic data
“Traffic data means any data processed for the
purpose of the conveyance of a communication
on an electronic communications network or for
the billing thereof”

►► Location data that are processed for the
purpose of the conveyance of an electronic
communications network are also traffic data !



Location  data

“Location data means any data processed in an 
electronic communications network or by an 
electronic communications service, indicating
the geographic position of the terminal  
equipment of a user of a publicly available 
electronic communications service”

30



Processing of location/traffic 
data

Traffic data must be
erased or
made anonymous

when they are no longer needed for the purpose
of the transmission of a communication

Billing or interconnection payments



Processing of location/traffic 
data

Prior consent of subscriber or user for

purpose of marketing electronic 
communications services or

for the provision of value added services
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Location data other than 
traffic data

Location data other than traffic data that are
not processed for the purpose of the conveyance
of a communication on an electronic
communications network or for the billing
thereof

►► for the provision of a value added service



Value added service
“Value added service means any service which
requires the processing of traffic data or location
data other than traffic data beyond what is
necessary for the transmission of a
communication or the billing thereof”

►► “Location Based Services” broad term going
beyond the ePrivacy Directive



Value added service
Location data other than traffic data may only
be processed

when they are made anonymous, or
with the consent of the users or subscribers

to the extent and for the duration necessary for
the provision of a value added service.



Technologies for offering LBS
Cell-based mobile communication networks such

as GSM and UMTS;
Satellite-based positioning systems such as the

Global Positioning System (GPS);
WiFi or Bluetooth;
Wireless technologies, such as Radio Frequency

Identification (RFID);
Sensor-based systems such as face recognition

systems and license-plate scanners for vehicles;
Chip-card-based systems, such as credit cards

Cuijpers & Koops



Challenge…

Which of the technologies that offer 
Location Based Services are covered by 
the ePrivacy Directive?



Article 29 Working Party

Opinion 13/2011 on Geolocation services 
on smart mobile devices
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Data retention directive
Directive 2006/24/EC of the European 
Parliament and of the Council of 15 
March 2006 on the retention of data
generated or processed in connection 

with the provision of publicly available 
electronic communications services or of 

public communications networks and 
amending Directive 2002/58/EC



Campaign 
against data retention

Civil Rights Organisations, Industry Members 
etc.:

“Data retention is no solution”

Petition signed by 58265 people until 
14.12.2005.



German politician Malte Spitz put 
profiling to the test using his own 

data





Scope
[Harmonisation] of Member States’ provisions 
concerning the obligations of the providers of 
publicly available electronic communications 
services or of public communications networks 
with respect to the retention of certain data
which are generated or processed by them, in 
order to ensure that the data are available for 
the purpose of the investigation, detection and 
prosecution of serious crime, as defined by 
each Member State in its national law



Serious Crime?
Statement by the Council concerning 
Article 1:
“In defining ‘serious crime’ in national 
law Member States shall have due 
regard to the crimes listed in Article 2(2) 
of the Framework Decision on the 
European Arrest Warrant 
(2002/584/JHA) and crime involving 
telecommunication”.



Serious Crime?
Such as…

participation in a criminal organisation,
terrorism,
sexual exploitation of children and child pornography,
illicit trafficking in narcotic drugs and psychotropic 
substances,
illicit trafficking in weapons, munitions and 
explosives,
corruption,
trafficking in stolen vehicles,
racism and xenophobia,
Etc…



Who shall retain the data?

Providers
of publicly available electronic 
communications services or 
of public communications networks

No definition



Who shall retain the data?
Telecommunications operators
Internet Service Providers
Cable TV operators
…



What data are to be retained?
Traffic and location data on both legal 
entities and natural persons and to the 
related data necessary to identify the 
subscriber or registered user.
Including data relating to unsuccessful 
call attempts  
No data relating to unconnected calls 
No content data



What data are to be retained?
Art. 3(1) DRD:

“[T]he data specified in Article 5 DRD are 
retained in accordance with the provisions 
thereof, to the extent that those data are 
generated or processed by providers of publicly 
available electronic  communications services 
or of a public communications network within 
their jurisdiction in the process of supplying 
the communications services concerned.”



What data are to be retained?
Art. 5 DRD
a) Data necessary to trace and identify the source of a 

communication;
b) Data necessary to identify the destination of a 

communication;
c) Data necessary to identify the date, time and 

duration of a communication;
d) Data necessary to identify the type of communication;
e) Data necessary to identify users’ communication 

equipment or what purports to be their equipment;
f) Data necessary to identify the location of mobile 

equipment.



Review of the Directive
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Cookies, spyware and similar…|1 

“use of electronic communications networks”

“to store information or gain access to information 
stored in the terminal equipment of a subscriber or 
user”

Article 5(3) 2002 ePrivacy Dir.



An “electronic communications 
network” was required

Left spyware and similar 
programmes outside when installed 
from an “off-line” source

Cookies, spyware and similar…|2 



“the storing of information, or the gaining of access to 
information already stored, in the terminal equipment 
of a subscriber or user ”

Article 5(3) ePrivacy Dir.

Cookies, spyware and similar…|3 



“Unwanted spying programmes or viruses are 
inadvertently downloaded via electronic 
communications networks or are delivered and 
installed in software distributed on other external data 
storage media, such as CDs, CD-ROMs or USB keys”

Recital 65 Citizens’ Rights Dir.

Cookies, spyware and similar…|4 



“only when the subscriber or the user is provided with 
clear and comprehensive information […] and is given 
the right to refuse”

Article 5(3) 2002 ePrivacy Dir.

Right to object vs. consent  |1 

“use of electronic communications networks”

“to store information or gain access to information 
stored in the terminal equipment of a subscriber or 
user”



“Access to specific website content may still be made 
conditional on the well-informed acceptance of a cookie
or similar device, if it is used for a legitimate purpose.”

Right to object vs. consent  |2 
Recital 25 2002 ePrivacy Dir.



Art. 29 WP, 126, Opinion 8/2006 on the review of the 
regulatory Framework for Electronic Communications and 

Services, with focus on the ePrivacy Directive

Recital 25 […] might be contradictory with the 
position that the users should have the possibility to 
refuse the storage of a cookie on their personal 
computers and therefore may need clarification or 
revision.

Right to object vs. consent  |3 



“has given his or her consent, having been provided 
with clear and comprehensive information”

Right to object vs. consent  |4 
Article 5(3) ePrivacy Dir.

“the storing of information, or the gaining of access to 
information already stored, in the terminal equipment 
of a subscriber or user ”



“The methods of providing information and offering 
the right to refuse should be as user-friendly 
as possible”

“It is therefore of paramount importance that users be 
provided with clear and comprehensive information 
when engaging in any activity which could result in 
such storage or gaining of access”

Right to object vs. consent  |5 
Recital 66 Citizens’ Rights Dir.



Statement by Austria, Belgium, Estonia, 
Finland, Germany, Ireland, Latvia, Malta, 
Poland, Romania, Slovakia, Spain and United 
Kingdom on the “Citizens Rights Directive, E-
Privacy Directive” (19 November 2009)

Right to object vs. consent  |6 



Right to object vs. consent  |7

“These Member States recognise that this clarification 
may require the modification of some national laws. 
However, as indicated in recital 66, amended Article 
5(3) is not intended to alter the existing requirement 
that such consent be exercised as a right to refuse the 
use of cookies or similar technologies used for 
legitimate purposes.".”





The way forward?



Or as Obelix would say…

These Europeans 
are crazy!
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